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JIABOPATOPHAS PABOTA Nel.

3nakomcTBoO ¢ cumyasaTopom Cisco Packet Tracer 4.0.

Heasn: 3nakomctBO ¢ cumyiastopom Cisco Packet Trace 4.0 u mosydeHre 0a30BBIX HABBIKOB IT0
paboTe ¢ HUM.

1. OcHOBHBIE CBeICHUA
Cumynstop Cisco Packet Tracer mo3BoJsieT IpOSKTHPOBATh CBOU COOCTBEHHBIE CETH, CO3/1aBas
Y OTIIPABJISISI PA3TTUYHBIC TAKETHI JTJAHHBIX, COXPAHATh U KOMMEHTHPOBATH CBOIO PaboTy.

acket Tracer 4.0 by Cisco Systems, Inc. - D:/Bsem/diploma/Cisco Packet Tracker 4.0/Packet Tracer 4.0/saves/my_1. pkt
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x
3 LINE-5-CHANGED: Interface FastEthernet0/1, changed state to up %
#LINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet071, ok
to up
$LINK-E-CHANGED: Interface FastBEthernet0/Z, changed state to up VE
#LINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0/7E, ok
to up
$LINK-5-CHANGED: Interface FastEthernet0/3, changed state to up B
#LINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0/73, ok 4&
to up
$LINK-5-CHANGED: Interface FastEthernet0/4, changed state to up
3LINEPROTO-E-UPDOWHN: Line protocol on Interface FastEthernet074, cl
to up
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Switchs e

< | ¥
M Y
¢ | S [ Copy ] [ Paste ][i_},\
Reset Network Realtime
- e S [ F Fire | Last Status  Source Destination
- o - m - l"'ci l"'ci! l"'ci! y Scenario 0 v
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I Toggle PDU List Window ]
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Puc.1.1 Cisco Packet Tracer 4.0

1l
Ilv

OTnuuuTenbHON 0COOEHHOCTHIO IAHHOTO CHMYIIATOpAa SIBISETCS Haiauume B HeM «Pexunma
cumynauun» (puc.1.2). B naHHOM pexxuMe Bce MaKeThl, NepechulaeMble BHYTPU CETH, OTOOpaXKaroTCs
rpaduyeckd. OTa BO3MOXHOCTb IO3BOJISIET CTYAEHTAM HAIJISIIHO HPOJEMOHCTPUPOBATh, MO KaKOMY
uHTepdeiicy B JaHHbIE MOMEHT MepeMelIaeTcs MaKkeT, KaKoi MPOTOKOJI UCIONb3YyeTCs U T. 1.

Onnaxo, 3T0 He Bce mpeumymiectBa Packet Tracer: B «PexuMe CUMYISIIMAY) CTYACHT MOXET HE
TOJILKO OTCJIEKUBATh HCIIOJIb3yeMble IPOTOKOJIBI, HO U BUJETh, HA KAKOM U3 ceMu ypoBHel mozenu OSI
JIAaHHBIN TIPOTOKOJ 3aeicTBOBaH (cM.puc.1.3).

Takast kaxymiascs Ha HEpBbIM B3MUIAJ NMPOCTOTA W HAIVISATHOCTh JENIAeT MPAaKTUYECKUE 3aHATHS
I-Ipe?gBI)I‘-IaIk/'IHO MOJIC3HBIMH, COBMCIIasd B HHUX KaK IIOJIYYCHHE, TaK H 3aKpPCINICHUE IIOJIYYCHHOI'O
MmarepHaa.
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Puc.1.3 Anamus cemuyporueBoit moaenu OSI B Cisco Packet Tracer 4.0

o1 | [

s

Packet Tracer cmocobeH MoaenUpoBaTh OOJBIIOE KOJHUYECTBO YCTPOWCTB —Pa3IHYHOTO
Ha3HAYCHMsI, a TaK K& HEMAJIO Pa3IMYHBIX THIIOB CBsI3€H, YTO MO3BOJISIET MPOEKTHPOBATH CETH JIFOOOTO
pa3mepa Ha BEICOKOM YPOBHE CIIOKHOCTH:

Modenupyemole ycmpoiicmea:

Kommymamopsl mpembeco ypoeni:
Router 2620 XM:;



Router 2621 XM;

Router-PT.

Kommymamopuor émopozo ypoens:

Switch 2950-24;

Switch 2950T,;

Switch-PT;

coedunenue muna «mocmy Bridge-PT.

Cemegble KonyeHmpamopwl:

Hub-PT;

nosmopumenv Repeater-PT.

Okoneunwie ycmpoiicmea:

pabouas cmanyus PC-PT,

cepsep Server-PT;

npunmep Printer-PT.

becnpoeoonvie ycmpoiicmea:

mouxa docmyna AccessPoint-PT.

I'nobanvnas cemo WAN.

Tunwi ceazeun:

KOHCOJlb,

MeOHblll Kabenv 6e3 nepekpewusanusi (npsamoul kabenn),

MeOHblll Kabelb ¢ nepekpewusanuem (Kpocc-kabein),

B0JIOKOHHO-ONMUYECKUL Kabeb,

meneponHHaAs TUHUSA,

Serial DCE;

Serial DTE.

Tax e nenecooOpa3Ho MPUBECTH T€ MIPOTOKOIIBI, KOTOPHIE CTYIEHT MOXET OTCIICKUBATH:

ARP;

CDP;

DHCP,;

EIGRP;

ICMP;

RIP;

TCP;

UDP.

OnucaHue TEPMUHAIBHOIO PeKUMA

Mapuipytuzatop KoH(GUTYpHpyeTcs B KOMaHIHOW cTpoke omepainmoHHoi cuctembl Cisco [OS.
[loncoenunenne k Mapuipytuzaropy ocyuectisercs udepe3 Telnet na IP-ampec moboro u3 ero
uHTEp(]EcoB UMM C MOMOMIBIO JHO0OW TEePMHHAIBLHON MpOrpaMMBbl uepe3 MOCIeOBAaTEeIbHBIA MOPT
KOMITBIOTEpa, CBS3aHHBIM C  KOHCOJBHBIM  TOpPTOM  Mapuipytuzatopa. [lociaemnmit  croco0
MPEINOUTUTENbHEe, MOTOMY YTO IMpolecC KOH(PUTYPUPOBAHHS MapIIPyTHU3aTOpa MOXKET H3MEHSTh
napametpsl [P-untepdeiico, 4To npuBeneT K NoTepe COeAUHEHUs, ycTaHOBIEeHHOTO uepe3 Telnet. Kpome
TOT0, IO COOOpaXKEeHHUsIM O€30MaCHOCTH JOCTYI K Mapiipytu3atopy uepe3 Telnet cienyer 3anpetuts [8].

B pamkax gaHHOTO Kypca KOH(QUTypalus MapHIpyTH3aTOpPOB OyIeT OCYIIECTBIATHCS
MOCPEJICTBOM TEPMUHAJA.

[Ipu pabGote B xomanaHou ctpoke Cisco IOS cymecTByeT HECKOIBKO KOHTEKCTOB (PEKHUMOB
BBOJIa KOMaH]I).

KonTekcT mosib3oBaTesisi OTKPBIBACTCS MPH MOACOCIUNHEHUH K MapIIpyTH3aTOPy; OOBIYHO MPH
MOJIKIIIOUEHUH Yepe3 ceTh TpeOyeTcs Mmapoib, a MPH MOAKIIOUYCHUN Yepe3 KOHCONBHBIN MOPT MapoJib HE
HY)XEH. B 2TOT k€ KOHTEKCT KOMaHJHAas CTPOKAa aBTOMATHYECKH TEPEXOIUT MPHU MPOAOTIKUTEIHHOM
OTCYTCTBHHM BBOJa B KOHTEKCTE€ aJMHHHUCTpPATopa. B KOHTEKCTe MOJb30BaTeNs JOCTYMHBI TOJIBKO
MpOCThIE KOMaHIbI (HEKOTOpble ©Oa30Bble OMEpalMy JUII MOHHUTOPHHTA), HE BIHUSIONIME Ha
KOH(UTYpalHIo MapIipyTu3aTopa. Bua npuriameHuss KOMaHIHON CTPOKH:



| router> |

Bwmecro cioBa router BBIBOJUTCS UMSI MapUIPyTH3aTOPa, €CIM OHO YCTAHOBJIEHO.

Konteker aamunucrparopa (KoHTekcT "exec'") OTKpbIBacTcs komaHmoi enable, momannoit B
KOHTEKCTE TIOJB30BATEINS; MPU ITOM OOBIYHO TpeOyeTcs Napoyib aIMUHUCTparopa. B KOHTeKkcTe
aJIMMHHCTpATOPa IOCTYIHBI KOMaH/Ibl, IO3BOJIAIONIUE TIOTYYUTh MOJTHYIO HH(OpMALINIO O KOHPUTYypaluu
MapIIpyTH3aTOpa M €ro COCTOSHUHM, KOMaHIBI TMEpPexo/a B PEKUM KOH(DUTYPHUPOBAHUS, KOMAaHIBI
COXpaHEHHUs U 3arpy3ku KoHpurypanuu. Bua npuriamenus KOMaHAHON CTPOKHU:

| router# |

OOpaTHbIi TIepexo]] B KOHTEKCT IOJb30BaTels Mpou3Bomutcs mo komanmae disable wmu 1o
WCTEUYCHUH YCTAHOBJICHHOTO BPEMEHU HEAKTHBHOCTH. 3aBEPIICHUE ceaHca paboThl - KoMaHa exXit.

I'a06anbHbIii  KOHTEKCT KOHGUIypHMpoOBaHUsI OTKpbIBacTcs Komanmgoi config terminal
("koHUTYpHPOBATH Yepe3 TepMUHAN"), MOJAHHON B KOHTEKCTE aJIMUHUCTpATOpa. [ T00anbHBIH KOHTEKCT
KOH(UTYPHUPOBAHUS COJCPIKUT KaK HEMOCPEACTBEHHO KOMAaHbl KOH(MDUIYPUPOBAHUS MapIIpyTH3aTOpPa,
TaK ¥ KOMaH/Ibl Iepexo/ia B KOHTEKCThI KOH(OUTYPUPOBAHHS [TOJICUCTEM MapIIPyTU3aTOPa, HalIPUMEP:

KOHMeKCm KOHU2ypuposanus unmepgeiica

OTKpBIBaeTCsl KoMaHaou interface ums_ unmepdpeiica (nanpumep interface serial0), mogannoit B
r7100aIbHOM KOHTEKCTEe KOH(DUTYPUPOBAHUS,

KOHMEKCM KOHDUYPUPOBAHUSL NPOYECCa OUHAMUYECKOU Mapupymu3ayuu

OTKpBIBAETCSI KOMaHIOW router mpomokon nomep npouecca (uampumep, router ospf 1,
MIOJITAaHHO B I100AJIBHOM KOHTEKCTE KOH(PHUTYPHPOBAHUSI.

CymiecTByeT MHOXXECTBO JAPYIMX KOHTEKCTOB KOH(MUrypHpoBaHHs. HeKOTOpble KOHTEKCTHI
KOH(HUTYPUPOBAHUS HAXOIATCS BHTYPH JIPYTMX KOHTEKCTOB KOH(MUTYPUPOBAHHUSL.

Bua npurnamieHus KOMaHIHOW CTPOKH B KOHTEKCTaxX KOH(MHUTYPHPOBAHHS, KOTOpBIE OYyIyT
BCpeuaThcsl Haubosee 4acro:

router(config)# /rnobanbHbII/

router(config-if)# [uuTepdeiical
rounter(config-router)# /muHamuyeckoi MapiipyTu3auu/
rounter(config-line)#  /tepmunansHO# TUHEN/

BAYKHO! CryneHTsl OOJKHBI 3allOMHUTH BHUJ NPUIIIAIEHUA KOMAHJIOM CTPOKH BO BCEX
BBINIICYKA3aHHBIX KOHTEKCTaX M MpaBHJIa Mepexoa U3 KOHTEKCTa B KOHTEKCT. B manpHeleM npuMepsl
KOMaHJ Bcerjaa OyayT 1aBaThCs BMECTE C MPUTIIALICHUSIMH, U3 KOTOPBIX CTYJEHTHI JOJKHBI ONPEeNiaTh
KOHTEKCT, B KOTOPOM TojaeTcst komaHna. [Ipumepsl He OyayT coaepkarh yKa3aHHM, KaK IOINAacTh B
HEOOXOUMBINA KOHTEKCT.

Brixon u3 rmo6anbHOTO0 KOHTEKCTa KOH(MUTYpUPOBAHUS B KOHTEKCT aJMUHHUCTpATOpa, a TaKKe
BBIXOJ M3 JIOOOT0 TOJKOHTEKCTa KOH(MUTYPUPOBAHUS B KOHTEKCT BEPXHEro YpPOBHS MPOU3BOAUTCS
komangorr exit wmum Ctrl-Z. Kpome toro, komanma end, momanHas B JH000M H3 KOHTEKCTOB
KOH(UTYPUPOBAHUS HEMEUICHHO 3aBEpIIaeT Mpolecc KOHPUTYpUPOBaHMUS W BO3BpAIAET ONeparopa B
KOHTEKCT aJIMHHHUCTPATOPA.

BAJHO! Jlro6as xomaHa KOH(UTYpaIiK BCTYIAeT B IeHCTBUE HEMEIJIEHHO TIO0CTIe BBO/IA, a HE
rocjie Bo3Bpara B KOHTEKCT aJIMUHUCTPATOPA.

YmpoleHHast cxema KOHTEKCTOB Tpe/cTaBiieHa Ha puc.1.4.

Bce komanapl U mapameTpbl MOTYT OBITH COKpalieHsl (Hampumep, "enable” - "en", "configure
terminal” - "conf t"); eciu cokpaiieHre OKaXeTCsl HEOAHO3HAYHBIM, MAPIIPYTU3aTOP COOOIIUT 00 ATOM,
a 10 Ha)KaTHIO TaOYJISIMH BBIIACT BapUAHThI, COOTBETCTBYIOIIUE BBEJCHHOMY (pparmMeHty [2].

B mo0om MecTe KOMaHAHON CTPOKHM ISl TIONy4YEHHUs TOMOIIM MOXET OBITh HCIIONh30BaH
BOITPOCHUTEIIbHBIN 3HAK:

router#? /CIIUCOK BCEeX KOMaH JAHHOIO KOHTEKCTA C
KOMMEHTapusMu/



router#co?

/CHICOK BCEX CJIOB B 3TOM KOHTEKCTE BBOJIA,
HayMHAOIMUXCA Ha ""co" - HeT mpobena nepen "?"/

router#conf ? /crimcok Bcex mapaMeTpoB, KOTOPBIE MOTYT
clenoBath 3a KoMaHoi config - mepen "?" ecth mpoden/

IToxpobHee 0 KOHPHUTYPHUPOBAHUK YCTPOMCTB MOXKHO y3HaTh u3 [1], [2], [8].

roukber>

FOHTEKCT NONL20EATENA

r Y

ehakhle dizable

v |

router#

HoHTekoT A4MHHWUCTRATORD A

* KOMEHOE NpOCMOr pa ishow )

* AV 2KA W GO PaIHEHKE

EOHAry paumu (copy ), Nepesanyska
npoueccoe (clear. )

* ning, traceroute, telnet

config terminal

| A

exic

\ 4 |

roukter (config) #

FNofaneHBIR KOHTEKCT
KOHHYpHp OBAHKUA

« 0OAWME HACTROMK TCRIP
« YCTAHOEKS CT AT MHEC KK MEpLWIEKYT 0B
* COEOEHWE GG KOE OOCTY N,

MaPLL YT Hel KT, HaBopoe KoY el

F Y

interface . FX1L

o |

router .. SHIE

v |

router (config-if) #

router (config-router) #

FoHTEKCT KOHG UIYPM P OBIHKMA
MHTEpdedca

* HazHaH eHue IP-agpeca

* YCTAHOBKA MAPAMETROE PaziMHER
NPOTOKONOE, CB AZAHHLE © WHT 2P el om
* OTEMKY EHHE M EKMY @HAE WHT epdieAc a

FOHTEKCT KOHG MIYPMP OBIHKMA
MPOTOKONE MAD LD YTUEE LMK

+ HACT POMKS NapaMeT pOB NpOTOKONS
MAPLPYT M3ALMH

Puc.1.4. Cxema xkonrekctoB Cisco I0S

Cnucok KoMaH[

JlaHHBII CHOUCOK KOMaHJ CrpyNIUpOBaH B COOTBETCTBUM C KOHTEKCTaMH, B KOTOPOM OHH
[komaHbI| TIpUMeEHsIOTCS. B nmaHHOM crnucke coOpaHbl T€ KOMaHIbl KOH(PUTYPHUPOBAHHS, KOTOpPHIC

HCO6XOI[I/IMBI JJIs1 BBIITOJTHEHHUSA BCCX na6opaTopHHx pa60T.

I';100anbHbI KOHTEKCT KOHpUrypupoBanus. Komanaa «Access-list»

Kpurepun Qunbrpanmu 3agaroTcs B CHUCKE ONEPATOPOB pa3pelIeHus U 3alpeTa, Ha3bIBAEMOM
cnuckoMm noctyna. CTpoku cmucka JocTymna cpaBHHBaroTcsi ¢ |P-agpecamu u apyroit uH@opmaruei
MaKeTa JaHHBIX IOCJE0BATENIbHO B TOM MOpPsAKE, B KOTOPOM OBLIM 3aJaHbl, TIOKa He OyneT HaijeHo
copnazieHue. Ilpu coBnasenun ocyuecTsiserca BbIxoJ u3 cnucka. IIpu atom paboTa crnmcka goctyna

HAIpAMYIO 3aBUCHUT OT IMOPAJAKa CIICAOBAHUA CTPOK.

doyaye
KOHITERT k!



Crucku Joctyna MMET 2 npasuia. Permit — paspeumts, u deny — 3amperuth. VIMCHHO OHH
OTIPEACIISAIOT, IPOMYCTUTh AKET AAJBIIE UK 3alPEeTUTh EMY JAOCTYIIL.

Crucku jgocrymna ObiBatoT 2-yx THnoB: standard — cranmaprasie (Homepa ¢ 1 10 99) u extended —
pacmmpennbie (Homepa ¢ 100 go 199). Paznuuus 3akimodaroTcsi B BO3SMOKHOCTH (PHIIBTPOBATH MAKEThl HE
TOJILKO IO IP-apecy, HO | 10 IPYTUM ITapamMeTpaM.

®dopmat KoOMaH/bl (CTaHIaPTHBIE CIIUCKH JIOCTYIA):

access-list womep cnucka/ums npasuno A.B.C.D ab.cd , rne A.B.C.D ab.c.d — ip-agpec u
MOJICTAHOBOYHAsI MacKa COOTBETCTBEHHO.

[Tpumep BBIMOTHEHHS] KOMAH/IbI:

Router(config)#access-list 10 deny 192.168.3.0 0.0.0.3
Router(config)#

JlaHHast KOMaH/1a 03HAYALT, YTO JAHHBII CIIMCOK JIOCTYIa OJIOKHPYET JIFOObIE MAKETHI ¢ iP-aJpecamMmu
192.168.3.1 - 192.168.3.3.
Komanga «Enable secret»

OOBIYHO IIPU BXOJI€ B IPUBUJIETMPOBAHHBIN pEeXKUM TpeOyeTcsl BBeCTH napoJib. JlanHas QyHKIusA
HO3BOJISIET IPEJOTBPATUTh HECAHKIIMOHUPOBAHHBIN JJOCTYI B JAHHBIN PEXXUM, BeJlb UMEHHO U3 HETO
MOYKHO U3MEHSTh KOH(PHUTypaIuio ycTpoicTBa. [laHHas KOMaHIa MO3BOJISET YCTAHOBUTH TAKOW MapOJIb.

dopmaTt KOMaHbI:
enable secret naponw
[Ipumep BBINONIHEHUS KOMAH/IbI!

[Tocne Toro, kak ObLT yCTAHOBJIEH NapoJib, IPH IMOMNBITKE BXOJA B MPUBUIIETUPOBAHHBIN PEXKUM,
KOMMYyTaTop Oyzner TpeOoBaTh OT TMOJb30BATENs €ro BBECTH — B INPOTUBHOM Cllyyae BXOJ Oyner
HEBO3MOJKEH.

Komanaa «Interface»

Komanna st BXosia B pexkuM KOHPHUTYpHUPOBaHHUS WHTEPPEHCOB KOHPUTYPUPYEMOTO YCTPOMCTBA.
JlaHHBIA peXHUM TPEACTaBIsIeT COO0H OJHO M3 TIOJMHOXKECTB peXHUMa III00aTHLHOTO KOH(OUTYPHUPOBaHUS
U TO3BOJSIET HACTpaWBaTh OAMH M3 JOCTYNHBIX cereBblXx mHTepdeiicoB (fa 0/0, s 2/0 u T.1.). Bee
U3MEHEHHS, BHOCHMBIC B KOHQUTYpaIllMI0 KOMMYTaTopa B JaHHOM pEXHME OTHOCSTCS TOJBKO K
BbIOpaHHOMY HHTep(eiiCy.

()
Switch(config)#enable secret 123 opmart
Switch(config)# KOMaH
%SYS-5-CONFIG_I: Configured from console by console bl
Switch#exit (Bo3M
Switch con0 is now available OKHBI
Press RETURN to get started. 3
Switch>enable Bapua
Password: HTA):
Switch#




interface mun nopm
interface mun crom/nopm
interface mun crom/noocnom/nopm

IIpuMeps! BBITTOITHEHUS KOMAH/IbI:

[Tocne BBeieHMsT JaHHOW KOMAaH/IbI ¢ YKa3aHHBIM WHTEp(EiicoM MoJIb30BaTeb IMEET BO3MOXKHOCTh
NPUCTYIIUTh K €ro KoHpurypupoBaHuio. HeoOXomumMo 3amMeTuTh, YTO, HAXOIICh B PEKUME
KOH(UTYpupoBaHUsS WHTepdeiica, BUI MPUTIANICHUS KOMaHIHON CTPOKH HE O0TOOpakaeT MMs JaHHOTO
uHTepderica.

Komanna «Ip route»

C

Router(config)#ip route 76.115.253.0 255.0.0.0 76.115.252.0 —
Router(config)# ecKast
Router(config)#ip route 0.0.0.0 0.0.0.0 Serial2/0 Mapur
Router(config)# pyTH3
anus

npenosiaraeT (PUKCHPOBAHHYIO CTPYKTYPY CETH: KaKIbIid MapIIpyTH3aTOp B CETH TOYHO 3HACT, Ky/a
HY>KHO OTIpPAaBIATH MAaKeT, YTOObI OH OBLI JIOCTAaBIIEH MO Ha3HAYeHHIO. [ 3TOro MOXKHO MPOMHCATh
CTaTHYECKWE MAapUIPYTHI, WCIOIB3Ys JaHHYI0 KoMmaHTy. KoMaHma MokeT OBITh 3amucaHa B JBYX
dopmarax:

[lepBsiii hopMat KOMaHABI:

ip route A.B.C.D a.b.c.d A1.B1.C1.D1,

rae A.B.C.D u a.b.c.d — cereBoii aapec U Macka MOACETH, KyJa HEOOXOAUMO JTOCTAaBUTh MAaKETHI,
AlB1.C1.D1 - ip-agpec cleayliOIero MapuipyTH3aropa B MyTH WIH aApec CEeTH JAPYroro
MapIIpyTU3aToOpa U3 TAOIUIIBI MAPIIPYTHU3AINH, Ky/Ia JOJDKHBI TIepeapeCOBBIBATHCS MMAKETHI;

Bropoii popmat kKoMaH 1B

ip route A.B.C.D a.b.c.d évixoonoii_unmepgheiic_mexywezo mapwpymuzamopa

HpI/IMepLI BBIINIOJIHCHHUA KOMAaHAbBI:

JIaHHOW KOMAaHION yKa3bIBACTCS MapIIpyT, MO KOTOPOMY MaKeThl W3 OJHOM TMOACETH OymyT
JOCTABIIATHCA B Apyryro. Mapmpyt mo ymonuanuto  (Router(config)#ip route 0.0.0.0 0.0.0.0 serial 2/0)
yKa3bIBaeT, YTO MAKETHI, MpEeIHA3HAYCHHBIC y3JIaM B JAPYrO# MOJCETH JOJDKHBI OTIPABIIATHCS dYepes3
JTAHHBIHA TIII03.

Switch(config)#interface vlan 1
Switch(config-if)#

Router(config)#interface s 3/0
Router(config-if)#




Komanaa «Hostname»

JlanHast KOMaH/1a UCTIONIb3YETCs AJI1 U3MEHEHUS UMEHU KOHPUTYPUPYEMOTO YCTPOHCTBA.
dopMar KOMaH]IbI:

hostname nosoe ums

[Tpumep BBIMONTHEHUS KOMAH/IbI:

Kax Bunno, mapuipyruszatop nomensii cBo€ ums ¢ Router na R1.

Router(config)#hostname R1
R1(config)#

Komanaa «Router rip»

RIP — Routing Information Protocol — mporokon nuHamuueckod wmapriipytusanuu. [Ipu ero
UCIIOJIb30BAHUH OTIAaeT HEOOXOIUMOCTh BPYUHYIO MPOIUCHIBATH BCE MAPIIPYThl — HEOOXOAUMO JIHIIH
yKa3aTh aJpeca CETeH, ¢ KOTOPHIMH HYXHO OOMEHHUBAThCsS JaHHBIMHU. J[aHHAas KOMaHaa IO3BOJISET
BKJIFOUHUTH [P-TIPOTOKOIT.

HpHMep BBIIIOJIHCHHSA KOMAaHABI:

Router(config)#router rip
Router(config-router)#

JlaHHas KOMaH/a BKJIIOYaeT liP-TPOTOKOJ Ha JAaHHOM MapuipyTu3arope. JlampHeimas HacTpoika
MPOU3BOAUTCS U3 COOTBETCTBYIOIIETO KOHTEKCTa MAaPIIPYTHU3ALIUH, OMIMCAHHOTO OTJEIBHO.

KonTteker koHpurypuposanus nurepgeiica
Komanpa «Ip access-group»

JlaHHasi KOMaHJa HCHOJB3YeTCs JUIsl HaJOXEHHUsS CIUCKOB jaocTyna. CHUCOK HaKIaJbIBaeTcs Ha
KOHKPETHBIN HHTep(eiic, U yKa3bIBaeTCs OJWH U3 2-yX MapaMeTpoB: iN (Ha BXOSIIME MAKeThl) WK Out
(Ha ucxogsmue). Heodxonumo 3HaTh, 4YTO Ha KaXJIOM HHTEpdeiice MOKeT ObITh BKIIOYEH TOJIBKO OJUH
CIIMCOK JOCTYIIA.

dopmaT KOMaH[bI:

Ip access-group Homep cnucka/ums_napamemp

[Ipumep BeIMOIHEHNS KOMAH/IBIL:

Router(config-if)# ip access group 10 in
Router(config-if)#

B nanHom mpumepe n1a BeIOpaHHBIN uHTepdelic HaKkIaapIBaeTCsl CIUCOK J0CTYyMa 1moja Homepom 10:
OH OyJeT mpoBepsITh BCE BXOAALINE B MHTEP(EC MaKeThl, TaK KaKk BEIOpaH mapamerp in.



Komanoa «Bandwidth)

JlaHHAs KOMaHIa WCIOJB3YeTCsSs TOJBKO B IOCIIENOBATENbHBIX HMHTEepdeiicax M CIYKUT JUIs
YCTAHOBKH LIMPHHBI [TOJIOCH MPOMYCKAHKs. 3HAYCHNE YCTAaHABIMBAETCS B KHIOOUTAX.

dopmaT KOMaHIBI:

bandwidth wupuna nonocer_nponyckanus

[IpuMmep BBINOIHEHUS KOMAH/IBIL:

Router(config)#interface serial 2/0
Router(config-if)#bandwidth 560
Router(config-if)#

[Tociie BBIMOIHEHUS TAHHOW KOMAaH/bI IIUPUHA MOJOCH Tporyckanus s Serial 2/0 Gyner paBHa
560 kbits.




Komanoa «Clock rate»

Jli1s KOppeKTHOM pabOThl yyacTKa CETH, Iie UCIIOIb3YeTCs MOCIIeJOBaTEeIbHBIN ceTeBOil nHTepdeiic,
OJIMH W3 KOMMYTATOPOB 3-€ro YPOBHS JIOJDKEH MPEIOCTABISATh TAKTOBYIO YAacTOTY. DTO MOXKET OBITh
okoHe4YHoe kabenpHoe ycTporictBo DCE (pacmmdposats). Tak kak mapmpytuzatopbl CISCO sBistorces
no ymomdanuio ycrpovictBamu DTE, To HeoOxomuMo SBHO yka3aTh MHTEp(EHCY Ha MPEIOCTABICHHE
TaKTOBOM YacTOTHI, €Ciu 3TOT uHTEep(deiic padoraer B pexxume DCE. [ 3TOro MCHosb3yrT TaHHYIO
KOMaHIy (3HAUYCHUE YCTAaHABIMBACTCS B OMTaX B CEKYHIY).

dopmaT KOMaH[IbI:

clock rate mamosas_uacmoma

[Ipumep BbINOIHEHNS KOMAH/IBL!

Router(config)#interface serial 2/0
Router(config-if)#clock rate 56000
Router(config-if)#

[Tocse BoIMOMHEHMSI JaHHOW KOMaH/IbI TakTOBas yacrora s serial 2/0 6yaer pasua 56000 bits per
second.

Komanoa «\p address»

Kaxnpiii naTepdeiic nomkeH obiagath CBOMM YHUKAJIBHBIM ip-aIpecoM — MHA4Ye B3aMMOJACHCTBUE
YCTPOMCTB MO JaHHOMY HMHTep(eiicy He CMOXKeT ObITh OCyIlecTBiIeHO. JlaHHas KOMaH/a UCHOIb3YyeTCs
JUISL 3a/1aHUs 1p-aJipeca BBIOpaHHOMY UHTEpQEiCy.

dopmaT KOMaH[BbI:

ip address A.B.C.D a.b.cd,

rae A.B.C.D a.b.c.d — ip-ampec u Macka moaceT# COOTBETCTBEHHO.

HpI/IMep BBITTIOJIHCHUS KOMaHIbI:

Switch(config)#interface vlan 1
Switch(config-if)#ip address 172.16.10.5 255.255.0.0
Switch(config-if)#

Pe3ynbrat MOKHO MPOBEPUTH KOMaH0M

Switch#show ip interface vlan 1

JlanHo# komaHo0# naTepdeticy vlan 1 Haznaven ip-aapec 172.16.10.5 ¢ mackoii mojaceTn
255.255.0.0.

Komanoa «No»

JlaHHas KOMaHJa TpHMEHSeTCs B clydae HEOOXOAMMOCTH OTMEHHUTh JeficTBHE Kakoii-Inbo
KOMaH/1bl KOHPUTYpHUPOBaHHUSL.

dopmaT KOMaH[bI:

N0 KomaHnoa_Komopyo_ciedyem_OmMeHUunbs



[Ipumep BBIMOTHEHHS] KOMAH/IbI:

Switch(config-if)# no shutdown

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
Switch(config-if)#

B nmanHOM mpuMepe wucmonb3oBaiack KoMaHnma Shutdown, koropas OTKIIIOYAaeT BBIOPAHHBIN
unrepdeiic. B urore moce BoinonueHus N0 shutdown unaTtepdeiic BrIroUaeTcs.

KoHnTekcT agMuHHCTpaTopa
Komanoa «Configure terminaly

Jnst KoHpUTYypHpPOBaHUS yCTPOICTBa, paboTaromero noj ynpasienueM 10S, cienyer ucmnonb30BaTh
NPUBUIICTUPOBAHHYIO KoMaHay configure. Drta koMaHaa MEpEeBOJUT KOHTEKCT IOJIL30BATENs B TaK
HA3BIBAEMBIN «PEXKHUM III00ABHON KOHPHUTYypaIluu» U UMEET TPU BapUaHTa:

e KOH(UTYPUPOBAHKE C TCPMHUHAIA,

e KOH(QUTYPUPOBAHKE U3 TTAMSITH;

e KOH(UTYPUPOBAHKE YEePE3 CETh.

B pamkax maHHOTO JIaGopaTOpHOro Kypca KOH(QUTYpPHpPOBAHHE OYyIET MPOHU3BOAUTHCS TOJBKO
MIOCPEJICTBOM TEPMHHAJIA.

N3 pexxuma riio0anbHO KOHQUTYpaIlUi MOYKHO JIeJIaTh K3MEHEHUS, KOTOPBINA KacarTCs yCTPOHUCTBA
B IeJIOM. TakKe MaHHBIM PEKHUM TO3BOJIICT BXOIUTH B PEKUM KOHPUTYPHPOBAHHS OIMPEICICHHOTO
uHTepderica.

HpI/IMep BBITTOJIHCHUS KOMaHIbI:

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

Hepexoz[ B PCXKUM rJI00aTbHOM KOHq)I/II‘ypaLII/II/I, 0 YeM CBHUIACTCIILCTBYCT U3MEHUBIIHUICSI BH]
MMpUuriallcHusd KOMaHTHOMU CTPOKH.

Komanoa «Copy»

[locne HacTpOWKM KOMMYTAaTopa PEKOMEHIYETCS COXPaHATh €ro TEeKYIIYI0 KOH(QUTypaluio.
Wndopmanus nomemaercss B S9HEProHE3aBUCUMYIO MAaMATh M XPAHUTCS TaM CTOJIBKO, CKOJIBKO HYXHO.
[Tpu HE0OXOIMMOCTH BCE HACTPOIKH MOTY OBITH BOCCTAHOBJIEHBI MJIM COPOIIEHBI.

dopmaTt KOMaH/bI:

copy running-config startup-config — komanma as1 cCoXpaHeHHs KOHPHUTYpaIuu

copy startup-config running-config — komana asst 3arpy3ku KOHGUTYpaIUu



[IpuMep BBINOIHEHUS KOMAH/IBL!

Switch#copy running-config startup-config
Building configuration...

[OK]

Switch#

B nanHom npumepe TekyIas KOHPHUrypaus KOMMyTaTopa Oblia COXpaHeHa B 9HEPrOHE3aBUCUMYIO
aMsTh.

Komanoa «Showy

Show (anrn. - mokaspiBaTh) — OJHAa W3 HaWOOJee BAKHBIX KOMAHJ, HCIOJB3YIOIIUXCS IPH
HACTpoiike KommyTaTopoB. OHa mNpuMeHsieTcs [UIsi MPOCMOTpa HHQpOpMAIMU JT00ro poja u
IPUMEHSETCS IPAKTUUECKH BO BCEX KOHTEKCTaX. JTa KOMaHAa UMeeT OoJiblile BCEX TapaMeTPOB.

3necy OyAyT pacCMOTPEHBI TOJIBKO T€ MapaMeTphl, KOTOpbIe TPEOYIOTCS B paMKaxX JaHHOTO Kypca.
Jpyrue napaMerpsl CTYJEHT MOXKET U3YUUTh CAMOCTOSTENIbHO.

Iapamemp «running-configy komanosr «Showy

Jis  mpocMOTpa TeKylied paboTaromiel KOHPUTYypallud KOMMYTAaToOpa WCIIOJIB3YeTCs JTaHHAS
KOMaH/a.

HpHMep BBITNIOJIHCHUSI KOMAaHAbI:

Switch#show running-config
I

version 12.1
I

hostname Switch

Ha skpaH BBIBOOUTCS TEKyIIME HACTPOMKH KOMMYTATOpA.

Hapamemp «startup-config»n komanowvt «Show»
JJist mpocMOTpa COXpaHEHHOH KOH(PHUTYpaIuy HCIIONb3yeTCs JaHHAsE KOMaH/Ia.



[IpuMep BBINOIHEHUS KOMAHIBIL:

Switch#show startup-config
Using 1540 bytes
|

version 12.1
!

Ecnu sHeprone3aBucuM naMATh HE COAEPKUT MH(OPMAIMH, TOT/1a KOMMYTATOP BbIIACT COOOILEHHE
0 TOM, 4TO KOH(HUrypanus He Obljla COXpaHEHa.

[IpuMmep BBINOIHEHUS KOMAH/IBL:

Switch #show startup-config
startup-config is not present
Switch #

BriBog COO6H_[CHI/I$I 0 TOM, 4YTO B IaMsTHU OTCYTCTBYCT KaKasi-JIn0o I/IH(I)OpMaI_II/IH.

Ilapamemp «ip route» komanost «Show»
JlanHast KOMaHa MPUMEHSETCS 711 IPOCMOTpa TaOJIUIIBI MAPIIPYTOB.

HpHMep BBIIIOJIHCHHUA KOMAaHAbBI:

Router#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-1S inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

C 192.168.1.0/24 is directly connected, FastEthernet0/0

C 192.168.2.0/24 is directly connected, Serial2/0

S 192.168.3.0/24 is directly connected, Serial2/0

S 192.168.4.0/24 is directly connected, Serial2/0

S 192.168.5.0/24 is directly connected, Serial2/0

S* 0.0.0.0/0 is directly connected, Serial2/0

Router#

HpOI/I3BOI[I/ITC$I BBIBO/I Ta6.HI/II_IBI MapHaIpyTu3annuu.

Iapamemp «ip protocols» komanowvt «Showy

JlaHHasi KOMaHJa WCIONB3YETCs Il MPOCMOTPa MPOTOKOJIOB MapIIpyTH3alUM, BKIIOUEHHBIX Ha
JTAaHHOM YCTPOMCTBE.

[Ipumep BBINMOIHEHNS KOMAHIBI:



Router#show ip protocols

Routing Protocol is "rip"

Sending updates every 30 seconds, next due in 18 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send version 1, receive any version

Interface Send Recv Triggered RIP Key-chain
FastEthernet0)/0 1 21
Serial2/0 1 21

Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:
192.168.1.0
192.168.2.0
Passive Interface(s):
Routing Information Sources:
Gateway Distance  Last Update
192.168.2.2 120
Distance: (default is 120)
Router#

BriBogutcs I/IH(I)OpMaLII/IH O BKIIFOYCHHBIX MMPOTOKOJIAX MApIIPYTU3AIHH.

KomaHpa «Ping»

Z[J'ISI IMPOBEPKU CBA3U MCKIAY YCTpOﬁCTBaMH CCTH MOXKHO HCIIOJB30BATh HAHHYIO KOMAaHAIY. Ona
OTMPABJISIET 9X0-3AIIPOCH] YKa3aHHOMY Y31y CETH U (PUKCUPYET MOCTYIAIOIINE OTBETHI.

q)OpMaT KOMAaH/BI:

ping A.B.C.D

Router#ping 77.134.25.133
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 77.134.25.133, timeout is 2 seconds:

Success rate is 60 percent (3/5)

Kax et ICMP-iakeT, Ha KOTOPBIH OBLT TOTYYSH OTBET, 0003HAYACTCS BOCKJIUIIATEIBHBIM 3HAKOM,
Ka)X/IbIii IOTEPSIHHBIN NTAKET — TOYKOM.



KonTekceT moan3zoBartess

Komanoa «Enabley

Beimonnenue KOHMUIYpallMOHHBIX WM  YOPABISAIOMIMX KOMaHA TpeOyeT BXOXKICHHS B
MIPUBUJIETUPOBAHHBIN PEKUM, UCIIOIb3YS JAaHHYIO KOMaHIY.

IIpumep BBINOJIHEHN KOMAH/IBL:

Router>enable
Router#

[Tpu BBOAE KOMaHIIbI MapIIPyTHU3ATOp MEpeliesl B MPUBUICTUPOBAHHBIN pexxuM. [l BbIxoma U3
JTAHHOTO PeXHMa HCIoJb3yercs: komanaa disable wu exit.

Takxe cieyer OTMETHTh, YTO B JAHHOM KOHTEKCTE MOXKHO IOJIb30BAThCS KOMaHmo# Show st
IPOCMOTPA HEKOTOPOH CITy>keOHOM WH(OpMAIIHH.

KoHTeKCT KOH()UTypHPOBAHUS MAPIIPYTH3AAN
Komanoa «Networky

JlanHOM KOMaHAOW yKa3pIBaIOT ajpeca ceTel, KOTophle OyayT JOCTYMHBI JaHHOMY

MapuUIpyTU3aTopy.
dopmaTt KOMaH/bI:

network A.B.C.D, rue A.B.C.D — anpec cetu

[IpuMep BBINOIHEHNS KOMAH/IBL:

| Router(config-router)#network 192.168.3.0 |

JlanHasi KOMaHJa O3HAauyaeT, YTO TMaKeThl, HampaBieHHbIe B monaceTh 192.168.3.0 Oymyt
OTMPABJISATHCS Yepe3 TaHHBIN ILTI03.

2. [Topsigok BbINOJIHEHHs PadoOTHI.

CeTb, KOTOPYIO JOJKEH CIIPOEKTUPOBATh CTYAEHT, M300paxkeHa Ha puc.1.5.

Kak m3BeCTHO, JIOKaJIbHAs BEIYMCIUTENBHAS CETh — ATO KOMIIBIOTEPHAsI CETh, MMOKPHIBAIOIIAsE OOBITHO
OTHOCHUTEJIBHO HEOOJIBIIYI0 TEPPUTOPHIO WIIM HEOOJIBIIYIO TPy 3/1aHui. B Hamewm ciydae 310 Bcero-
HaBcero 6 pabovynx CTAHIMK, OMpeaIesIEHHBIM 00pa30M CBS3aHHBIX MEXKTy co0oi. st aToro Mel Oynem
UCIIOJIb30BaTh CETEBbIE KOHIIEHTPATOPHI (XaObl) U KOMMYTATOPHI (CBUYH).



PC1

PC2 PC3
%/ %/
\/
Hub
L VA
PC5
L/

Puc.1.5. Ilpoekmupyemasn cemp

1.B mwkHem neBom yrity Packet Tracer 4.0 BeiOupaem yctpoiictBa «CeTeBble KOMMYTATOPBI», U, B
CIMCKEe clipaBa, BbIOMpaeM kKoMMmyTaTop 2950-24,HaxuMasi Ha HEro JIeBOM KHOIKOW MBI, BCTaBIIsEM
ero B pabouyto o0iacte. Tak ke moctymaeT ¢ «CereBbiM KoHIeHTparopoM (HUb-PT)» u «Pabounmu
crarmusmu (PC-PT)».

2.Jlanee HEOOXOAMMO COEIMHHUTH YCTPOMCTBA, KaK IMOKa3aHO Ha pUC.l, UCIONB3Yysl COOTBETCTBYIOLIHMA
unrepdeiic. s ynpomienus BbiOMpaeM B HibkHeM JieBoM yrimy Packet Tracer 4.0 «Tun cBszu» u
yKa3blBaeM «ABTOMAaTHYECKH BBIOPATh THUIl COSAMHEHHs»: HAKUMAas Ha JTAHHBIM 3HAYOK JIEBOW KHOIKOM
MBIIIIM, 3aT€M HAKMMAaeM Ha HEO0OXOJMMOE HaM YCTPOMCTBO, W COEAMHSIEM C APYTUM BCE TEM-XKe
Ha)KaTHEM.

3.Jlanee uyeT caMmblil BaXXHBIM 3Tan — HacTpoiika. Tak Kak Mbl HCHOJIb3yeM YCTPOMCTBa, paboTarole Ha
HaudaIbHBIX YpoBHSX cereBoil Momenmn OSI| (kommyrarop Ha 20M, KOHIIEHTpaTtop — Ha lom), TO HX
HacTpauBaTh He Hajo. HeoOXxoauma nuime HacTpolika pabouMx cTaHUuMHM, a UMeHHO: IP-anpeca, macku
MOJICETH, [IUTI03A.

Hwxe npuBenena Hactpoiika numb ogHor cranuuu (PC1L) — ocranbHble HACTPauBAKOTCS aHAIIOTUYHO.
[Tpon3BoauM ABOMHOM MIETYOK 1O HYKHOM pabouelt CTaHIIMH, B OTKPBIBIIEMCS OKHE BHIOMpPAaEM BKIAJIKY
Pabounii cton, nanee — Kondurypamus natepdeiica, u mpou3BOIUM COOTBETCTBYIOIIYIO HACTPOUKY:
IP-aopec. Kak m3BecTHO, B JOKaJbHBIX CETSIX, OCHOBaHHBIX Ha mpoTokoje [P, mMoryr mcnonp3oBarbcs
CIIEyIOIIME aapeca:

+ 10.0.0.0—10.255.255.255;

+ 172.16.0.0—172.31.255.255;

» 192.168.0.0—192.168.255.255.

[Tosromy BeIOMpaemM IP-anpec U3 nanHbIX QuanasoHax, Hampumep 192.168.0.1



Ba:xno! IP-anpeca Bcex pabouux cTaHIMA JODKHBI HAXOJUTHCS B OJHOM M TOM-)Ke OJCeTH (TO eCTh
W3 OJTHOTO JMAIa30Ha), HHa4e Iporecc PiNg He BBITTOIHHUTCS.

Macka noocemu. 3Ha4eHHUE TIOJICTABUTCSI aBTOMATHYECKH, Koria Oynet BBeaeH IP-ampec.
Lno03. TTone MOXXHO HE 3aII0THITE.

4 Korga HacTpoiika 3aBepllieHa, MOXKHO IEPEXOJUTh KO BTOPOM 4YacTh paboThl — K 3ammycky Ping-
nporecca. Hampumep, 3amyckarts ero 0Oyaem ¢ PC5 u poBepsts Hamuue cBs3u ¢ PCL.

Baxkno! CTyneHT caM MOXeT BbIOpaTh, OTKyJa €My 3alycKkath PiNg-mporecc, IIaBHOE, YTOObI
BBIMOJIHSJIOCH ~ YCJIOBHE: TAKEeThl JIOJDKHBI  00s3aTeIbHO IEPEChUIaThCS 4Yepe3 KOMMYTaTop H
KOHLEHTPAaTOP.

s 3TOro mpoM3BOAMM JBOMHOM IIETYOK MO HYXHOW paboueill CTaHIMU, B OTKPBIBIIEMCS OKHE
BbIOMpaeM BkIaaky «Pabouuii cromy, nanee — «Komananas ctpokay. Ham npeanararor BBeCTH KOMaHYy,
YTO MBI U JICJIAEM:

| PC>ping 192.168.0.1
" JKMCM KJIaBUITY Enter. Eciu Bce HACTPOCHO BCPHO, TO MBI YBUJIUM CJIICAYIOLIYIO I/IH(i)OpMaI_II/I}OZ

Pinging 192.168.0.1with 32 bytes of data:
Reply from 192.168.0.1: bytes=32 time=183ms TTL=120
Reply from 192.168.0.1: bytes=32 time=90ms TTL=120
Reply from 192.168.0.1: bytes=32 time=118ms TTL=120
Reply from 192.168.0.1: bytes=32 time=87ms TTL=120
Ping statistics for 192.168.0.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 87ms, Maximum = 183ms, Average = 119ms
PC>

OTO 03HAYAET, YTO CBSA3b YCTAHOBJIEHA, U JaHHBIN Y4aCTOK CETH paboTaeT UCIIPaBHO.

5. B Packet Tracer 4.0 mpeaycMOTpeH pexHM MOJCIUPOBAHHS, B KOTOPOM TOAPOOHO OIMHCHIBACTCS H
NOKa3bIBaeTCs, Kak padoraetr yruiaura Ping. [ToaTtoMy HE0OX0MMO MEpPEeHTH B JAHHBINA PEXKUM, HaXKaB Ha
OJITHOMMEHHBII 3HAYOK B HIDKHEM JIEBOM yIily paboueil 00iacTu, Wik no komOuHarmu kinapum Shift+S.
Otkpoercs «[lanenb MozmenupoBaHUsS», B KOTOpPOM OyIyT OTOOpa)kaThCsi BCE COOBITHSA, CBSI3aHHBIE C
BBITIOJTHEHUSI PiNg-Tiporiecca.

Teneppr HE0OXOIMMO MOBTOPUTH 3amyck ping-mpoiecca. [locine ero 3amycka MOXHO CIBHHYTH
«[lanenp  MozmenupoBaHuUs», 4YTOOBI Ha CXeMe CIPOEKTUPOBAHHOM ceTH  HabmonaTh 3a
OTIIPaBKON/TIPUEMKON MAaKETOB.

KHomnka «ABTOMAaTHYeCKH» IO/pa3yMeBaeT MOJCIMPOBaHHE Bcero ping-mpouecca B CIHMHOM
nporecce, Toraa kak «llomaroBo» no3BossieT 0ToOpaxaTh €ro NouaroBo.

YroObl y3HaTh MH(OpPMAIMIO, KOTOPYIO HECeT B cebe IMakeT, ero CTPyKTypy, JOCTATOYHO HaXKaTb
MpaBOil KHOMKOW MBIIIN Ha IIBETHOU KBaApat B rpade «MHpopmammsy.

MogenupoBaHue mpekpaiaercss 1u00 Npu 3aBepUIeHUuH Ping-mporecca, TM00 MPHU 3aKPHITHA OKHA
«PenaktupoBaHus» COOTBETCTBYIOIIEH paboueli CTaHIINH.

3. Conep:xkaHue oT4yeTa
1) TUTYBbHBIN JHCT;

2) hbopMyIHUPOBKY LIETU pabOTHI;

3) onucaHue pe3ynbTaToOB BHIMOIHEHMUS;

4) BBIBO/IbI, COTJIACOBAHHBIE C IIENBI0 PAOOTHI.



JIABOPATOPHAS PABOTA Ne2

IHonsTHe ceTeBBIX NPOTOK0I0B. CTek mpoTokooB TCP/IP.

Heas:

° H3y‘lI/ITB IOHATHUEC U HA3HAYCHUEC CETCBBIX IIPOTOKOJIOB.

e M3yuuth sTanonHyro moziens B3aumoeiicteus OSI/1SO.

e M3yuuts crex mpotokosioB TCP/IP u ero conocrasnenue ¢ moaeianio OSI.
e V3yuuTh MPOTOKOIIBI CETEBOTO U TpaHcmopTHOTro ypoBHei: IP, TCP, UDP.
e BpriscHuTh Ha3HayeHue qokyMeHTauun RFC.

e 3HaTh NPUHIUIBI peaTU3aliy IPOTOKOJIOB Ha 6a3e MAIlIMHbBI COCTOSHUM.

1. O01ue cBeeHusl.

Cemegoii npomoxon 6 KOMNbIOMEPHLIX cemsix — HabOP MPaBWII JJIs CIIEHU(PUIESCKOTO TUTIA CBSI3H.

PasHbIe MPOTOKOIBI 3aYaCTyl0 OMHCHIBAIOT JIUIIH PAa3HBIE CTOPOHBI OJHOTO THIIA CBSI3H; B3SITHIC
BMECTE, OHU OOpa3ylT CTEK IMPOTOKOJOB. Ha3BaHUS «IIPOTOKOI» W «CTEK IPOTOKOJIOB» TaKKe
YKa3bIBaIOT Ha MPOrPaMMHOE 00eCIIeYeHUE, KOTOPBIM Pealu3yeTcs MPOTOKOJL.

Hoseie mpotokonsl s MutepHera ompenensitores IETF (Internet Engineering Task Force —
npobiieMHass rpynna mnpoektupoBanus Internet), a mpoume mnportokonst — IEEE wmm ISO. ITU-T
(International Telecommunication Union, ITU) 3aHumaercss TeIeKOMMYHHKAIIMOHHBIME MTPOTOKOJIAMHU H
dbopmaramu.

Arasounas moaean OSI

UtoOBl TIOMOYH TOCTABIIMKAM B CTAHIAPTHU3AIMH W WHTETPANMHA MX CETEBOTO IPOTPAMMHOTO
obecrnieueHus, MeXIyHaponaHas opranuzanus no cranpaptuzanuu (ISO) ompenenuna mporpamMmHyRO
MOJIENTb TIEPECHUIKH COOOIICHUH MEXTy KOMIBIOTepaMH. JTa MOJENb NOJy4YHiia HAa3BaHUE 3MALOHHOU
mooeau OSl (Open Systems Interconnection). B Heit ompezmeneHo ceMb YpOBHEH MPOrpPaMMHOTO
obecrnieuenus (puc. 2.1).

7 [puKTagHoit e > [puKTagHOit 7
6 TTPEBCHTAITHOHHBIH | @ »| TIpe3eHTAlMOHHEII 6
5 CeaHCOBBIIT € BUpTyasmsHbie > CeaHCOBBIII 5
4 TpancnopTabIl < KOMMYHHEKAHHOHEBIES P TpancnopTHeIi 4
3 CeTeBoii Qs CRIRFE-—rrrrrrtrsn > CeTreBoii 3
2 Kamanpasii e ———— e > Kamansabiin 2
1 dusnyecKkum e > dusnyeckum 1

Hecymas cpena

Puc. 2.1. Dranonnas monens OS|



OranonHas moaens OS| — uzean, TOYHO peaTu30BaHHBIN JIUIIb B OYEHh HEMHOTHX CHCTEMax, HO
YaCTO MCTIOJB3yEeMbIH MPU OOBSICHEHHUH OCHOBHBIX MIPUHITUIIOB PabOThI ceTr. Kaxaplii ypoBeHb Ha OJTHOM
U3 MAIllMH CYMTAET, YTO OH B3aUMOCHUCTBYET C TEM e YPOBHEM Ha Apyroi Mamuue. Ha nanHom ypoBHe
00e MaIlIMHBI «Pa3rOBapUBAIOT» HA OHOM S3bIKE, WM MpoToKose. Ho B JIEHCTBUTENFHOCTH CETEBOU
3arpoc JOJDKEH CHavaia MPOWTH IO CaMOT0 HIDKHETO YPOBHS Ha MEPBOM MaIlMHE, 3aTeM OH MepeaaeTcs
10 HecylIel cpese W yKe Ha BTOPOH MallHE BHOBb ITOJHUMACTCS J0 YPOBHS, KOTOPBIH €ro MOiMeT U
obOpaboTaer.

3agaya KaXkI0ro YPOBHS B TOM, YTOOBI HPEIOCTaBUTH CEPBHUCHI OOJiee BBICOKHMM YPOBHIM U
CKPBIBaTh OT HUX KOHKPETHYIO PEaTH3aIHI0 STUX CEPBUCOB.

IIpuxknagnoii ypoBenn (Application layer). Bepxuuii (7-if) ypoBeHb MoOjenH, oOecreynBaeT
B3aMMO/ICIICTBHE CETH U MOJIb30BATElNsA. Y POBEHD pa3pelaeT JOCTYI K CETEBbIM CIYK0aM MPHI0KEHUSIM
HOJIb30BATENsl, TaKUM Kak 00pabOTYMK 3ampocoB K 0a3aM JaHHBIX, JOCTYH K (aiinam, mepecbuike
ANIEKTPOHHOM TmouThl. Takke oOTBeyaeT 3a mepeaady CiIy)XeOHOW uH(pOpMAIMK, MPEJOCTABIISET
HPWIOKEHUAM HH(POPMAIHIO 00 ommoOKax 1 (OPMUPYET 3aMPOCHl K YPOBHIO MPEACTABICHHS.

YpoBenb mpencrasienusi (Presentation layer). DToT ypoBeHb OTBedaeT 3a mpeoOpa3oBaHHE
IPOTOKOJIOB M KOJMPOBaHHE/EKOIUPOBAHUE NaHHBIX. 3alpOChl MPHIIOKEHHH, MOJyYeHHbIE C YPOBHS
NpUJIOKEHUH, OH mpeoOpaszyer B (opMaT IUIsl Mepenadyd MO CeTH, a TOJIYYEeHHBIE U3 CETH JaHHBIC
npeoOpa3yer B QopMaT, MOHATHBIM NPWIOKEHHAM. Ha 3TOM ypOBHE MOXKET OCYIIECTBIIATHCS
C)KaThe/paciiakoBKa WIIM KOJUPOBAHUE/PACKOANPOBAHUE JTAHHBIX, a TaK)Ke IMEPEHAIpPaBICHUE 3alpOCOB
JIPYroMy CETEBOMY PECypcy, €CIIM OHU HE MOTYT ObITh 00pabOTaHBbI JIOKAJIBHO.

CeaHncoBblii ypoBenb (Session layer). OtBeyaer 3a mojjaep)kaHHe ceaHCa CBSI3H, MO3BOJISS
OPUIOKEHUSAM  B3aUMOJICHCTBOBaTh MEXAYy COOOH JUIMTENbHOE BpeMs. YPOBEHb YIpaBiseT
CO3/1aHMEeM/3aBepIICHUEM ceaHca, 00MEHOM MH(OPMaIneil, CHHXPOHU3AIMH 3a/1a4, OIIPEICIICHUEM ITpaBa
Ha Iepejavy JaHHBIX M MOJJep)KaHUE ceaHca B MEePHObl HEAKTUBHOCTHU NMpHIIOKeHHH. CHHXpOHU3AIMS
nepeaayn 00ecreYnBaeTCcsl OMEIIEHHEM B TOTOK JAaHHBIX KOHTPOJIBHBIX TOYEK, HauMHas C KOTOPBIX
BO300HOBIISIETCS TPOLECC PH HAPYLICHUH B3aUMOCHCTBHS.

TpauncnopTHblii ypoBenb (Transport layer). 4-ii ypoBeHb MOJICTIH, IPEAHA3HAYCH IS JOCTABKU
JaHHBIX 0e3 OIMOOK, MoTeph M AYOIMpPOBAHUS B TOM MOCIENOBATENbHOCTH, KAK OHU OBUIM NepeaHbl.
[Ipu 5TOM HEBaXXHO KaKHe NaHHBIE MEPEHaroTCs, OTKyAa M KyJda, TO €CTh OH IPEIOCTaBISIECT cam
MeXaHU3M Iepenadd. biokM MaHHBIX OH pasfenser Ha (parMeHThl, pa3Mep KOTOPBIX 3aBUCUT OT
NPOTOKOJIa, KOPOTKHME OOBEIWHSET B OJWH, JIMHHBIE pa3ouBaeT. [IpOTOKONBI 3TOr0 ypOBHA
IpeHa3HAYeHbI IS B3aMMO/ICHCTBHSI TUIIA TOYKA-TOYKA.

CereBoii ypoenb (Network layer). 3-it ypoenb cereBoit momenu OSI, mpennasHadeH s
olpesieNieHusl MyTH Tepefayd AaHHbIX. OTBeyaeT 3a TPAHCIALMIO JIOTMYECKMX aJpecoB U HMEH B
¢u3udeckue, ompenaeNieHNe KpaT4alInX MapIIpyTOB, KOMMYTAIlMs W MapIIpyTH3alHs IaKeTOB,
OTCJIeKMBaHME HEMOJAI0K U 3aTOpoB B ceTd. Ha 3ToM ypoBHe paboTaeT Takoe ceTeBOe YCTPOHCTBO, Kak
MapIIpyTH3aTopP.

Kananbubiii ypoBenb (Data Link layer). Dtor ypoBeHb mpeqHasHaueH il OOeCHEUYCHHS
B3aUMO/ICHCTBHSA ceTeil Ha (PU3NIECKOM YPOBHE M KOHTPOJIE 32 OMIMOKaMH, KOTOPhIE MOTYT BOSHUKHYTb.
[TonydyeHHble naHHBIE OT (PU3UYECKOIO YPOBHS OH YNAKOBBIBACT B KaJpbl JaHHBIX, MPOBEpSET Ha
LEJIOCTHOCTD, €CJIM HY>KHO MCTIPaBJIsieT OMMOKH U OTIPABISET Ha CeTeBOM ypoBeHb. KaHanbHBIN ypOBEHB
MOYKET B3aUMOJICHCTBOBaTh C OJHUM HWJIM HECKOJBKUMH (U3NYECKHMMHU YPOBHSAMH, KOHTPOJHMPYS H
ynpasisis TUM B3aumojeiicteueM. Crnenudukanus |IEEE 802 pasnensier aToT ypoBeHb Ha 2 MOAYpOBHS —
MAC (Media Access Control) perymupyer goctyn k paznensiemoit ¢pusnueckoit cpene, u LLC (Logical
Link Control) obecnieunBaeTr oOCTy)KHBaHHE ceTeBOro ypoBHsA. Ha 3ToM ypoBHe paboTtaror
KOMMYTaTOPbI, MOCTBI U CETEBBIE a/IalITEPHI.

B mporpamMmupoBaHHH 3TOT YpOBEHB MPEICTABISET JApaiBep CETEBOW IIATHI, B OMEPAIIHOHHBIX
cucTeMax MMeeTcs MPOrpaMMHBIN MHTepdelc B3auMOIeCTBUS KaHAIBHOTO U CETEBOIO YPOBHS MEXKIY
co0oi, 3TO HE HOBBIA ypOBEHb, a MPOCTO peaym3aius Mojaenu s konkpetHo OC. I[lpumepsl Takux
unrepdeiicor: ODI, NDIS.

®usznvecknii ypoenn (Physical layer). Camplii HMXHUE ypoBeHb MOJEIH, MpeIHA3HAYEH
HEMOCPEACTBEHHO Ul MepeAayd IMOTOKa AaHHBIX. OCyIIecTBISET Mepeaady dJIeKTPUUYECKUX HIIH



ONTHYECKUX CUTHAJIOB B Kalelh M COOTBETCTBEHHO HUX NpHEM M TpeoOpa3oBaHWE B OWUTHI JaHHBIX B
COOTBETCTBUM C METOJIaMU KOJUPOBaHUS LU(MPOBBIX CHUTHAJOB. J[pyrumu cliOBaMH OCYIIECTBIISET
UHTEepdEiic MEeXKIy CEeTEeBBIM HOCUTENIEM M CETEeBbIM YCTpoHCTBOM. Ha s3ToM ypoBHe paboTaror
KOHIEHTPATOPHI U TOBTOPUTEIH (PETPAHCIISITOPHI) CUTHAA.

HNukancyasinust 1 00padoTKa NaKkeToB

ITpu npoABMIKEHNH MTAKeTa JaHHBIX IO YPOBHSM CBEPXY BHU3 KaXK/blil HOBBIN YPOBEHb 100aBIIsET
K MAKeTy CBOIO CIyXeOHyI0 HMH(OpMAIMIO B BHIE 3aroJioBKa M, BO3MOXKHO, Tpeiiepa (MHpopmanuwu,
IIOMEIIaeMO B KOHELl COOOLIeHMs). DTa ONepauus Ha3bIBACTCS WHKAICYIALMEH aHHBIX BEPXHEro
YPOBHS B MakeTe HWXKHEro ypoBHsA. CimyxeOHas nHpopMaius mpeaHa3HayaeTcs: Uit 00beKTa TOro JKe
YPOBHSI Ha yJaJICHHOM KOMIIBIOTEpE, €€ (hopMaT U MHTEpIpPETALMsl ONPENEIIAIOTCS IPOTOKOJIOM JaHHOIO
YPOBHS.

Pazymeercsi, naHHble, NPUXOJAIIME C BEPXHErO YPOBHSA, MOTYT Ha CaMOM Jielle IPeJCTaBIIsATh
cO0OM MaKeTHI ¢ y’Ke NHKAIICYIMPOBAHHBIMU JAHHBIMU e11ie 00Jiee BEPXHErO YPOBHSI.

C npyroii CTOPOHBI, IPU MOJYYEHUU MaKeTa OT HUXKHETO YPOBHS OH pa3JelisieTcsl Ha 3arojOBOK
(tpetinep) m panuble. CiyxeOHas wuHGOpMAaIMs W3 3arojioBka (Tpeisepa) aHamu3UpyeTcs U B
COOTBETCTBUM C HEH JaHHbIE, BO3MOKHO, HAIIPABJISIIOTCA OJTHOMY U3 O0OBEKTOB BEpXHEro ypoBHs. ToT B
CBOIO OYEpe]b PAcCMATPUBACT ATH JIAHHBIE KaK IAaKeT CO CBOCH CiykeOHOW MH(pOopManuell u JTaHHBIMH
Ui enle Oojiee BEPXHEro YpOBHSA, M Ipolelypa HOBTOPSETCs, IOKa I0JIb30BaTENIbCKUE JaHHBIE,
OYMINEHHBIE OT BCEH CITy>KeOHOM MH(pOpMaINK, HE JOCTUTHYT MPUKIATHOTO MPOIIecca.

Bo3M0HO, 4TO MakeT AaHHBIX He OyAeT JOBEAEH A0 CaMOro BEpXHEro YpOBHs, HAlpUMEp, B
cllydae, €CIIM JaHHBII KOMIIBIOTEP MPEICTaBIsIET COOOH MPOMEXKYTOUHYIO CTAaHIMIO HA MYTH MEXIY
OTIIpaBUTENEM M TMoiiyyaTeneM. B 3ToM ciiyyae OOBEKT COOTBETCTBYIOLIETO YPOBHS IPU aHAIM3E
CIIy>)keOHOH MH(pOpPMALIUK 3aMETHUT, YTO TTaKeT Ha 3TOM YPOBHE aJpECcCOBaH HE €My (XOTS C TOUYKH 3PCHHS
HIDKEJIEXKAIlUX YpPOBHEH OH ObLI ajpecoBaH MMEHHO 3TOMY KoMIbioTepy). Torma oOBEKT BBINOJIHUT
HEOOXOIMMBIE JACUCTBUS ISl IEpEeHANpaBICHUS TIaKeTa K MECTy Ha3HAYEHUS WIIM BO3BpATa OTIIPABUTEIIO
¢ coobO1enneM o0 omulke, HO B JIFOOOM cilyyae He Oy/eT POBUTaTh JaHHbIE HA BEPXHUM YPOBEHb.

Ipumenumocts moaean OSI

Xotsa mozaens OSI mone3Ha kak OCHOBA JUIsl OOCYX/IEHUS CeTEBBIX apXUTEKTYp U pean3aluil, ee
HeNb3sl pacCMaTpUBaTh KaK TOTOBBIM YepTeX JJIs co3daHMs Jito0oil cereBoi apxurektypbl. He crienyer
TaKXe JyMaTh, YTO pa3MelleHne HEKOTOpoi (GyHKIMHU Ha ypoBHE N B 3TOH MOJIe/Id 03HAYAET, YTO TOJIBKO
3/1eCh HaWJIy4llee J1JIsl Hee MECTO.

Mogens OSI uMeeT MHOXECTBO HEIOCTATKOB. XOTsA, B KOHEYHOM MWTOre, ObUIM CO3aHbl
paboTaroue peanuszanuu, nporokoyibl OS] Ha CeroAHSIIHUN A€Hb YTPAaTHWIN aKTyaJlbHOCTh. OCHOBHBIE
npoOjaeMbl 3TOH MoOJeNW B TOM, 4YTO, BO-IEPBBIX, pacmpeeneHue QYHKUUN MEXIy YpPOBHAMHU
MIPOU3BOJIFHO W HE BCET/Ia OYEBUIHO, BO-BTOPHIX, OHA ObLJIa CIPOEKTUPOBaHA (KOMUTETOM) O€3 TOTOBOM
peann3anuy.

Hpyras npobnaema monenn OSI — 310 cnoxHOcTh U HedpPexkTuBHOCTL. HekoTophie ¢GyHKIMN
BBITOJIHAIOTCS cpa3y Ha HECKOJBKUX YpOBHAX. Tak, oOHapyXeHHe U UCIpPaBIeHHE OMIMOOK MPOUCXOIUT
Ha OOJIBIIMHCTBE YPOBHEH.

Hakonen, BBIOOp HMEHHO CEMU YpOBHEH MpPOJUKTOBAaH, CKOpee, IOJUTHYECKUMH, a He
TEXHUYECKUMHU MTpUYMHaMU. B 1elicTBUTENbHOCTH, CEaHCOBBINM YPOBEHDb U YPOBEHb MPECTABICHUS PEIKO
BCTPEYAIOTCS B peasIbHO PabOTAIOLINX CEeTAX.

Cnennpukauum nporokoaos. Jokymentanusa RFC

Crnenudukanuy MPaKTUYECKUX peau3aluii CETEBBIX MPOTOKOJIOB M CBSI3aHHBIE C HUMU
ApXHUTEKTYpHBIE BOIPOCHI (B 4acTHOCTH, Internet) comepikarcsi B CepUU JTOKYMEHTOB, OO0BEIMHEHHBIX
HazBanueM Request for Comments (RFC — Ilpemnoxxenus mist oocyxnenus). Ha camom nene, RFC,
BIIEpBBIE TOsIBUBIIKECS B 1969 roay, — 3TO HE TOJMBKO ClienU(PUKAINKA MPOTOKOJIOB. X MOXHO Ha3BaTh
pabounMH JTOKYMEHTaMH, B KOTOPBIX OOCYKIAIOTCS pa3HOOOpa3HbIE acCMeKThl KOMIBIOTEPHBIX



kommyHuKaruii u cereir. He Bce RFC uncTo TexHudeckue, B HUX BCTPEYArOTCS 3a0aBHBIC HAOIIOACHHUS,
MapoJIMid CTUXHW M TPOCTO pa3iuuyHble BbiCKa3piBaHUsA. K koHiy 1999 roma Opuio Gomee 2000
npucBoeHHbIX RFC HOMEpOB, IpaB/ia, HEKOTOPHIE U3 HUX TaK U HE ObLTH OITyOJIMKOBAHBI.

Xots He B KaxaoMm RFC comepxutcs kakoh-nmuOo cranaapt Internet, qro6oit cranmapt Internet
onyonukoBaH B Buje RFC. Marepuanam, Bxogsamum B noaceputo RFC naercs nonoiaHUTEnbHas METKa
«STDxxxx». Texymuii cnucok crangaptoB U Tex RFC koropele HaxodsTcs Ha NyTH NPUHSATUS B
Ka4yecTBe CTaHAapTa, onyoiankoBaH B jokymente STDO001.

He cnenyer, onnako, nymarb, uto RFC, ne ynomsinyteie B gokymeHte STDO0001 numiensi
TEXHUYECKON IIEHHOCTH. B HEKOTOpPHIX OMUCHIBAIOTCS UJCH TOKa €lle pa3padaThIBAEMbIX MPOTOKOJIOB
WIM HalpaBlIEHUs UCCIEOBaTeIbCKUX paboT. J[lpyrue coxmepkar HHGOPMALHIO WM OTYETHI O
JIeATEIbHOCTH MHOTOYMCIICHHBIX pabodux rpymi, co3nanHeix no peumenuto IETF (Internet Engineering
Task Force - mpo6iemuas rpyimima npoexktupoBanus Internet).

[Monyunts konmmu RFC MOXHO pa3HbIMH IyTSIMH, HO CaMblil IPOCTOM - 3aliTu Ha Web-cTpanuiy
penaktopa RFC http://www.rfc-editor.org. Ha sToii cTpanmiie ecTh OCHOBAaHHOE Ha 3arOJIHEHHH (HOpM
CPEICTBO 3arpy3kH, 3HAUUTENIBHO YIPOILAOLIEE MOMCK. ECTh Takke MOMCK IO KIHYEBBIM CIOBAM,
no3BoIAOIKN HaliTH HyxHbIe RFC, ecnu ux Homep Hen3BecTeH. TaM ke MOKHO MOJYYUTh JOKYMEHTBI
u3 nozacepuit STD, FYI u BCP (Best Current Practices - myulirie COBpeMEHHbIE PEIICHHUS).

[Tocne mybnukanuu HU HOMep, HU TekcT RFC yxe He M3MEHSAIOTCS, TaK YTO €IWHCTBEHHBIH
cnoco6 momuduiuposats RFC — 310 Bemmyctuth apyroe RFC, 3amenstoniee npeasiaymiee. J{ns kaxmaoro
RFC B ykazarene otmedeHo, ectb U ais Hero 3amenstoniee RFC u ecnu ectb, To ero Homep. Tam xe
ykazanbl RFC, koTopbie 0OHOBIISIOT, HO HE 3aMEILAOT MIPEKHUE.

Crtexk nporokogos TCP/IP

TCP/IP — cobuparenbHoe Ha3BaHue JUis Habopa (CTEKa) CETEeBBIX IMPOTOKOJIOB Pa3HBIX YPOBHEH,
ucnonszyembix B atepuet. Ocobennoctu TCP/IP:
OTKPBITHIE CTAHJAPTHI IPOTOKOJIOB, pa3padaTbiBaeéMble HE3aBUCHMO OT IPOTPAMMHOTO U aIMapaTHOTO
obecreueHus;
HE3aBUCHMOCTb OT (DU3WYECKOH Cpelibl Iepeayu;
cucTeMa YHUKaJIbHOW ajpecaluy;
CTaHJAPTHU30BAHHBIE TPOTOKOJBI BBICOKOTO YPOBHS JUIsI PACIPOCTPAHEHHBIX IT0JIb30BATEIbCKUX

CEPBHCOB.
TCP UDP
(Yp%%%i—gﬂup%nm%}?{%gnﬁ) strearn (TOTOK) message (COOBIeHHE)
Transport Layer
CI'pchnopgl{b]ﬁ ygogeﬁb) segmert (cerMeHT) packet (maxer)
Internet Layer datagram datagram
(hlewceTeEoH YpOBEHE) (meHTarpana) (OeHTarpanva)
Metworls Access Layer
(¥ poBEHE OOCTYIIA K
opene mep enaum) frame (ranp) frame (xangp)

Puc. 2.2. Yposuu creka nporokonos TCP/IP

Crek npotokosioB TCP/IP nenutcs Ha 4 ypoBHs: npukiaaHo# (application), TpaHCIIOPTHBIH



(transport), mexxcereBoil (internet) W ypoBeHb JocTyma K cpeae mnepemaum (network access).
Tepmunbl, mnpumeHseMmble i1 0003HaueHUs OJOKa IepeJaBacMbIX JaHHbBIX, pa3JIUYHbBl IpH
MCIIOJIb30BAaHUU PA3HBIX MPOTOKOJIOB TpaHcrnopTHoro ypoHs — TCP u UDP, nmostomy Ha pucysnke 2
n3o0pakeHo nBa creka. Kak n B Monenu OSI, naHHble 0ojee BEpXHMX YpOBHEH MHKAICYIMPYIOTCS B
HaKeThl HIDKHUX YPOBHEH (cM. puc. 2.3).

' IaHHEBIe IPHTOEEHHT !

T CP-certaaiT, BMEJ%P;OK TTatte TCP-cemenTa
IP-gefiTarpanmia; P- —
¥ 3aTrONoBCK HaHHble [P-NedTarpanvbl
Kan Ethernet-
g SATONOBOK Hamnele Ethernet-kanpa
Ethernet:

Puc. 2.3. [Ipumep unkancymnsiuu naketos B creke TCP/IP

Ipumeuanue. Tpuanun GyHKIHOHUPOBAHUS MPOTOKOJIOB B cteke TCP/IP (co6cTBeHHO TroBOpS,
3’1‘0 CHpaBeHHI/IBO I/I HHH Of"T‘Q TMTLUOLTY nﬂf\T(\I[‘f\WnD\ TMIATAY OA 29RUACTAT NT nnpnqnnnHHoﬁ CI/ICTeMLI!

0OS1 TCP/IP
TTpHEITagH Ol - -
[IpencTaBneHa PHICTATH OH
CeaH ¢ OBRIA .- -
i TpaHopTHEI
TpaHCIOpTHER |
CeTeR0i et eTem ol
K aHANEHEA HocTyma K
DU AU ECKIH Cpene Nep enaui

Puc. 2.4. Coornomenue ypoueit crekoB OSI u TCP/IP

Hwmwxke xkpaTko paccMmarpuBaioTcs (QYHKIMHM KaXJOTO YPOBHA U INPUMEPHl IPOTOKOJIOB.
[Iporpamma, peanusyroomas (QyHKIMM TOTO WM HHOTO TPOTOKOJIA, YacTO HA3bIBAETCA MOJYIEM,
Hanpumep, «IP-monyns», «mongyns TCP».

YpoBenb mnpuioxenuid. Ilpunoxenus, paboraromue co crekom TCP/IP, moryr Takxke
BBIMOJIHATh (YHKIMH YPOBHEW MpeNCTaBlIeHUs] M 4YacTHUHO ceaHcoBoro mojenu OSI; Hampumep,
npeoOpa3oBaHue JAHHBIX K BHELITHEMY IIPEJICTaBICHUIO, TPYIIUPOBKA JaHHBIX JIJIS epeAaydu | T.I1.

PacnipocTpaHneHHBIMU TIpUMepaMH NPUIIOKEHHH sBIsIIOTCS porpaMMel telnet, ftp, HT TP-cepBepst
U KJIMEHTHI, IPOrpaMMbl pabOThI C AIEKTPOHHOU MOYTOH U Ap.

JUist IepechlIKU JJAaHHBIX JPYroMy HPUIIOKEHHIO, MPUIIOKEHHE o0palaeTcs K TOMY WM WHOMY
MOJYJI0 TPAHCIIOPTHOTO YPOBHS.



TpancnopTHbIii ypoBeHb. [IpOTOKOJIBI TPaHCHOPTHOTO YPOBHA OOECIEYMBAIOT IMPO3PAYHYIO
(ckBO3HYI0) mocTaBKy naHHBIX (end-t0-end delivery service) Mexay AByMSI MPHUKJIAIHBIMH TPOIECCAMHU.
[Ipouecc, mnomyyaromMii WM OTHPABJSIONIMM JaHHBIE C IIOMOLIBIO TPAHCIOPTHOTO YPOBHS,
UJECHTUQULIHUPYETCS Ha 3TOM YPOBHE HOMEPOM, KOTOPbIM Ha3blBaeTcsi HOMepoM mopTta. Takum obpazom,
poJib azpeca OTHPABUTENS M IOJIyYaTelas Ha TPAHCIOPTHOM YPOBHE BBIIOJHSAET HOMEP nopma (CM.
nanee).

AHanusupys 3aroJIOBOK CBOETO IAKETa, IMOJIYYEHHOIO0 OT MEXKCETEBOI'O YPOBHSI, TPAHCIIOPTHBIN
MOJyJb ONpEAENseT [0 HOMEPY IOpTa MOoJydaTess, KaKOMy W3 HPUKJIAJHBIX MPOLECCOB HAIpPaBIECHbI
JaHHbIE, U NEPENACT ITH JaHHBIE COOTBETCTBYIOLIEMY HPHUKIAJHOMY IHpoleccy (BO3MOXKHO, IOCIE
IPOBEPKH MX Ha HaJM4ue omuOOoK U T.11.). Homepa nopToB mosyyaresst ¥ OTIIPaBUTENs 3alMChIBAIOTCS B
3aroJIOBOK TPAHCIOPTHBIM MOJYJIEM, OTIPABISIOLIMM JaHHBIE; 3arojOBOK TPAHCIOPTHOIO YPOBHS
COJIEPXKUT TaKXKe U JPYrylo ciykeOHyro MH(opMaiuio; (opMaT 3arojoBKa 3aBUCUT OT UCIOJIb3YEMOTO
TPAHCIIOPTHOI'O POTOKOJIA.

Ha tpancnoptHoM ypoBHe paboTaroT 1Ba ocHOBHBIX npotokojia: UDP u TCP.

TCP (Transmission Control Protocol — mportokon koutpons mepemaun, RFC 793) — s1o
TPAHCHOPTHBIM MEXaHU3M, NPEAOCTABIAIOINIMA MOTOK JaHHBIX, C HPEABAPUTEIbHON YCTaHOBKOMH
COCIMHEHMS, 3a CU€T OTOr0 AWM YBEPEHHOCTh B 0O€30MIMOOYHOCTH TMOJYy4aeMbIX JaHHBIX,
OCYILECTBIISICT MOBTOPHBIN 3alIpOC JaHHBIX B Cllyyae IMOTEpU IAKETOB U yCTpaHsAET AYOJUpOBaHHUE MpPHU
IOJIyYEHUH JIBYX KONUN OJHOro nakera. EcrecTBeHHO, 4yTO B OoOLIEM ciydyae JaHHbIE HE MOIYT ObITh
rapaHTUPOBAHO JOCTaBJIEHBI JI0 ajgpecaTa; B TaKOM Cllyyae KIMEHTCKUI Ipolecc Mojiydyaer 00 3ToM
YBEIOMJICHHE.

Hanupivu Uit TCP  gBnsieTcs He MHTEpHpeTHpyeMas IPOTOKOJIOM IOCIeA0BaTeNbHOCTh
II0JIb30BATENbCKUX OKTETOB, pa3OuBaeMas ajis mepefaud no dactsaM. Kaxknas dacte mepenaercs B
otnensHoM TCP-cermenre. [[iist poBMKEHUS CEIMEHTA 110 CETU MEXKIY KOMIbIOTEPOM-OTIIPABUTENEM U
KOMIIbIOTepOM-TIoayyaTesnieM MoAyiab TCP monb3yeTrcs cepBHCOM MEXKCETEBOro YpOBHS (BBI3BIBAET
monyib IP). Ilpotokon TCP rapanTupyer, 4To NpUIOKEHHWE HOJIYYUT JaHHbIE TOYHO B TaKOW ke
MOCJIEI0BATENbHOCTH, B KAKO OHU ObUIM OTIIPABJIEHbI, U 0€3 NOTEPD.

bosnee moppo6HO paboty mpotokona TCP Oynem paccMarpuBath Ha MOCIEIYIOIUX 3aHATUSX.

UDP (User Datagram Protocol, mnpoTokos mojb3oBarenbckux aeiitarpamym, RFC  768)
(aKTHUECKH HE BBIMOJHAET KAKUX-JINOO OCOOBIX (YHKLHH TOMOJHUTEIBHO K (YHKIHAM MEXKCETEBOrO
ypoBHs (mpotokosia IP cm. nmanee). Ilporoxon UDP ucnonp3yercss nub0 MpU MEPEChUIKE KOPOTKHUX
COOOIIeHNH, KOrja HakjIaJHble pacXoJbl Ha YCTAaHOBJIEHHE CEaHCAa U INPOBEPKY YCHEIIHOW JTOCTaBKH
JTAHHBIX OKa3bIBAIOTCS BBIIIE PACXO/I0OB HA MOBTOPHYIO (B ClIydae HEYy/Iauu) MEPECHUIKY COOOIICHUs, TU00
B TOM cCllyyae, KOrJa caMa OpraHu3alus mpolecca-NpuIoKeH!s: oOecreuynBaeT YCTaHOBJIEHUE
COEIMHEHUS U MPOBEPKY JOCTaBKU MAKETOB.

Ilonp30BarenbCKue MNaHHBIE, NOCTYNMBIIME OT IPHUKIAJHOTO YpOBHA, mpensapsitorcs UDP-
3aroJI0BKOM, M C(hOpMHUPOBaHHBIN TakuM 00pa3zom UDP-nakeT oTmpaBisieTcs Ha MEXKCETEBON YPOBEHb.

Me:xcereBoil ypoBeHb M NpoTOKO0J IP. OCHOBHBIM IIPOTOKOJIOM 3TOTO YpPOBHS SIBIISIETCS
npotokout IP (Internet Protocol, RFC 791).

ITpotokon IP nmocraBnser OJIOKM JaHHBIX, Ha3bIBa€MbIX JAEHTarpaMMaMH, OT OJHOTO CETEBOTO
y3J1a K IpyroMy.

B coBpemenHnoii cetu ntepuer ucnonb3yercs |P 4eTBEpTOil Bepcum, Takxke U3BeCTHBIN Kak |PV4.
B mporoxkosie IP 310l Bepcun KaxkaoMy Y37y CETH CTaBUTCSA B cooTBeTcTBHE |P-anpec anuHoit 4 okrera
(uHOTHA TOBOpAT «OaiTay, MOJIpa3yMeBas paclpoOCTPaHEHHBIH BOCHBMHOUTOBBIM MHHHMMAJIbHBIHN
anpecyeMbrii ¢pparmenT namsatu D9BM). bonee monpodHo 06 IP-ampecax mpoTokona 4-it BEpCUU MOXKHO
IpOYMTATh B IpEbIAYIIEH 1abopaTopHOii paborTe.

B Hacrosiiee Bpemsi BBOAMTCS B SKCIUTyaTallMio IiecTas Bepcus mportokona — IPv6, koTopas
MO3BOJISIET AJPECcCOBaTh 3HAUMTENBLHO OOJbIlIee KOJIMUYECTBO y370B, yeM |Pv4. Drta Bepcus oTinyaercs
MOBBIIICHHON Pa3psIHOCTHIO a/ipeca, BCTPOSHHOM BO3MOYKHOCTHIO MIM(POBAHUS U HEKOTOPBIMU JPYTUMU
ocobenHoctsmu. Ilepexon c¢ IPv4 wa IPV6 cBA3aH ¢ Tpyno€MKoH paboOTOW OmepaTopoB CBSI3U U
IIPOU3BOUTENIEH MPOrPaMMHOI0 OOeCIIeueHUsI U HE MOXKET OBbITh BHIIIOJHEH OJHOMOMEHTHO. Ha Hawano
2007 roma B MuTepHere mpucyrcTBoBasio okoino 760 cerell, paboTaromux mo mportokory IPv6. Jlns



CpaBHEHMsI, Ha TO K€ BpeMs B ajipecHoM npoctpancTse IPv4 nmpucyrcrBoBano 6onee 203 Thicsiu ceTeid, HO
B IPV6 cetu ropasmo 6omnee kpymnHsbie, Hexenn B |1PV4.

Hannble ansa IP neitrarpammsl nepenatorcs IP-monynto TpaHcnopTHbIM ypoBHeM. IP-monyib
IIpeBapsieT 3T JAaHHBIE 3aroJ0BKOM, conepxkamuMm IP-agpeca ornpaButens W mosydarens U IPYTyro
ciIy’)keOHyI0 nH(popManuio, 1 chOPMUPOBAHHAS TaKUM 00pa3oM JedTarpaMma nepefaercss Ha YpOBEHb
JI0CTyIa K cpejie nepeaayu (HarpuMep, OAHOMY U3 pusnueckux UHTepdencoB) Ui OTIPaBKU MO KaHATY
nepesadyn JaHHbIX.

He Bce cereBble y3i1bI MOI'YT HEIOCPEACTBEHHO CBA3AThCA APYT C APYrOM; 4acTo sl TOro, 4TOOBI
nepegaTh JAeWTarpaMMy [0 Ha3HA4YeHHUIO, TpeOyeTcsl HalpaBUTh €€ 4Yepe3 OAMH WU HECKOJBKO
IIPOMEXKYTOUHBIX Y3JI0B II0O TOMY WJIM MHOMY MaplIpyTy. 3ajada ONpEICIICHUs MaplIpyTa JUlsl KaKIOu
JleUTarpaMMsl permaercst IpoTokosiom [P.

Kornma monyns IP mnonydaer neitarpaMmy C HIDKHErO YpOBHS, OH mpoBepsieT I[P-agpec
HazHadyeHus. Eciu geiitarpamMMa ajpecoBaHa JaHHOMY KOMITBIOTEPY, TO JaHHBIE U3 HEE NEepeaaroTcs Ha
00pabOTKy MOJYJIIO BBIIIECTOSIIEr0 YPOBHS (KAaKOMY KOHKPETHO — YKa3aHO B 3arojIOBKe JeHTarpaMMsl).
Ecnu ke agpec Ha3HaueHUs JedTarpaMMbl — 9y»K0H, TO MOAY/b [P MOKeT NpUHATH 1Ba pelleHus: IepBoe
— YHHYTOXUTH AeUTarpaMMy, BTOPOE — OTIIPABUTH €€ JAJbLIE K MECTY Ha3HAYEHUS, ONIPENEIUB MapIIpyT
CJIEIOBaHMsI — TaK NOCTYNAOT MPOMEKYTOUHbIE CTAHLIMY — MApLIPYTU3ATOPBI.

Taxoxke MoxeT morpeboBaThbcs, Ha IPAHULE CETEH C pa3IMYHBIMU XapaKTEPUCTUKAMH, pa30OHUTh
JneiitarpaMMmy Ha )parMeHThl, a IOTOM coOpaTh B €IMHOE 1€JI0€ Ha KOMIIbIOTEpE-TIoyyaTesie. ITO TOXKE
3aj1a4a nporokona IP.

Ecmu wmomymp [P mo kakoi-mubo npUYMHE HE MOXET [OCTaBUTh JelTarpamMmy, OHa
yauutoxkaercs. I[Ipu atoMm Monyns IP MOXKET OTHpaBUTH KOMIIBIOTEPY-UCTOUHUKY 3TOH JEUTarpaMMBI
yBeOMJIEHHE 00 OIMOKe; Takue YBEAOMJIEHMS OTHPABIAIOTCA C MOMOIbI0 Mporokosna ICMP,
ABJIAIOILErOCs HEOThEMIIEMOM 4acTbio Monyis IP. bosiee HMKakux CpencTB KOHTPOJISI KOPPEKTHOCTH
JTAaHHBIX, TIOJATBEPKICHUS UX JOCTAaBKH, OOECIeUeHUs MPaBUIBHOIO MOpPsIKa CIEIOBaHUS JAeHTarpamm,
IIPEJIBAPUTEIBHOTO YCTAHOBJICHUSI COCIMHEHUS MEXIy KOMIIbIoTepaMmu INpoTokosn [P He mmeer. Ota
3a/1aya BO3JIO’KE€HA Ha TPAHCIIOPTHBIN YPOBEHb.

Bbonee nmoapoOnyro nHpopmarmio 06 IP-axpecax MOXKHO HaWTH B Npenblaylied gadbopaTOpHOR
pabore.

YpoBeHb 10cTyna K cpeae nepeagadu. @yHKIMU 3TOTO YPOBHS:

otobOpaxenue [P-anpecoB B dusuueckue anpeca cetu (MAC-ampeca, nanpumep, Ethernet-anpec B
ciyuae cetd Ethernet). 9Ty ¢pyHkiuto BeinonHseT npotokon ARP;

uHKancynsauus [P-geiitarpaMM B Kaipbl A neperadd Mo (PU3MYECKOMY KaHaly U H3BJIEUEHHE
neiirarpamMm U3 kazapoB. [Ipm 3ToM He TpeOyercss Kakoro-nubo KOHTpoJiss O0e30IHO0YHOCTH
nepefayn (XOTs OH MOXKET M MPHUCYTCTBOBaTh), MOCKONbKY B creke TCP/IP Takoil KOHTpOJb

BO3JIOKEH Ha TPAHCIOPTHBIM YPOBEHb WM HAa CaMO NPWIOXKEHHE. B 3arosoBke KaapoB

yKa3bIBaeTCs TOUYKa JocTyna K cepBucy (SAP, Service Access Point) - mose, coaeprariiee Ko

IPOTOKOJIa MEXCETEBOIO YpPOBHs, KOTOPOMY CJENyeT IMepelaTh COJIepKUMoe Kaapa (B Halem

ciydae 370 nipotokon IP);

olpesielieHne MeToJla JIOCTyNa K Cpele Iepejadyd - TO €CTh Clocoba, ¢ IMOMOUIbI0 KOTOPOTO
KOMIIBIOTEp YCTaHaBJIMBAET CBOE MPaBO Ha MPOM3BEJIEHUE Mepeaauu AaHHbIX (Ieperadya TOKEHa,
OIPOC KOMITBIOTEPOB, MHO>KECTBEHHBIN TOCTYI C JETEKTUPOBAHUEM KOJIIU3UHI U T.I1.).

orpeziesieHue NPeCTaBlIeHUs JaHHBIX B (PU3UYECKO Cpene;

IIEpEChUIKA U IPUEM KaJipa.

Crex TCP/IP He noapa3yMeBaeT UCIOIb30BAHUS KaKUX-TTHOO ONpeAeIEeHHBIX IPOTOKOJIOB YPOBHS
JOCTyna K cpele mnepeiayd M (U3MUECKUX cpen mnepenaud AaHHbIX. OT ypoBHS JOCTyma K cpefe
nepemaun Tpedyercs Hanuune uHTepdeiica ¢ moaynem IP, obecneunBaromero nepeaady aerTarpaMMbl
Mexay ypoBHAMHU. Takxke TpeOyercs oOecrieunth npeodOpasoBanue [P-aapeca y3nma cetu, Ha KOTOpBIi
nepenaercs aeurarpamma, B MAC-agpec. HacTo B kauecTBe ypOBHS JOCTYIIA K Cpeje Mepeadyd MOTYT
BBICTYIIATh LIEJIble MPOTOKOJIbHBIE CTEeKH, Toraa roBopsaT o0 IP moBepx ATM, IP nosepx IPX, IP moBepx
X.25 n T



2.5.

OO6o01IeHHas MOJIeNTb B3aUMOCHCTBHS y3JI0B Ha 0a3e mpotokoioB TCP/IP npeacrasnena Ha puc
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Puc. 2.5. Monens B3aumonencrsusa crekos TCP/IP



IlonsiTHE ceTEeBBIX IOPTOB U COKETOB

Kak yxe Obl1O CcKa3aHO, OCHOBHBIE MPHUKJIAJHBIE CETEBbIE CEPBHUCHI HCIIOJIB3YIOT CPEACTBA
TPAHCHOPTHOT'O YPOBHSI JJIsl B3AUMOJEHCTBUSL.

JIrobble 2 ceTeBbIX Mpollecca MOTYT HAGHTU(GUIUPOBATH JPYr Apyra MOpud MOMOIIU 3-X
KOMITOHEHT: Ip-anpec, mnpotokoi(TCP/UDP), mopr. YacTo naHHbIE KOMIOHEHTHI HOCST Ha3BaHUE
cokemamu. COKEThl — 3TO Ha3BaHHE MPOTPaMMHOrO MHTepdeiica nas odecnedyeHrs UHPOPMALIMOHHOTO
oOMeHa Mexay mporeccamu. T.e. Ul NPHUKIAJHBIX CETEBBIX IPOLIECCOB B3aMMOJCHCTBUE
OCYIIIECTBIISIETCS Uepe3 COKeThl. boiiee AeTanbHO COKEThI MBI OyIeM U3y4yaTh Ha MOCIEIYIOMNX 3aHATHSIX.
Ceifuac jxe pacCMOTPHUM HOHSATHE MTOPTOB Oojiee moapoOHO.

IMopt — mapametrp nporokosoB TCP u UDP, onpenensronuii MyHKT Ha3HAYCHUS ISl TaHHBIX,
npuHUMaeMbix 1o cetu. Ilopty comocraBisiercst HomMep oT 1 no 65535, mo3BossolIME PA3IUYHBIM
Iporpammam, BBIIIOJIHSEMBIM Ha OJIHOM XOCTE, MOJIy4aTh JAHHBIE HE3aBUCHUMO JIpYyr OT apyra. B arom
ciIydae KaxkJas U3 HUX o0pabaThiBaeT JaHHBIC, MOCTYMAIONINE Ha ONMPEACIEHHBINA MOPT (MHOTIA TOBOPSIT,
YTO IpOrpaMMa «CIylIaeT» Ha TOM HIIK HHOM IOPTY).

Cornacno IP, B kaxkmom makere npucyrctBytoT IP anpec y3nma-ucrounuwka u IP adapec y3na-
HazHayeHus. B TCP/UDP nakerax MOMOTHUTENBHO YKa3bIBAIOTCSA MOPT UCTOYHHUKA M MOPT HA3HAYCHHUSL.
V3en Ha3HayeHHUs], MOJTYYUB MMAKET, CMOTPUT HA MOPT HA3HAUYECHUS U MEPEIACT NAKET COOTBETCTBYIOLIEMY
y cebst mpunoxkeHuto. lcronb3oBaHue MOPTOB TMO3BOJSET He3aBHUCUMO ucmonb3oBate TCP/UDP
MIPOTOKOJ CPa3y MHOTUM MPUIIOKEHUSIM HA OJHOM U TOM K€ KOMITBIOTEPE.

Jlis ceTeBbIX MPUIIOKEHHH HOTalWs YyKa3aHWUs TMOpTa cledyromas: «ip:porty. Hampumep,
http://web-service.org:8888

[TosicHeHune MOHATHS MOPTOB IpeacTaBieHo Ha puc.2. 6. Ha camom jgene ceTeBoil MOpT — 3TO

MpuKnagHLle CETEBLIE CEPBUCHI
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Puc. 2.6. KoMIIOHEHTHI COKETOB

BCEro JIMIIb YHUCJIOBOM mapameTp B ceTeBoM mnakere mpoTtokosioB TCP m UDP. Takue moHsATHA Kak
«OTKPBITH TIOPT» O3HAUYAIOT YTO MAKEThl aJpEecOBaHHbIC HA JAHHBIM TOPT OyAyT NPUHUMATHCS Ha
00paboTKy.

[Hoptsl 3 auanazona 1-1024 sBisArOTCS NpUBHIETHPOBaHHBIMU. Ha3bIBalOTCS OHM Tak, MOTOMY
YTO JIJII UX OTKPBHITHS (U, COOTBETCTBEHHO, 3alycKa COOTBETCTBYIOIIMX CETEBHIX CEPBHCOB) Ha
oonpmHcTBe OC TpeOyIOTCS IpaBa CUCTEMHOTO aJMUHUCTpaTopa. bombIast 4acTh MPUBUIETUPOBAHHBIX
MIOPTOB pacnpezeneHa JiUisi 00LIeynoTpeOUTENbHBIX CETEBBIX MPOTOKOIOB. B Tabn. 1 mepeuunciensl


http://web-service.org:8888/

HEKOTOpPBbIE  TPOTOKOJBI M TIOPTHI, 32 KOTOPHIMH OHU 3aKPEIUICHBI. JJaHHbIE TIOPTHI SIBJISIFOTCS] TOPTAMU
10 YMOJTYAHHUIO JIUTSl COOTBETCTBYIOIIMX CITYKO W Yalle BCEro HE MEPeHACTPANBAIOTCSI.

Taoauna 2.1

IIpuMepbI HEKOTOPBIX CTAHAAPTHBIX CETEBBIX MOPTOB

Mgy Mipemamon Cepsuc Onucanue

20/TCP ftp-data Iopt manubix FTP
I[Topr mnportokona mnepemaun aitioB (File Transfer

21/TCP ftp Protocol, FTP); wuHOrma wucmnonb3yercs MPOTOKOIOM
daiinmosoii ciryx0sb1 (File Service Protocol, FSP)

22/TCP ssh Cnyx6a bezonacuoit Obonouku (Secure SHell, SSH)

23/TCP telnet Cayx06a Telnet
IIporokon mpocroit mepenadn modthl (Simple Mail

25/TCP smip Transfer Protocol, SMTP)

53/(UDP,TCP) domain Cutyx0b1 ToMeHHBIX HUMEH (Takue kak BIND)

IIporokon mepenauu rumneptekcta (HyperText Transfer

80/TCP http Protocol, HTTP) mis ciyx0 BCEeMUPHOW MayTHHBI
(World Wide Web, WWW)

110/TCP 00p3 ITporokon moutoBoro otaeneHusi (Post Office Protocol)
Bepcuu 3

443/TCP https ITporokon HTTP mosepx SSL

992/TCP telnets Telnet mosepx SSL (TelnetS)

993/TCP imaps IMAP nosepx SSL (IMAPS)

994/TCP ircs IRC nosepx SSL (IRCS)

995/TCP pop3s POP 3 nosepx SSL (POP3S)

HcTtopus creka nporoxosnos TCP/IP

Hctopus Internet m ero mnporokonoB Hauanack B 1961 roxy, kornma Jleonapn Kiaitapox
paspabotan B MIT teoputo kommyranuu mnaketoB. Ero pabora Oblla OCHOBaHAa Ha HJIe€ O pa3/IelICHUH
JAHHBIX MEXIY MHOXKECTBOM HEOOJIBIIMX MAaKETOB U OTIPAaBKE MX HA MECTO Ha3HAu€HHs OTJIENbHO, O3
yKa3aHusl TOYHOro myTH. [locie mepBOHAYaIbHOTO CKENTHYECKOTO OTHOMICHWS ATOT MPUHIMIT OBUT B
KOHEYHOM CYE€Te HCIOJIb30BaH B wuccienoBarenbckom npoekre ARPA (Advanced Research Projects
Agency), ornenenust Munucrepctsa o0opons! CIIIA. B 1968 rony ARPA Bbinenmiia 6roxet 0osiee yem
B MIOJIMMJUIMOHA JOJIJIAPOB JUIsl FeTePOreHHBIX ceTeil, koTopble Obltn Ha3BaHbl ARPANET.

B 1969 rony sta skcriepuMeHTalbHas ceTh coequnsia 4 yanusepcureta: Jloc-Amxkeneca (UCLA),
Canra-bap6apsr (UCSB), IO1e1 1 Crendopackuii ucciaenosatenbckuii ”HCTUTYT (SRI) — u pacmmpsinach
oueHb ObicTpo. Ilozxke k ARPANET Obuin ycnemHo moJKIOYeHbl CIYTHUKOBBIE U COTOBBIE KaHAJIBI
CBSI3U.

Ora cucTeMa HMHTEHCHBHO MCIOJIB30BaNach B mociexyromme roael. Ha ocHoBe 3HaHWMi,
MOJYYEHHBIX U3 3TOH CHCTEMBI, ObUIO pa3paboTaHO BTOpOE MOKoseHue npotokoiyioB. K 1982 roxy 6bun
orpejeeH Habop MPOTOKOJIOB ¢ AByMs BakHbIMH mpoTokonamMu: TCP u IP. Ceronns nassanue TCP/IP
UCTIONB3YyeTCs IS Bcero Habopa mpoTtokonoB. B 1983 roxy TCP/IP cran ctangapTHBIM IPOTOKOJIOM ISt
ARPANET. IIpotokonsr TCP/IP oka3anuch 0COOECHHO MOAXOASAIIMMHU I OOCCIIEYEHUS HAIEHKHOIO
COEIMHEHUs B ceTsX BHYTpH noctosHHO pactymero ARPANET. ARPA 6but0 o4eHb 3aMHTEPECOBAHO B
YCTaHOBJIEHHH HOBBIX MPOTOKOJIOB U yoenuno Kanudopuuiickuii yauusepcuteT B bepkiin nHTErpupoBath
nporokonbl TCP/IP B ux mmpoko ucnons3dyemyro onepannonnyto cuctemy Berkley BSD UNIX. dns



MPOSKTUPOBAHUS MPUIIOKECHHUIM ¢ CETEBBIMH BO3MOXKHOCTSMH OBLT MCIOJIB30BaH MPHHIIUI COKETOB. JTO
nomorJio mporokonaam TCP/IP crate Bckope 04eHb MOMYISAPHBIMHE U1 OOMEHA MEKIY TPUITOKEHUIMH.

B nocnenyrommue rogst ARPENET Boipocna 10 Takux pazmepoB, KOTOPBIE ClI€Tald YIIPaBICHUE
IP-anpecamu Bcex KOMIIBIOTEPOB B OJHOM IpocToM ¢aiiie ciumkoMm aoporuM. Kak crneacrsue, Oblia
paspaborana ciy:x0a ngomenHbix uMeH (Domain Name Service — DNS), koTopas HCIOJB3yeTCs IS
cokpbITus IP-agpecoB 3a jerko 3amoOMUHAEMBIMM UMEHAMU KOMITBIOTEPOB U JIoMeHOB. (CeronHs yaiie
BCEr0 HMCHOJB3YIOIMUMCS POTOKOJIOM CETEBOr0 YPOBHS siBisieTcs npoTokos Internet sepcun 4. Ognako
OH HE OBbLI CIPOEKTHUPOBAH ISl TAKOI'O OIPOMHOIO PACHpPOCTPAaHEHUS U YXKE JOCTUT MpPENesoB CBOMX
BO3MOXHOCTEH, MMO3TOMY MPHUILIOCH pa3padoTaTh HOBYIO Bepcuto. HoBblil mporokon Internet sepcum 6
HasbIBaeTcs Takke IPv6 wmm IPng.

MOHHUTOPHHI CeTeBOWl AKTHBHOCTH M aHAJHU3 PadoThbl

CE€TEBbBIX l'lpI/IJIO)KeHI/Iﬁ

JUid 3aKkperuieHus 3HAHMM Ha NPAKTUKE PACCMOTPUM C BaMU DSl MOJIE3HBIX CETEBBIX YTUIIUT,
KOTOPBIC MO3BOJISIFOT BECTH MOHUTOPHHT cocTosiHus creka TCP/IP.

[lepBoii yTUINTON, KOTOPYIO MBI C BaMU paccMOTpuM OyneT ytunurta nhetstat. Jlannas yrunuta
MO3BOJISIET TONy4aTh HH(pOpMAIHio 00 aKTHBHBIX CETEBBIX coenuHeHusx Ha ypoBHe TCP u UDP
IPOTOKOJIOB, MOJy4aTh 0a30BYI0 CTaTUCTUKY IO KOJIMYECTBY HEPEAAHHBIX U IOJYYCHHBIX I1aKETOB
ypoBHs IP u T.1. CuHTakcuc KOMaHpl MOKHO MOYEPIHYTh U3 BCTPOECHHOH CHpPaBKU B camMy YTHIUTY (
«netstat /?7»)

PaccMoTpuM HECKOJIBKO TPUMEPOB.

«netstat -a» — nmosyyeHre UHGOpMaLUU 000 BCEX YCTAHOBJIEHHBIX COCIMHEHUAX U OTKPBITHIX HA
HPOCITyIIUBaHUE MOPTax (CM. puc. 2.7)

«netstat -n -b» — nomyuenune uHPOpMalKKH 000 BCEX AKTHBHBIX COCIMHEHHSX U IPOLECCax
WHHIMMPOBABIIUX UX (CM. puc. 2.8)

«netstat -e -S» — moJy4eHHe OCHOBHO#M CTATHCTHKH 1O BceM mportokonam (ethernet, IPv4, IPv6,
TCP, UDP) (cm. puc. 2.9)

e C:AWINDOWS\system 3 2\emd. exe
C:~rnetstat —a ﬂ
Active Connections
Proto Local Address Foreign Address State _J
TCP phantom:epmap phantom:=0 LISTENING
TCP phantom:microsoft—ds phantom:=0 LISTENIHNG
TGP phantom:1026 phantom:=0 LISTENING
TCP phantom:7144 phantom:=0 LISTENIHNG
TGP phantom: 7145 phantom:=0 LISTENING
TCP phantom:102% phantom:=0 LISTENIHNG
TGP phantom:nethios—ssn phantom:=0 LISTENING
TCP phantom:2168 linux:microzsoft—ds= ESTABLISHED
UDp phantom:microsoft—ds E
unpe phantom:izakmp EHE S
UDp phantom:1025 E
unpe phantom:1044 EHE S
UDp phantom:105%%7 E
unpe phantom:1645 EHE S
UDp phantom:1646 E
unpe phantom:radius EHE S
UDp phantom:radacct E
unpe phantom: 3800 EHE S
UDP phantom:ipsec—msft E -
unpP phantom:ntp *IM
UDP  phantom:1027 —_— Rd

Puc. 2.7. Cincok Bcex ycranopneHHbIx TCP/UDP coeanHeHHH 1 OTKPBITHIX HA
MPOCITyIITMBAaHHE TIOPTOB.




e C:WWINDOWS\system 3 2\emd. exe

C:s>netstat -n —h
Active Connections
Proto Local Address

TCP 192 _168.4.2:-2168
[Syzteml

Cosr

Foreign Address State
192 168 .1 .6 445 ESTABLISHED

Puc. 2.8.. Crivicok akTUBHBIX COEIMHEHUN C YKa3aHUEM Mpolecca

e C:A\WIMAsystem32\vcmd. exe

Zisonetstat —e —=s
Interface Statistics

Bytes

Unicast packets
Mon—unicast packets
Dizcards

Errors

Unknown protocols

IPuvd4 Statistics

Packets Received
Received Header Errors
Received Address Errors
Datagrams Forwarded

Unknown Protocols Received
Received Packets Discarded

Received Sent
30025310 142750144
81452 39921
11700 136
(1] (1]
o o
T84
= BR277

=0

=M

=0

=0

=0

Puc.2. 9. Crarucruka no npoTokoJjiam




OueHb y,Z[O6HBIM AHAJIOI'OM YTHJIMTLL netstat IJIs1 OTCIIC)KHNBAHUA aKTUBHBIX COGILI/IHGHI/Iﬁ ABJISACTCA
yruiaura TCPView (cm.puc. 2.10). OHa mo3BoJIIET B MHTEPAKTHBHOM PEKHME OTCIICKHBATh CETCBBIC
COCIMHEHUS, & TAK)Ke MO3BOJISET MOJydaTh MH(POPMAHMIO O MPOIleccaX, YCTAHOBUBIIUX COCIUHEHUE U
3aBepIlaTh UX B CIy4ae HEOOXOTMMOCTH. Y THUIIMTA SBISETCS OCCIUIATHON M €€ MOYKHO MOKHO CKadaTh C
caiita pupmbr Maiikpocodt (Www.microsoft.com/technet/sysinternals/utilities/tcpview.mspx)

& TCPView - Sysinternals: www.sysinternals.com =3
File Options Process  Wiew Help

H a2 — [

Process ¢ Praotocal Local Address Remote Address State

1 alg.exe1044 TCF phantom; 1029 phantom:0 LISTEMIMG
4 explorerexe: 'I.'-"?E JDP phantom: 1243 **

B C win2003: 4226 10.197.0.11:kp ESTABLISHED
£ lsazs.exe: 11EIB phantam: 'IEI2E phantorm: 0 LISTEMIMNG
(1 lzazs.exe1108 phantom:izakmp =
[ 1zazs.exe1108 phantom:ipsec-raft e

b Maxthon, exe: 1728 phartam: 1041 e
i) Masthon.exe: 2156 phantom: 1108 o
1 svchostexe:1358 phantom:epmap phantom:0 LISTEMIMG
3 svchost.exs1452 phantom:radacct e
(1 svchost.exe:1452 phantom:radius e
1 svchost.exe1452 phantom: 1646 "
[ svchost.exe1452 phantam: 1645 o
1 svchost.exs1452 phantom: 1027 e
1 svchost.exe:1452 phantom: 1028 e
(1 svchost.exe:1480 phantorm: 1044 =
3 svchost.exe1480 phantam: 1025 e
3 svchost.exe1480 phantom: 1057 e
1 svchost.exe: 1480 phantom; 3200 "

Puc. 2.10. Yrummra TCPView

CxaHepsbl OpTOB

YacTo BO3HHMKAET HEOOXOIMMOCTh y3HaTh, KaKHE CETEBbIE CEPBMUCHI 3alyIICHbl Ha YAaJCHHON
mamuHe. J{J1s pemeHus TaHHOH 3a/1a4d CITy’KaT T.H. CKaHephl MOpTOB. [laHHas TpyIa YTHIUT TO3BOJISIET
C HEKOTOPOW TOYHOCTBIO y3HaTbh, KAKHE MOPTHI OTKPHITH Ha YAAJEHHON MalllMHe M HEKOTOpbIE ApYyrHe
napamMeTpsl. 3Has HOMEpa TOPTOB 3a4aTyl0 MOXHO C JOCTaTOYHO OOJIBIIONW YBEPEHHOCTHIO
HPENONI0XKNUTh, KAKHE CEPBUCHI 3aITyLIEHbI Ha yaJI€HHON MalluHe.

Haunbonee nocroBepHas wHpopMamus MOXeT ObITh ToiydeHa s mpotokona 1CP. 3amaua
nerektupoBanusi UDP-cepBucoB He Bcergja Moxer ObITh pemieHa. [lo3TomMy BbICOKas TOYHOCTh
ckaaupoBanusi UDP-cepBrcoB He TapaHTUPYETCS.

OnmHUM U3 CaMBIX PacHpOCTPAHEHHBIX MPOPECCHOHAIBHBIX CKAaHEPOB TOPTOB SIBISIETCS CKaHEp
«NMAP» (cm. puc. 2.11)


http://www.microsoft.com/technet/sysinternals/utilities/tcpview.mspx

e CAWINDOWS\system 3 2\emd. exe

sonmap 172.168.1.5

tarting Nmap 4.11 < http: swwuw.insecure.orgsnmap » at Z2007-09-24 02:47 Russian
aylight Time

Interesting ports on linuxl <192_168.1_5>:

ot shown: 1670 closed ports

ORT STATE SERUVICE

1-tcp open ftp

2stcp open ssh

I tep open domain

Dstcp open http

11/tcp open rpchind

32/tcp open nethios—ssn

4L tcp open microsoft—ds

024-tcp open kdm

B0 tcp open sucks

306-tcp open ql

AC Address: mm m1 4E On:=21:=11 <WIN Enterprisesl

map finizhed: 1 IP address (1 host wup? scanned in 0.532 seconds
SJnmap 192_168_.1.5 —p 80

tarting Mmap 4_.11 ¢ http:/A/wuww_insecure.orgsnmap > at 2007-09-24 02:47 Russian
aylight Time

Interesting portsz on linuxl €192_168.1_.5>:

ORT STATE SERUICE

Ostcp open http

AC Address:= OD: m1 4E:00=21:11 <WIM Enterpriszes?

map finished: 1 IP addresz €1 host wup? scanned in 0.217 seconds

- ﬂ

Puc. 2.11. Ckanep nmoptoB hmap

CkaHep nmap MOpTHPOBaH Ha OOJBIIMHCTBO pacnpocTpaHeHHbIX M1artdopm: windows, linux, FreeBSD,
OpenBSD u T.x1.

CBexylo uHpOpMalLUIO, CTaTbM, OWHapHble (aiylbl U HCXOJHBIE KOJbl MOXHO HalTH Ha
odunraapHOM caiite http://insecure.org/nmap/

2. llopsinok BbINOJHEHHS Pa0OTHI

1. U3zyuuts crek nporokosnos TCP/IP.

2. Haiitu onucanue npotokoinos IP, TCP u UDP B cootBetcTByromux RFC.

3. M3yuuTh yTHIUTHI netstat u tcpview: MpoaHaIM3HPOBATH TEKYIIHNE CETEBbIE COEIMHEHUS HAa CETEBOM
MalllHE, TOJYYUTh CTATUCTHKY IO MPOTOKOJIaM (ToJbKO Netstat)

4. W3y4uTh OCHOBHBIE KOMaH/bl CKaHepa mopToB Nmap. IIpockanupoBath M 3aUKCUPOBATH CETEBBIE
CIIy>KObI COCETHETO KOMITBIOTEpA.

w

. KOHTpoOJIbHBIE BONIPOCHI

Urto Takoe ceTeBoil mpoTOKOJI?

3ayeM HE00XO0AMMA CTaHAAPTU3ALINS IPOTOKOJIOB?

ITonsiTHE CTEKA MPOTOKOJIOB

3auyem BBeneHa Mosiens OSI/ISO

[Tepeuncnure ypoBHU cTreka npoTokosioB TCP/IP u kpaTko oxapakTepu3yiTe UX Ha3HAYEeHUE.
Yro Takoe IP-ampec?

B yem npunnunuansHoe oiimyue npotokosnoB TCP u UDP.

Yro Takoe coker?

3ayeM BBEJICH MEXaHU3M CETEBbIX MTOPTOB?

10. EcTp 1 pa3nuuue B MPOTOKOJIAX pealn30BaHHbIX, Hanpumep, g OC Windows u Linux?

LCoNoOR~WDNE


http://insecure.org/nmap/

JIABOPATOPHAS PABOTA Ne 3.

Pa3ouenue na noaACeETH

Heap padorsl: M3yunTs npaBuia agpecalun CETEBOTO YPOBHS, HAYUYUTHCS paCIpeeisITh apeca MExay
YYaCTHUKAMU CETHU Iepeiaul JaHHBIX .

1. OcHOBHBIE CBeICHUA

CeteBoil ypoBeHb OTBEYAET 32 BO3MOXKHOCTH JIOCTABKH MAaKETOB MO CETH Mepeauu JTAHHBIX —
COBOKYITHOCTH CETMEHTOB CETH, 00BEIMHEHHBIX B €JUHYIO CETh JIFOOOH CI0KHOCTHU MOCPEICTBOM Y3IIO0B
CBSI34, B KOTOPOW UMEETCsI BO3MOXKHOCTD JJOCTHKEHUSI U3 JIIOOOW TOUKHU CETH B JIIOOYIO IPYTYIO.

B cBs13u ¢ HEOOXOIUMOCTBIO MEPEHAIIPABIIATH MAKETHl U3 OJHOTO CETMEHTA CETU B IPYTOi, CETEBBIC
ajipeca JI0JKHBI YAOBJIETBOPSATH CIEAYIOIIUM TPeOOBaAHHIM:
e ajpeca JOJDKHBI OBITh YHUKAIbHGI. B CETH HE MOXKET OBITh HECKOJIBKHIX YYaCTHUKOB C
OJIMHAKOBBIMH aJI[pecaMy BO U30eKaHre HEOJTHO3HAUHOCTH
e CETEBOH aapec J0JDKEH COJepKaTh HH(POPMAIIHIO O TOM, KAK 00CMUYb NOY4amens 10 CeTH.
OTO NMPUBOAUT K CTPYKTYPHOCTH aJpeca — aapec pa30MBaeTCs Ha YacTH, TO3BOJIAIOIINE ONPEACTUTh
MECTOTIOJIOKEHUE YYACTHUKA BHYTPHU CETH.

CTpyKTypa MOXKET OBITh CIOJHCHOU MHO20YPOBHEBOl, HAIPUMEP aJIpeC COACPKUT MH(DOPMAIIHIO O CTpaHE,
o0JacTu, HaCeIEHHOM MyHKTe, MPeANpUiTHH, 3TaHUH, OT/IENE U T.JI. WU npOoCcmol, CoAepKaiied Homep
CETH M HOMEP KOMIIBIOTEpA B CETH.

[o croarcnoti cmpyxmype nerde mocTpOUTh MAPIIPYT MPOXOXKICHUS MMaKeTa, HO apec OKa3bIBAeTCs
CJIOKHBIM U TIeperpy>KeHHBIM YacTO HEHYHOW nHpopmanuei. [IpumepoM Takoil agpecanuu MOKeT
CIIYXXUTb JOMEeHHas aapecanus B MIaTepHer, 1o aapecy asu.bru.mogilev.by HeTpyaHO MOHATH, T/1€
HAXOJUTCS JaHHBIA yYACTHUK CETH U KaK JI0 HETO J0OpaThCs.

N IIpocmas cmpykmypa TI03BOIISIET 3HAYUTETLHO COKPATUTD pa3Mep ajpeca U COXpaHseT BO3MOKHOCTh
paboTHI B CETH JTIFOOOM CTPYKTYPHI, HO JJIsl TOTO MOTYT MOTPEO0OBATHCS CIIOKHBIE U, YaCTO, HE CTOJIb
OYEBU/IHBIE AJITOPUTMBI, KaK B IIPEABIAYLIEM CITyYae.

IIporokou IP

ApPXHUTEKTYpY CETEBOTO YPOBHS yI0OHO paccMaTpuBaTh Ha IMpUMeEpe ceTeBOro npoTtokoia [P — camoro
pacrpoCTPaHEHHOTO B HACTOSIEE BPEMsI, OCHOBHOTO MpOoTOKoJa cetu MHTepHeT. TepMuH «cTek
npotokosoB TCP/IP» o3nauaeT «Habop mpoTokosioB, cBsa3aHHbIX ¢ [P u TCP(mpoTtokomom
TPAHCIIOPTHOT'O YPOBHSI)».

Apxutextypa npotokosioB TCP/IP npeanasnadena s 00beJMHEHHON CETH, COCTOSIIEH U3
COEIMHEHHBIX APYT C APYIOM LIII03aMHU OTIEIbHBIX PA3HOPOIHBIX MAKETHBIX MOACETEN, K KOTOPBIM
MIOAK/IIOYAOTCS Pa3HOPOIHbBIEC MAIINHBI.

Kaxxnas u3 moaceteit paboTaeT B COOTBETCTBUU CO CBOMMU CHIEIIM(PUIESCKUMU TPEOOBAHUSMU U UMEET
CBOIO MPUPOJTY CPEACTB CBsi3u. OHAKO MPEANOIAraeTCs, YTO KaXK1ast MOJCETh MOYKET MPUHATH MMaKeT
uH(pOpMaIK (IaHHBIE C COOTBETCTBYIOIIUM CETEBBIM 3ar0JIOBKOM) U JOCTABUTH €T0 MO YKa3aHHOMY



azpecy B ’TOW KOHKPETHOU IOJCETH.

" He TpeOyetcs, 9TOOBI TIOJICETh TapaHTHPOBaAIa 0053aTEIBHYIO JIOCTABKY IMAKETOB U UMEJNA HAACKHBIH
CKBO3HOM MPOTOKOI.

Taxum 06p330M, JABC€ MalllMHbI, IOJKIFOYCHHBIC K 00HOU nodcemu, MOT'YyT 00OMEHUBAThHCS ITAKETaAMHU.

Korna HeoOxoauMo nepeaTh NakeT MKy MalIMHAMU, HOOKIIOUEHHbIMU K PA3HbIM NOOCEeMAM, TO
MalIuHA-OTIPABUTEIIb MOCHUIAET MAKET B COOTBETCTBYIOIIMNA NUTIO3 (IIUTIO3 MOKIIOUEH K MOJCETH TaKKe
Kak 0ObIYHBIN y3ei). OTTya nakeT HalpaBIseTcs M0 ONPEIEICHHOMY MapIIpyTy Yepe3 CUCTEMY
[IUTFO30B U MOJICETEMH, MOKa HE JOCTUTHET LUTI03a, MOAKIIOYEHHOTO K TOH K€ MOACETH, YTO U MalllhHA-
MOJTy4aTellb: TaM MaKeT HAMpaBJIseTCsl K MOIydaTelio.

Takum oOpa3om, azpec moaydaTelss JOJKEeH coiepkKarh B cede:

o HOMep (axpec) MoJceTu;

o HoMep (azpec) yyacTHUKA (XOCTa) BHYTPHU MOJCETH.
IP anmpeca npencraBusitor co0oit 32-x pa3psaHbie ABOUYHBIC YKcia. J[1s y100cTBa UX 3aUCHIBAIOT B
BUJIC YETHIPEX NECATHYHBIX YHCEN, Pa3/IeICHHBIX ToukaMu. Kaxoe 9ncio SBIsSeTCs NeCATUIHBIM
SKBHBAJIEHTOM COOTBETCTBYIOIIETo OaiiTa ajipeca (g ynoocTBa Oy1eM 3aluchbiBaTh TOYKU U B TBOMYHOM
U300paXKEHUH).
192.168.200.47 snsieTcst IECATUIHBIM 3KBUBAJICHTOM JIBOMYHOTO ajpeca
11000000.10101000.11001000.00101111
Huorpa npumenstoT aecsituaHoe 3HaueHue [P-anpeca. Ero jierko BeIYMCINTD
192*256°+168*256°+200*256+47=3232286767
WJIY ¢ IOMOLIbI0 MeToaa ['opHepa :
(((192*256)+168)*256+200)*256+47=3232286767
KonmaectBo pa3psaiaoB adpeca nodcemu MOXKET OBITh PA3IMYHBIM U ONIPEACTISCTCS MACKOL Cemu.
N Macka cemu Taxke SBISICTCS 32-X pa3psAIHBIM JBOMYHBIM YHCIIOM. Pa3psibl Macku UMEIOT CIIETYFOIIIHIA
CMBICT: €CITU pa3psll MaCKU paBeH 1, TO COOTBETCTBYIOUIHNI pa3psij aapeca sBISETCS pa3psaoM aapeca
nojiceTH, a ecym 0, To pa3psAa0M X0CTa BHYTPH MOACETH. Bee eTMHUYHBIC Pa3psibl MACKH (€CIIA OHH
€CTh) HaXOJIATCS B CTapIeil (JIeBOi) YaCTH MacKH, a HyJieBbIe (€CJIM OHU €CTh) — B MPaBoil (MIIaaIIe).

Hcxons 13 BeIlIeCKa3aHHOT 0, MaCKy 4aCTO 3aIllMCBIBAIOT B BUJIC YMCJIa CAUHUIL B Hel COACPpIKAIIUXCA.

255.255.248.0 (11111111.11111111.11111000.00000000) — siBisieTcst HPaBUILHOM MaCKOM
noaceru (/21), a

255.255.250.0 (11111111.11111111.11111010.00000000) — siBnsieTcsi HENPABUILHOMN, HETOTTYCTUMOIA.

HerpyaHo yBuaeTh, 4T0 MaxkcumanvbHulii pazmep noocemu MOKET ObITh TOJIBKO CTENEHbIO IBOWKH
(IBOMKY HAJI0 BO3BECTH B CTENIEHB, PABHYIO KOJIMYECTBY HYJEH B MackKe).

[Tpu nepenaye MakeToB UCHOJIB3YIOTCS NPABULA MAPUWPYMU3AYUL, TIIABHOE U3 KOTOPBIX 3BYUUT TaK:
«[TakeTpl yyaCTHHKAM CBOEH MOJICETH JOCTABIISIFOTCS HAMPSAMYIO,  OCTaTbHBIM — IO IPYTUM IIpaBUIIaM



MapIIpyTU3ALTI.

Taxum oOpa3om, TpeOyeTcst ONpeneIIuTh, ABISETCS JIU MOTyJaTelb WICHOM Hallei MOoACeTH UITH HET.
Macku npu 6eckiaccoBoit mapmpyTuzauuu (CIDR)

Macku nojiceTH SBJISIOTCSI OCHOBO# MeTosa OeckiaccoBoii mapuipyrusaimu (anrin. CIDR). Tpu atom
MOJIX0JIe MacKy MOJICETH 3anuchiBatoT BMecte ¢ [P-anpecom B hopmare «IP-agpec/konmuectBo
€IMHUYHBIX OUT B Mackey». Yucio mociue 3Haka apodu (T. H. [IMHA MpedHKca CeTH) 03HAYaeT KOJINIECTBO
€AMHUYHBIX Pa3psIOB B MacKe MOJCETH.
PaccmoTpum npumep 3anucu auanazona [IP-agpecos B Buge 10.96.0.0/11. B aTom cimydae Macka mojaceTH
Oyner umeTh qBoudHbI By 11111111 11100000 00000000 00000000, vt TO k€ caMoe B AECATUIHOM
Bujie: 255.224.0.0. 11 pazpspos IP-agpeca oTBOASATCS 1O aapec CeTH, a ocTaibHble 32-11=21 pa3psn
nostHOTO axapeca (11111111 11100000 00000000 00000000) — mO1 TOKANBHBIN aJIPEC B ITOU CETH.
Hroro, 10.96.0.0/11 o3navaer auamnaszon aapecos oT 10.96.0.0 mo 10.127.255.255.

IP/macka

a.b.c.d/32
a.b.c.d/31
a.b.c.d/30
a.b.c.d/29
a.b.c.d/28
a.b.c.d/27
a.b.c.d/26
a.b.c.d/25
a.b.c.0/24
a.b.c.0/23
a.b.c.0/22
a.b.c.0/21
a.b.c.0/20
a.b.c.0/19
a.b.c.0/18
a.b.c.0/17
a.b.0.0/16
a.b.0.0/15
a.b.0.0/14
a.b.0.0/13
a.b.0.0/12
a.b.0.0/11
a.b.0.0/10
a.b.0.0/9

a.0.0.0/8

Mo mocaennero IP

B MO/ICETH
+0.0.0.0
+0.0.0.1
+0.0.0.3
+0.0.0.7
+0.0.0.15
+0.0.0.31
+0.0.0.63
+0.0.0.127
+0.0.0.255
+0.0.1.255
+0.0.3.255
+0.0.7.255
+0.0.15.255
+0.0.31.255
+0.0.63.255
+0.0.127.255
+0.0.255.255
+0.1.255.255
+0.3.255.255
+0.7.255.255
+0.15.255.255
+0.31.255.255
+0.63.255.255
+0.127.255.255
+0.255.255.255

Macka

255.255.255.255
255.255.255.254
255.255.255.252
255.255.255.248
255.255.255.240
255.255.255.224
255.255.255.192
255.255.255.128
255.255.255.000
255.255.254.000
255.255.252.000
255.255.248.000
255.255.240.000
255.255.224.000
255.255.192.000
255.255.128.000
255.255.000.000
255.254.000.000
255.252.000.000
255.248.000.000
255.240.000.000
255.224.000.000
255.192.000.000
255.128.000.000
255.000.000.000

Taomuua 3.1. IPv4 CIDR

KoauuecTBo agpecoB  Kiaacc

1 1/256 C
2 1/128 C
4 1/64 C
8 1/32C
16 1/16 C
32 1/8C
64 1/4C
128 1/2C
256 1C

512 2C
1024 4C
2048 8C
4096 16 C
8192 32C

16 384 64 C

32 768 128 C
65 536 256C=18B
131 072 2B

262 144 4B
524 288 8B
1048 576 16 B
2097 152 32B
4194 304 64 B

8 388 608 128 B
16 777 216 256 B=1A


https://ru.wikipedia.org/wiki/%D0%91%D0%B5%D1%81%D0%BA%D0%BB%D0%B0%D1%81%D1%81%D0%BE%D0%B2%D0%B0%D1%8F_%D0%B0%D0%B4%D1%80%D0%B5%D1%81%D0%B0%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://en.wikipedia.org/wiki/CIDR

a.0.0.0/7 | +1.255.255.255 254.000.000.000 | 33 554 432 2A

a.0.0.0/6 | +3.255.255.255 252.000.000.000 | 67 108 864 4A
a.0.0.0/5 | +7.255.255.255 248.000.000.000 | 134 217 728 8A
a.0.0.0/4 | +15.255.255.255 | 240.000.000.000 268 435 456 16 A
a.0.0.0/3 | +31.255.255.255 | 224.000.000.000 536 870 912 32A
a.0.0.0/2 | +63.255.255.255 | 192.000.000.000 1 073 741 824 64 A
a.0.0.0/1 | +127.255.255.255 | 128.000.000.000 2 147 483 648 128 A
0.0.0.0/0 | +255.255.255.255 | 000.000.000.000 4 294 967 296 256 A

Omnpenenenne Tuana3oHa aapecoB MOJACETH.
OmnpeeneHne quana3ona aapecoB MOACETH MOXKHO MPOU3BECTH U3 ONPEACICHUS MOHATHSA MACKU:
o Te pa3psi/ibl, KOTOPhIE OTHOCATCS K apecy MOJICETH, Y BCEX XOCTOB MOJICETH JODKHBI
OBITbOOUHAKOBYL,
o azpeca XOCTOB B MOJICETH MOTYT OBITh J1H0ObIMU.
To ectb, ecu Harr aapec 192.168.200.47 u macka paBHa /20, TO 1Hana3oH MOYKHO OCYUTATh:

11000000.10101000.11001000.00101111 —aapec

111111121.11271111.11110000.00000000 —macka

11000000.10101000.1100XXXX. XXXXXXXX —1nana3oH ajgpecos
rze 0,1 — onpezneneHHble 3HAYSHUS Pa3psA0B,

X — nmroboe 3HaveHHE,

YTo MpUBOAMT K AUANIA30HY AJPECOB:

ot 11000000.10101000.11000000.00000000 (192.168.192.0)

n0 11000000.10101000.11001111.11111111 (192.168.207.255)
CrnemyeT yIUTHIBATh, YTO HEKOTOPHIC aJipeca SBISIOTCS 3aPEIICHHBIME HITH CITY>KSOHBIMU U VX HEJb3s
MCIIONIb30BAaTh JJIsl aIpECOB XOCTOB WM MOJIceTeil. DToaapeca, coaepKaiue:
e 0B nepsom wnu nocreonem Gaire,
e 255 B 1060m GaliTe (3TO MIUPOKOBEIIATENBHBIC aapeca),
e 127 B nepsom Gaiite (BHYTpEHHSS METIIS — 3TOT aJIPEC UMEETCS B KAXKJIOM XOCTE U CITYKHT IS
CBSI3bIBAHUSI KOMITIOHEHTOB CETEBOTO YPOBHS).

[ToaToMy mOCTYNHBIN AHana3oH apecoB OyAeT HECKOIbKO MEHbIIIE.
2. ITopsinok BbINOJIHEHUS PA0OTHI.
Hcnonp3ys cxeMy ceTH, IPUBEACHHYIO Ha CIEAYIOIIEM PUCYHKE, a TaKKe HH()OPMAIIHIO O KOJINYECTBE
KOMIIBIOTEPOB B OT/IeaX MPeapHUsITHs, pa30eiiTe ceTh Ha COOTBETCTBYIOIIEE KOJIMUECTBO MOACETEH.
Paz0Ouenne 10KHO OBITH ONTUMANIBHBIM, TO €CTh HE CIIEIyeT HCII0JIb30BaTh Ul OT/eNa MOACETh, €CIU
JI0OCTaTOYHO OyNIeT MOJOBHUHBI oJIceTH. B oTuere nmpusenure:

1. cxemy ceTH ¢ MOANMCAHHBIMH MO/ICETIMU

2. TapaMeTphI KaXIOH MOJICETH:



aapec cetd (B ABOMYHOM U JACCSITHYHOM BHJIC);
npedukc;

Macka (B IBOUMYHOM M JICCITUYHOM BHJIC);
IIMPOKOBEIIATEIbHBIN aapec

aZpec HUI03a;

MaKCHMaJIbHOE KOJIMYECTBO XOCTOB;

@00 o

KOJIMYCCTBO HCUCIIOJIB3YCMbIX aIPpECOB XOCTOB.

MapuwpyTtusatop b

MapuwpyTtusatop I

NHTepHeT

Otnen b
Pucynok 3.1. Cxema cetu nmpeanpusiTus
Tabnuua3. 2. BapuanTsl 3a1anuit
Ne Hcxonnas cetb KosmndecTBo KOMIBIOTEPOB B OTIENIAX
A b B
1 34.178.0.0 /16 3750 6793 1702
2 118.7.50.0 /24 7 9 27
3 39.221.98.0/24 |8 5 18
4 88.27.252.0 /23 | 30 9 46
5) 81.104.216.0 /21 | 48 120 249
6 7.50.128.0 /19 267 176 678
7 89.151.32.0/19 | 311 246 806
8 126.61.74.0/23 | 8 61 17
9 36.121.96.0/19 | 311 696 226
10 28.54.64.0 /19 957 153 274
11 67.253.0.0 /16 3656 1165 5086
12 77.75.0.0 /18 338 830 1403
13 5.63.168.0 /21 119 61 226
14 85.123.72.0 /21 | 189 51 72
15 72.241.3.0 /25 12 7 3
16 87.228.68.0 /22 | 26 45 71
17 46.41.64.0 /18 384 1535 675
18 57.214.86.0 /23 | 63 9 21
19 74.30.128.0 /19 | 346 179 732
20 88.61.128.0/20 | 366 77 130
21 10.58.180.0 /22 | 30 92 43
22 112.56.76.0 /22 | 23 114 60
23 2.78.160.0 /19 214 443 525
24 30.182.64.0/18 | 624 1700 358
25 75.39.128.0 /19 | 625 219 372




3. Conep:kanue oTyera

1.
2.
3.
4.

TUTYJIbHBIN JIUCT;

(bOpMYITUPOBKY IEJIA PAOOTHI;

OINMCAHUE PE3YIbTATOB BHIIIOJHEHUS;
BBIBO/IbI, COTJIACOBAHHBIE C IEJIbIO PaOOTHI.

4. KoHTpO/IbHBIE BONPOCHI.

1.

CoNoORWN

Uewm 3aHMMaETCs CETEBOM ypOBEHB?

UTto Takoe ceTh nepeavyn TaHHbIX ?

Kakue TpeboBaHMs NPEeIbIBIAIOTCS K CETEBOM aapecanun’?
MoHO 11 UCIIOJIB30BaTh B KauecTBe ceteBoro MAC-aapec?
Y10 TaKkoe Macka I0JICETH,?

KaxkoBa ctpyktypa IP-agpeca?

Uewm omnpenensieTcst pazmep nojaceru?

Kak onpenenuTs auamna3oH aapecoB B MOACETH?

Kax onpenenuts pazmep nojceru?



JIABOPATOPHAS PABOTA Ne 4

AHAJIN3 MAKETOB JIOKAJLHOM ceTH

ess padoThI: HayuuThcst moIb30BaThCS OCHOBHBIMH (DYHKIIMOHATEHBIMHE

BO3MOXKHOCTsIMU Tiporpammbl Wireshark.

OcHoBHBIE CBeIeHU A

Wireshark mpencrasiisier co6oit aHanmmu3aTop ceTeBOro Tpaduka ¢ rpapuaeckuM nHTephercom.
[TporpamMma 1o3BOJISIET IPOCMATPUBATh M aHAIM3UPOBATH MMAKETHI, TIOJTYYCHHBIC U3 CETEBOT0 HHTEepdeiica

WM paHee coOpaHHoOTrO (aiina

1. Ilopsinok BbINOJHEHHUS PAOOTHI:

B o0bpraHOM pekuMe paboThI ceTeBas KapTa yslia o0padaThIBacT TOJIBKO TE IMAKETHI, KOTOPHIC
a/lpecoBaHbl JIAaHHOMY Y31y, MJM K€ BCEM Yy3JlaM CeTH, €ClIM MaKeT HIMPOKOBeIaTesnbHbli. OnHako
CYIIECTBYET W JPYrod pexuM pabOThl CETEBOW KapThl — TaK HA3bIBAEMBIA HEpa3z00puuBblil peicum
(Promiscuousmode), B KoTopoM ceTeBasi KapTa MOJIy4aeT BCe NPOXOASIINE MO CETH MaKeThI.

[TockonbKy HaHHBIA pEXHUM TIO3BOJISIET TIPH ONPEACICHHBIX YCIOBHUSX IIEpEXBAThIBATH U
aHaM3UpoOBaTh TpaduK, NpeJHA3HAYCHHBIM [UIi 4YY)KHX Y3JI0B, MCIIOJB30BaHHE JaHHOTO peXuMa
SIBIISICTCS. HE3aKOHHBIM B DsiJie CTpaH, HO JaKe €CIHM 3aKOH HE 3allpeniaeT ero HMCIOJIb30BaHUE SIBHO,
nepexBaT YyXXHMX JAHHBIX MOXET IMPHBECTH K BO3HUKHOBEHMIO AaJMHHHUCTPATUBHON WJIM YTOJOBHOM
OTBETCTBEHHOCTH. TeM He MeHee, JaHHBId PEeKUM TIOJE3€H B pAAE CIydaeB aJMHHHUCTPATOpaM CETH,
MOCKOJIBKY MO3BOJISIET OTCIIEAMTH MpOOJIeMHBIN Tpaduk (Hampumep, MIHPOKOBEIATENbHBIA HITOPM) U
BBISICHUTH €T0 IPUYHHY.

Ananuzarop tpaduka (sniffer, cauddep) — 3To nmporpamma, npepHa3HAUCHHAS Ul TIepexBaTa
aHaJIM3a ceTeBOro Tpaduka.

IlocaenoBaTeIbHOCTH BHINIOJTHEHHUS paﬁoTbl

1) 3amycrute nporpammy VirtualBox.

2) BeiGepute 1 3amyctute BUpTyalibHyt0 Mamuny Ubuntu.

3) OTkpoiiTe TepMHUHAJ IBOHHBIM HIETYKOM I10 SIPJIBIKY Ha paboyeM CToJe.

4) Benute komany sudo wireshark.

5) V3HaiiTe naposib y npenogaBaresis U BBEIUTE €T

6) B cexuun Capture B okne nporpammbl Wireshark Beioepure natepdeiic ethO.

7) 3amyctute Opaysep FireFOX u oTkpoiitTe Kakoi-1mubo caiT, 3aKpoiiTe Opaysep.

8) C nomompio (uiabTpa Ha MaHENd HHCTPYMEHTOB OTQMIBTPYITE 3axBaueHHBIH Tpaduk,
OCTaBHB TOJILKO MakeThl mpotokosna TCP.

9) CkonupyiiTe B OTUET CTPOKM aHaIU3aTOpa Tpaduka, OTHOCALIMECS K CIEAYIOIIUM COOBITHIM

(ecru 3a Bpems 3axBaTa Tpaduka ObuTO ycTaHOBJIEHO Heckoibko TCP-coenunenuid, ynamure
U3 OTYETA JIUIIHUE CTPOKH):

a) ycranoBka TCP-coenuneHus;

b) nepenava JaHHBIX;

C) 3aBepuieare TCP-coennueHwus..



10)
11)

12)
13)

3akpoiite Wireshark (Ha BOmpoc mporpaMMbl O COXpPAaHEHHWH pPE3YJIbTaTOB OTBETHTE
OTPULATENBHO) U APYTHE OTKPHITHIE B BUPTYaJIbHOM MaIlIMHE OKHA.

3aBepmuTe pabOTy BUPTYaJbHON MAIIMHBL: BBIOEpUTE B MEHIO Mawuna TyHKT 3akpuime...,
otMmeTbTe yHKT Coxpanums cocmosanue mawunsl 1 HaxmMuTe KHonky OK.

JloxuTech COXpaHeHHs COCTOSIHUS BUPTYaJIbHON MAIlTHBI.

3akpoiite nmporpammy VirtualBox.

2. Coepsxkanue oTyeTa

NN E

1) TUTYJIBHBIN JTUCT;

2) hbopMyITHPOBKY LETTU pabOTHI;

3) onucaHue pe3ynbTaToOB BHIMOIHEHHUS;

4) BBIBOJIbI, COTJIACOBAHHBIE C LIEIbI0 PAOOTHI.

3.

KonTposbHbIe BONIPOCHI:

[IpennasHaueHne aHATU3aTOPOB CETEBOTO TpaduKa.

Uro Ttakoe cuuddep?

Crioco0bl ocylIeCcTBIIEHUS IIEpEXBaTa CETEBOIo Tpaduka.

Yro MoxeT ObITh OOHAPYKEHO B Pe3yJIbTaTe aHAIN3a CETeBOTO Tpaduka?

HanmenoBanue u pyHKIIMOHAIBHBIE BO3MOXHOCTH ITPOTPaMM- aHAJIM3aTOPOB CETEBOTO TpaduKa.
OcHoBHbIC (YHKIIMOHAIIBHBIE BO3MOXKHOCTH nporpammel Wireshark.

Otmmuust mporpammbl Wireshark ot tcpdump .

JIi1st uero npuMeHsieTcs Hepa30opuuBBIi (aHTI. PromiSCUOUS Mode) pexxuM ceTeBOil KapThl?



JIABOPATOPHAS PABOTA Ne 5.

CraTuyeckasi MapLIpPyTH3aALMS

Hean: wu3ydeHwe  MPOIECCOB  HACTPOMKMA  CTAaTUYECKUX  MapUIPyTOB  Ha
mapipytusaropax Cisco.

1. OcHOBHBIE CBeIeHUS

IloaxaroyeHne qyepe3 TepMUHAJ

Jis aAMMHHUCTPATUBHOTO TOJKIIOYEHUS K MapHIPyTU3aTOPY AOCTYIHBI HECKOJBKO CIIOCOOOB:
Yyepe3 HMHTEpHET, uepe3 TeledOHHBIM KaHal, depe3 TepMuHal. Eciu MapmpyTru3atop HaxOIHWTCS B
buznYeCKn AOCTYITHOM MECTE, TO CaAMbIM MPOCTBHIM CHOCOOOM JJisi MOJIKIIOYCHHS] U KOH(MUTYPUPOBAHUS
OyzeT MCHoJb30BaHME TEpMUHANIA. B KauecTBe sMylsiTopa TEpPMHUHAIa MOXXHO HCIIOJIB30BaTh JIO0YIO
nporpaMmy, KoTopas oOecreyuBaeT MOAKIIoUeHne K ycrpoiictBy uepe3 COM-mopt, Hampumep,
HyperTerminalumum Putty. [na ¢usnueckoro mMOAKIIOUEHUS KOMIIbIOTEpAa K MapIIpyTHU3aTOpy
Ciscoucmosb3yercst CrenualbHbIi KOHCOIBHBIN Kabeab CiSCoroyooro msera.
[Tocne 3amycka mporpamMmbl B HAcTpOHMKax TEPMHHAIBHOH CECCHU CJIEAYeT YCTAaHOBHUTH P
napaMeTpoB, KOTOPBIE TPEOYIOTCS 111 HOPMAJIbHOM paboThI:
e [lonkmouenune: COM1
Cxopoctb 6uT: 9600
butel naHHbBIX: 8
YeTHOCTB: HET
CronoBble OUTHL: 1
e VYhpaBieHHe MOTOKOM: HET
BonbmMHCTBO AMYISTOPOB TEpMUHATIA MO3BOJIAIOT COXPAHUTH YCTAHOBKH STHX MapaMeTpoB U
UCTIOJIB30BaTh MX MPH MOCIEAYIOINX MOIKITIOYCHHUSX.

Pexumebl padorsr Cisco 10S

Jlns obecnieuenns 6ezonacuoctu Cisco IOS mpenocraBisieT yeThipe pa3aIMyHbIX PEKUMA PabOTHI.
Kaxnplii 13 peXHMOB IO3BOJISET BBINOJHATH OIpPEACICHHbIE MHOXECTBA KOMAaHJ, U BH3YaJIbHO
OTIINYACTCA NPUTITaAICHUEM KOMaHHHOfI CTPOKH.

1. Ilonv3oeamenvckuii pexcum

JIaHHBIII peXUM MPEAOCTaBISAECT OTPAHWYEHHBbIE BO3MOXXHOCTH, B HEM pa3pelieHbl JUIIb
HEKOTOpble 0a30BBIE ONEpauuu i MOHUTOpUHra. OH HE IMO3BOJISET BBHINOJHATH HUKAKUE KOMAaHIbI,
KOTOpBhIE MOTYT HM3MEHUTh KOH(Urypanuio ycrpoictBa. [lpurianieHne KOMaHIHON CTPOKH B 3TOM
pEKUME BBITJISIIUT CIEYIOIINUM 00pazoM:

Router>

BMmecto cnoBa Router crmeBa OT 3Haka peXuUMa MOXET CTOSTh JPYroe HMs, 3aJaHHOE
M10JIb30BATEJIEM.



2. Ilpusunezuposannsiii pexicum

BoinonHenne KOHQUIypallMOHHBIX WM  YOPABISAIOIIMX KOMaHJ TpeOyeT BXOXKACHHUS B
IPUBWIECTMPOBAaHHBIN pexkuM. KomMaH1Hast CTpOKa B 3TOM PEKUME BBIIJISIUT TaK:

Routertt

Jlia nmepexona B IPUBWIETMPOBAHHBIM PEKUM HUCIOJIB3YETCsl KOMaHJa enable, s Bbixoga —
disable.

B paGounx ceTsax BXOJ TNPHUBWICTUPOBAHHBIA PEXHM MOXET TpeOOBaTh aBTOpPU3AIUU
noJsib3oBarens. M3HauanpbHO MapuipyTHU3aTOPhl MOCTABISIFOTCS OO 0e3 maposis, 1ub0 ¢ JOTHHOM U
naposieM cisco/ cisco.

3. Pestcum 2nobanvnozo Konghuzypuposanusn

N3 pexuma rrnobanbHOW KOHGUTYpAlMM MOXKHO JelaTh H3MEHEHHUs, KOTOpbI KacaroTcs
yCTpOHCTBa B wLenoM. Takke MaHHBIH PEXUM TO3BOJSET BXOAUTH B PEXHUM KOH(MUTYPUPOBAHUS
omnpezaeneHHoro unrepdeiica. [Ipurnamenue KOMaHIHOM CTPOKH B 3TOM PEKUME BBITJISAUT TaK:

Router(config)#

Jlns BXoJla B PEKUM TJI00AILHOTO KOH(UTYpHPOBAaHUS MCHOJIB3yeTcss KoMmaHAa configure c
HOCJEIYIOIMM YyKa3aHueM crocoba mepenadd KoHuUrypauuoHHod uHpopmanuu. Hanpumep, eciu
KOH(HUTyPHPOBAHKE OCYIIECTBISIETCSA C TEPMHUHANA, TO KOMaH/a Oy/IeT BHITIISIIETh CISIYIOIUM 00pa3oM:

Router#configureterminal

Bxon B pexum rino0asbHOr0 KOH(GUIYPUPOBAHHS BO3MOXKEH TOJBKO W3 MPUBHIETMPOBAHHOTO
pexuma.

4, Pestcum xonghuzypuposanus unmepgeiica

JIaHHBI peXuUM TpeAcTaBisgeT CcoO0OH OJHO M3 TMOAMHOXECTB peXHMa TIJI00aIbHOTO
KOH(UIypHpOBaHUs M IO3BOJSET HAcTpauBaTh OJUH W3 JOCTYIHBIX CeTeBBIX MHTepdeiicoB (Fao/o,
S0/0/0 u t1.xa.) Ilomumo pexuma KOHGUIYpHUpOBaHUS HUHTep(elica CYHIECTBYIOT TaKKe PEXKHUMBbI
KOH(QUTypHpoBaHUs JHUHUN ((PU3NYECKUX WM BUPTYAIbHBIX), @ TaKKe PEXKHUMbl KOH(QUTYpUPOBAHMS
IPOTOKOJIOB MapuipyTuzaropa. Bce W3MeHeHHs, BHOCHMBIE B KOH(UTYpalMI0 MapuipyTH3aTopa B
JTAHHOM DPEXUME OTHOCATCS TOJBKO K BbIOpaHHOMY uHTepdeiicy. Ilpurnamenue KoMaHIHOW CTPOKH B
9TOM PEKHMME BBITIISIIUT CIETYIONIIM 00pa3oM:

Router(config-if)#

Jns BXoga B JaHHBIA pPEXUM HCIONB3yeTcs KomaHna interface. Hampumep, nns
koH(purypupoBanus uHtepdeiica FastEthernet /0 ciemyer BEIOIHUTH KOMaHIY

Router(config)#interface fastethernet 0/0

KomanasiCisco 10S

Cisco IOS mpemocTasisieT aIMUHUCTPATOPy MIMPOKHUK HAOOpP KOMAHJ JUIsi YIpaBJieHUs paboToi
MapuIpyTU3aTopa U €ro JuarHoctuku. Ilpu BeIOOpEe KOMaHIbI ClieyeT NMOMHMTB, YTO Kaxaas M3 HHUX
MOKET OBITH npeaHazHaduycHa IJId pa6OTI)I TOJIBKO B OIPCACIICHHOM PCKUME, IIPU MNOIBITKE BBIITOJIHUTH
JaHHyl0 KoMmaHay B apyroM pexume Cisco IOS e€ e omo3naer. Hampumep, xomanma hostname,
KOTOpas IMO3BOJACT U3MCHHUTH BHYTPCHHCC MM MapUIpyTHU3aTOpa, MOXKCT OBITh BBINIOJIHEHA TOJIBKO B
pekume 17100a1bHOT0 KOH(QUTYPUPOBAHUS:



Router>enable

Router#config t
Router(config)#hostname RtA
RtA(config)#

JleiicTBue psiga KOMaHA MOXKET ObITb OTMEHEHO BBIIOJIHEHHEM KOMaHIbl CO CHElHaIbHOM
MPUCTABKOW NO, HAIpUMEP, 711 OTMEHbI IEPEUMEHOBAaHUSI MapIIPYTHU3aTOPa CIAEAYET BBHIOJHUTH TaKyIO
KOMaHAy:

RtA(config)#no hostname
Router(config)#

Eme OJHa Ba)KHasd KOMaH/a, KOTopas HMCET MHOXKCCTBO JOIIOJTHUTCIBHBIX IIapaMCTPOB H
HCIIOJIB3YCTCA B PA3HBIX PEKUMAX — ITO KOMaHIOa show. HaanMep, YTOOBI MMOCMOTPETh TCEKYLIYIO
KOH(bI/IpraI_II/IIO MapuipyTusaropa, CJICAYCT BbIIIOJIHUTE KOMAaHIAY

Router#showrunning-config

Cisco I0S oto0pa3ut Ty KOH(UTypaLuo, KOTopas SIBJSETCS aKTyalbHOW B JaHHBIH MOMeHT. J{is
IpocMOTpa KOH(pUIypalMy MapuipyTu3aTopa, KOTopas OyAeT NpuUMEHEHa B ciyyae Iepe3amycka HId
c00s1 MUTaHMsI, CIYXKHUT Ta e KoMaHJa Show, TOIbKO ¢ JpyTUM [apaMeTpOM:

Router#showstartup-config

BeiBonuMas 3ToM M ApyruMu KoOMaHJaMu HUHGOpMalus MOXKET HE IIOMEIIaTbCsi B OKHE
tepmuHaia. B atom ciryuae Cisco IOS nmprocTaHOBHUT BBIBOJ M HAIEYaTaeT CTPOUKY

--More--

B sToM ciiyuae cnenyer Haxath MO0 kiaBuily pob6en, KoTopast BBIBEAET CIEAYIOIINE CTPOKU
Ha TepMHUHaJ, 1160 Enter, koTopas BeIBEET TONBKO OAHY CIEAYIOUIYIO cTpoKy. HaxaTtne koMOMHaIuu
Ctrl+C npepBér BrIBOA TekcTa U BepHET npurinamienue Cisco 10S.

bonpumucTBo KoMang Cisco IOS MoryT ObITh COKpAIEHBI 10 HECKOJBKUX MEPBBIX OYKB: TakK,
BMecTo configure terminal moxno mucate config t, a Bmecro fastethernet — mpocto
fa.CokparieHust yCKOpstoT paboTy, OJJTHAKO YCIIOKHSIOT IOHUMaHKE, TO3TOMY HE CTOUT YPE3MEPHO UMHU
YBIIEKAThCSL.

Kongurypauus unrepdeiica

Kak yxe oTmeuanoch BbIlIe, pexuM KOHGUTYpHpOBaHHUS WHTepdeiica MO3BOISIET YMPaBIAThH
Ka>XXIbIM HHTep(l)eﬁCOM HC3aBUCHUMO OT OCTAJIBHBIX. ,HJ'I?I BXOJa B )I&HHI:IfI pe)KI/IM cnenyeT HNUCITIOJIb30BaAThH
KoMaH1y interface B olHOM U3 CIEAYIOMNUX BAPUAHTOB:

Router#interface Tun nopt
Router#interface Tvn cnot/nopT
Router#interface Tun cnot/nogcnot/nopT

OO6wruHO 15 pusnuecknx UHTEpPEiicoB 0003HAUCHHS TUTIA, CJIOTA, MOACIOTA U TIOPTa HAMCAHBI
pamom c¢ camuM uHTepdeiicom. s BeIKIIOYEHUs WHTepdelica caykut komanaa shutdown, nmms
MOBTOPHOTO BKIJIIOUEHUS — KOMaHaa hoshutdown:



Router(config-if)#shutdown
Router(config-if)#no shutdown

Wutepodeiicy moxer ObITh Ha3HaueH [P-aagpec u macka ceTu:
Router(config-if)#ip address 192.168.1.1 255.255.255.0

Ecnu unTepdeiicsl 1ByX MapmpyTH3aTOpPOB COEIMHEHBI MeX1y coOoi, To [P-anpeca kaxaoro u3
uHTEepHErCOoB JOKHBI HAXOAUTHCS B OJTHOW MOACETH!
Jlist BBIXOAA M3 pekuMa KOHGUTyparuu naTepdeiica ucnoyb3yercs komanaa exit:

Router(config-if)#exit
Router(config)#

KomaHabl MOHUTOPHUHT A

[[J'ISI IMPOBCPKHU CBA3H Me>1<z[y yCTpOﬁCTBaMH CCTU MOXKHO HCIOJIB30BATh KOMAaHAbI ping n
traceroute:

Router#ping 192.168.1.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echoes to 192.168.1.2, timeout is 2 seconds:

.....

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Kaxnpiii ICMP-naker, Ha KOTOpBIM ObUI TMOMYy4E€H OTBET, O0O3HAYAETCS BOCKIUIATEIBHBIM
3HAKOM, KayK/JbIi IOTEPSHHBIN MaKET — TOYKOM.

Router#traceroute 192.168.1.2
Type escape sequence to abort.
Tracing the route to 192.168.1.2

1 172.16.0.253 8 msec 4 msec 8 msec
2 10.0.0.254 16 msec 16 msec 8 msec

3 192.168.1.1 16 msec * 20 msec

JUis  mpoBepkH  cocTOsiHUSL  MHTepdelica MOXHO  HCIOJIb30BaTh KomaHay show ¢
JIOTIOJIHUTEIbHBIMU MIapAMETPaAMU:

Router#show ip interface brief

Interface IP-Address OK? Meth. Status Protocol
FastEthernet@/0 192.168.1.1 YES NVRAM up up
Seriale/e/1 unassigned YES unset adm. down down

I'nsaast Ha BBIBOA JaHHOM KOMaH Ikl (4aCTh TEKCTA OIMYIIEHA) MOXKHO OIPEIeNIUTh, YTO HHTEpPecy
FastEthernet0/0 nasnauen [P-ampec 192.168.1.1, nocineaHune ABE KOJIOHKH OIPEACTSIOT CTAaTyC
uHTepdeiica — y BKIIIOUEHHOr0 paboTocnocoOHOro uHrepderica o6a napaMerpa 10JKHbI UMETh 3HaUEHHE
up. 3nauenue administratively down o3nauaer, uro uHTEpdEiic ObUT OTKIIIOUEH aIMUHUCTPATOPOM.

Crarnyeckass MapIIpyTH3aLUsA

Cratuueckass MapuipyTU3alusi MpeanojaraeT (UKCUPOBAHHYIO CTPYKTYpY CETH: KaKIbIi
MapILIPyTHU3aTOp B CETH TOYHO 3HAET KyJa HY>KHO OTIPABISTH MakKeT, 4TOObI OH ObUI JOCTaBJIEH IO
HazHaueHuto. C OAHOW CTOPOHBI, 3TO ympouiaer pabdoTy aAMHUHUCTpATOpa B HEOONBIIMX CETAX —



JOCTAaTOYHOOJMH pa3 IMpoONUcaTh BCE MAapUIPYThl; Takas KOHQUrypamus He OyaeT co3/1aBaTh
JOTIOJTHUTEIBHBIN CITy)eOHbIM Tpaduk BHYyTpu cethn. C Ipyrol CTOPOHBI, €CIIU CETh JOCTaTOYHO
OosblIasg, TO pyyHas HACTpOilka BCEX MAapLIPYTU3aTOPOB SIBJISETCA YTOMUTEIBHBIM JI€JIOM, HE
UCKJIIOYeHBbl M OmMOKHU. boiee TOro, mpu M3MEHEHUH TOMNOJOTUU CETH HYXHO OYyIeT BpPYUHYIO
NepeKOH(PUTYpUPOBATH KAXKI0E U3 CETEBBIX YCTPOUCTB.

PaccmoTpum cTatnueckyro MapuipyTu3aluio Ha npuMmepe. Eciu 1Ba MapuipyTuzaropa coeilnHEHbI
MEXy COOOM, TO KaXKIABIH U3 HUX 3HAET O TOM, KaKasi CeTh MOAKIII0UYEHA HETIOCPEICTBEHHO K HEMY:

RtA RtB
% 192.168.1.1 192.168.1.2 %
Fao0/1 Fa0/0
Fa 0/0 Fa0/1
10.1.0.0 /16 10.2.0.0 /16

Puc.5. 1. Cetp U3 ABYyX MapuipyTH3aTOPOB.

Tak, mapmpyruzatop RtA 3HaeT, 4To /I OTHpaBKM Takera B ceTh 10.1.0.0/16 HYXKHO
UCIoNb30BaTh uHTepdeiic Fa ©/0, a cerp 192.168.1.0/24 mnoaxiaoyeHa HEMOCPEJICTBEHHO K
untepdeiicy Fa 0/1, omqHako oH HUYEro He 3HAeT o ceth 10.2.0.0/16. g Toro, 9To0Bl MAKETHI
MOTJIM OBITh JIOCTABIEHBI B MPAaBWIBHYIO CEThb, HY)XHO COOOHIMTH MapiipyTtuzatopy RtA, uro onHm
JOJKHBI OBITH OTHpaBIEHBl HAa Mapuipytuzatop RtB, xoTopslii, B cBOIO ouepenb, 3HaeT o cetu RtB.
Jlenaercs 3TO ¢ MoOMOIIBI0 KOMaHIbI 1p route, B kadecTBe mapameTpa KOTOPOH yKa3bIBaeTcs JHOO
COOTBETCTBYIOIIUN  6bIX0OHOU WHTEpQEiic TeKyllero MaplipyTuzaropa, 00 aapec 6xXxo0H020
uHTEepdeiica MapmpyTu3aTopa Ha3HaueHus. Takum 00pazom, o0e clenyrommne KOMaH bl SKBUBAJICHTHBI:

RtA(config)#iproute 10.2.0.0 255.255.0.0 192.168.1.2
RtA(config)#ip route 10.2.0.0 255.255.0.0 Fao/1

Opnnako ecnu Tenepb nmonpoOoBath U3 cetd 10.1.0.0/16 BRIIOIHUTH KOMaHAY Ping c axpecom
Ha3HaueHUs B ceTd 10.2.0.0/16, To pe3yabTaThl HO-NIPEKHEMY OYAYT HEYJOBIETBOPUTEIBHBIMU. DTO
MMPOUCXOAUT MMOTOMY, YTO IAKCTHI B CETh HAa3HAUCHUA NOCTABJIAIOTCA, HO OTBCTHI O6paTHO HE A0XO0IiT,
Beqlb MapuipyTtusarop RtB Hudero He 3Haer o cetu 10.1.0.0/16, mostomy it Mapuipytuzatopa RtB
TaKXke He00XO0AUMO MPOMKUCATh CTATUYECKUE MAPILPYTHI.

Jia xpaHeHus vH(oOpManuu 00 M3BECTHBIX MapUIpyTaxX MapIIpyTHU3aTOp HCIOJb3YET TaOIuIly
Mapupyrusanuu. IIpocMoTpeTs €€ MOKHO C TOMOIIBIO CIIENYIOIIEH KOMaHIbL:

RtA#showiproute

Codes: C - connected, S - static, I - IGRP, R - RIP
B - BGP, D - EIGRP, EX - EIGRP external, O - OSPF
IA - OSPF inter area, N1 - OSPF NSSA external type 1

N2 - OSPF NSSA external type 2, E1 - OSPF external type
E2 - OSPF external type 2, E - EGP, i - IS-IS
L1 - IS-IS level-1, L2 - IS-IS level-2,

ia - IS-IS inter area, * - candidate default
U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
S 192.168.1.0/24 is directly connected, FastEtherneto/1

C 192.168.2.0/24 is directly connected, FastEtherneto/1
C 192.168.3.0/24 is directly connected, FastEtherneto/o



B mepBoif wacTu BbIBOga 3TOW KOMaHABI NpHBEIEHA JIETEHJIAa — OOO3HAYEHHs KOJOB KaXKIOH
3anucu U3 Tabmuilsl MapuipyTtusatopa. Hanpumep, ko C o3HavaeT, 4yTO JaHHasl CETh HEMOCPEICTBEHHO
HNOJKJIIOYEHA K OJHOMY M3 MHTepdeiicoB, KO S — 4YTO JaHHBIM MapuipyT OblL1 100aBIE€H BPYYHYIO
(mo’TOMY OH Ha3bIBAETCSl CTATHUECKUM), KOA R — YTO AaHHBIA MapHipyT ObUI HOJY4YEH B pe3yibTare
pabotel mpotokona RIP u T.1. Huxke uayT HEmocpeICTBEHHO caMU MapIUPYThl: A KaKIOro M3 HHUX
yKa3aHa CeTh Ha3HAueHHs, KOJUYECTBO OWT CETH B ajpece, a Takxke HHTepdelc, B KOTOpwId Oyner
OTIIPABJICH MAKET /IS JOCTAaBKU B HYKHYIO CETb.

2. llopsAaAoK BHINOJTHEHUS] padOThI

1. Bamycrute Cisco Packet Tracer coeuHUTh U HACTPOUTH MAPILIPYTH3ATOPHI JIJIsl pabOTHI B CETH CO
CJIEAYIOUIEH TOMOJIOTHUEH.

RtB RtC
@ 192.168.1.5 192.168.1.6 @
192.168.1.2 192.168.1.9
192.168.1.1 162.168.1.10
RtA RtD

Puc. 2.1. CeTb U3 4eTHIPEX MaPIIPyTH3ATOPOB.

N

CoeanHNUTE COOTBETCTBYIOIINE OPTHI MAPIIPYTU3ATOPOB NEPEKPECTHBIMU KaOEISIMHU.
3. 3amycTuTe TepMUHAIBHYIO Iporpammy, Hanpumep, HyperTerminal u oTkpoiite TepMHHAIBHYIO
CECCHIO C HY)KHBIMHM ITapaMeTpaMHu.
[ToakarounTe KOHCOJIBHBIN Kabeb K MepBOMY MapUIpyTHU3aTOPYy.
5. Tlonb3ysich TEpMUHAIIOM:
a) BOMIUTE B PeXKUM ITI00ATBHON KOH(UTYpAIIUH;
b) wu3menute uMs MapiipyTusaropa Ha RtA;
C) HacTpoiiTe HHTepdeic, K KOTOPOMY MOAKIIIOYECH COCSHUN MapIIpyTU3ATOP:
I. BoWAMTE B pe)HM KOHPUTYpHpOBaHuUs HTEep(deiica;
ii. 3amaiite IP-ampec ams manHoro uHTEepdeiica;
iii. akTuBUpYy#Te HHTEpdEiic;
IV. BBIIUTE M3 peKUMa KOHDUTYpHpPOBaHHs HHTEpderica;
d) ecnum y MapuipyTuszaTopa HCIONB3YIOTCS Ipyrue HHTep(EHChl, TO MOBTOPUTE IIAr C s
KQKJIOTO U3 HUX;
€) NpONHUIINTE CTaTHYECKHE IyTH Ui KaXKJOW CEeTH, KOTOpash HE SIBJISIETCS COCEIHEH JUIs
JTAHHOTO MapIIpyTH3aTopa;
f) BeliguTE M3 pexMMa rI100aNBbHON KOH(UTYpanuy;
6. TloBTOopWTE MYHKTHI 3-4 ISl KQXKJIOTO MapIIpyTH3aTOPA.
7. BpimonHuTE MPOBEPKY CBSI3U MexAy Mapuipytuzaropamu RtA um RtD B 0Ooux HampaBieHHUSX C
MOMOIIBbIO KOMaH ping u traceroute.
8. B oruere oTpazute crieAyONIy0 HHPOPMAITUIO TI0 KAXKIOMY MapIIpyTH3aTOpy:
a) KOMaHJbl, HEOOXOAUMBIE [Tl KOH(UTYpAINH, C TIOSICHEHUSIMH CYTH KaXK10H KOMaH/IbI,
b) Tabmuiy mapipyrusanuu;
C) pe3yabTaThl BHIMOJIHEHUS KOMaHa ping u traceroute.

e



2. ConepxkaHue oTyeTra
1) TUTYIBHBII JIUCT;
2) bopMyIUpOBKY 11€7IH pabOTHI;
3) onucanue pe3yJbTaTOB BBITOJIHEHUS;

4) BBIBObI, COIJIACOBAHHBIC C L CIIBIO pa60TbI.



JIABOPATOPHAS PABOTA Ne6

N3yuyenue yruaut TCP/IP B OC Windows

Heab: HayduTHCS NOJIB30BATHCSA AUATHOCTUYECKUMH YTUIIUTAMU, TPEAHA3HAYEHHBIMU JIJIs IPOBEPKHU
KOH(UTYpAIMH CTEKA U TECTUPOBAHUS CETEBOTO COSAMHECHUS

1. OcHoBHBIE CBeICHUSA

JAuarnocrnuyeckne yruiautbl TCP/IP
B cocra TCP/IP BXomsT IOMAarHOCTUYECKUE YTHJIMTBI, IpPEIHA3HAYCHHBIC JUIS IPOBEPKH

KOH(bI/IpraI_II/II/I CTC€Ka U TECTUPOBAHUA CETCBOTI'O COCIMHCHU.

YrTuiaura

IIpumenenue

hostname

BriBoguT umst gokansHOro Xocta. Mcnonb3yercs 0e3 mapaMeTpos.

ipconfig

BeiBoauT 3HaueHust 1uis Tekyiiei kondurypamuu creka TCP/IP: IP-aapec,
MacKy IMOJICETH, ajpec IIIro3a no ymoavanuio, aapeca WINS (Windows

Internet Naming Service) u DNS (Domain Name System)

ping

OcylecTBisieT MPOBEpKY MpaBwibHOCTH KoH(purypupoanuss TCP/IP u

IMPOBEPKY CBA3U C YAAJIICHHBIM XOCTOM.

tracert

OcymiecTBISIET MPOBEPKY MapHIpyTa K YyJaJICHHOMY KOMIIBIOTEPY MyTeM
ornpaBku 9xo-makeroB nporokona ICMP  (Internet Control Message
Protocol). BsIBOAMT MapiipyT MPOXOXKICHUS MAKETOB Ha YIAJCHHBIH

KOMITBIOTED.

arp

BeiBoguT st mpocMoTpa M M3MEHEHMsI TaOJUIly TPAHCISLHUHA aJIPECcoB,
UCTIOIB3YEMYIO MTPOTOKOJIOM paspemieHus aapecoB ARP (Address Resolution

Protocol - ompenenser jgokanbHbIi aapec mo IP-aapecy)

route

Moauduuupyer tabmunsl Mapumpytuzanuu IP. OtoOpaxkaer coaepxumoe

TabJIMLbI, TOOABISET U yaaaseT MapmpyTsl IP.

netstat

BbIBOIUT CTAaTUCTHKY U TeKyIIyt0 HHopManuio o coequnenuio TCP/IP.

nslookup

OcyuiecTBisieT MPOBEPKY 3aIUCEl M JOMEHHBIX IICEBJOHHMOB XOCTOB,
JOMEHHBIX CEPBUCOB XOCTOB, a TaKkXe HHQOpPMAIMK OINepaluoHHON

CHCTEMBI, ITyTeM 3arpocoB Kk cepsepam DNS.




IIpoBepka npaBuiasHocTH KoHurypauuu TCP/IP ¢ momomsio ipconfig.

[Ipu ycrpanenuu HewcrpaBHOCcTel W mpobiaem B cetu TCP/IP ciaemyer cHadama MpOBEPHTH
npaBWiIbHOCTH KoHburypamuu TCP/IP. [Ins storo ucnons3yercs yrunuta ipconfig.

Orta KOMaH/a MoJIe3Ha Ha KommbloTepax, pabdoratommx ¢ DHCP (Dynamic Host Configuration
Protocol), Tak kak JaeT moib30BaTeIsiM BO3MOKHOCTh ONPECIHTh, Kakas koHpurypauus cetu TCP/IP u
KaKWe BEJTMYMHBI ObUIH YCTaHOBJICHBI ¢ ToMmoniso DHCP.

CuHTakcuc:

ipconfig [/all | /renew[adapter] | /release]

ITapamerpsbi:

all BBIJIACT BECh CIIMCOK IMapaMeTpoB. be3 atoro kioya orodOpakaeTcst Toibko |P-

aJipec, MacKa U I3 10 YMOJYaHHUIO;

renew[adapter] obGnoBisieT napamerphl KoHuryparu DHCP s ykazaHHOTO ceTeBOro

ajianTepa;

release[adapter] ocBo6oxmaet Boienennsiii DHCP IP-aapec;

adapter — umst ceTeBOro ajanTepa;
displaydns BBIBOJIUT UH(GOPMAITHIO O COACP)KIUMOM JIOKATbHOTO K3ma kireHTa DNS,
UCTIOJIB3YEMOTO ISl pa3perieHus] JOMEHHBIX UMEH.

Takum oOpa3om, yrunuta ipconfig mo3BosisieT BBIACHUTH, MHUIUAIN3UPOBAHA JTH KOH(PUTYpaIHs
u He nyonupyrores nu IP-agpeca:

- ecnu KOH(UTypalus HHUIIMAIU3UpOBaHa, To nmoseusieTcs IP-agpec, macka, o3,

- ecmu IP-agpeca nyonupytores, To macka cetu oyaet 0.0.0.0;

- ecnu npu ucnonp3zoBanu DHCP xommerorep He cmor momyunts IP-aapec, To oH OyneT paBeH

0.0.0.0.
TecTupoBaHue CBSI3H C HCHOJIb30BAHHEM YTHIIMTHI PiNg.

VYrunura ping (Packet Internet Grouper) ucnons3yetcs asisi npoBepku KoHdurypuposanus TCP/IP
M JMAarHOCTHKH OImMHUOOK coenuHeHns. OHa ompenensieT JOCTYMHOCTh H  (YHKIMOHHPOBAHHE
KOHKPETHOro xocTta. Mcnonp3oBanue PiNg JTydmimii Cocod MPOBEPKH TOrO, YTO MEXAY JIOKATbHBIM
KOMITBIOTEPOM U CETEBBIM XOCTOM CYIIECTBYET MapIIpyT. XOCTOM Ha3bIBaeTcsi Jr000e CceTeBoe
YCTPOMCTBO (KOMITHIOTEP, MapIIPpyTH3aTOp), OOMEHWBaromieecss WH(popMalnuend ¢ JAPYTMMH CETEBBIMU
ycrpoiicrBamu o TCP/IP.

Komanya ping mpoBepsieT coeiMHEHNE ¢ yIAICHHBIM XOCTOM ITyTEM OTIPaBKU K ATOMY XOCTY 3XO-
nakeToB ICMP u mpociymuBanusi 3X0-0TBeTOB. PiNQ 0XuaaeT KaXIblid MOCIAHHBIN MAKeT W IedyaraeT
KOJIMYECTBO TIEPEeIaHHBIX M MPUHSATHIX MMakeToB. Kaykaplii MpUHATHIN MaKeT MPOBEPSETCS B COOTBETCTBUH
C TIepelaHHbIM cooOIIeHueM. Eciu CBsI3b MEXIy XOCTaMHU IJI0Xas, U3 COOOIICHHI PING CTaHET sCHO,

CKOJIBKO ITaKETOB MOTCPAHO.



[To ymomvanuio mepemaercs 4 sxo-makera JIMHOW 32 Oalita (BO3MOXHBI M JIPyrd€ BapHUaHTHI
3HAYCHUS IO YMOJIYAHUIO) - TEPHOAMYECKas IOCIIEI0BaTEIbHOCTh CHMBOJIOB aii(haBUTa B BEPXHEM
peructpe. Ping mo3Bossier U3MEHUTh pa3Mep M KOJIMYECTBO MAKETOB, yKa3aThb, CICIYET JIM 3aIMChIBAThH
MapLIpyT, KOTOPbI OHA MCHOJIB3YeT, KaKyI0 BEIMYUHY BpeMeHH ku3HH (ttl) ycranaBnmmBath, MOXHO Jin
(parMeHTHpOBATH MakeT U T.A.. [Ipy monydeHun oTBeTa B Toiie time ykaswiBaeTcs, 3a Kakoe BpeMs (B
MIUTHCEKYH/1aX ) OTHPABJICHHBIA MaKeT JOXOAMT JI0 YIAJIEHHOTO XOCTa M BO3Bpalmaercs Ha3al. Tak Kak
3HAYCHHE 10 YMOJYAHUIO JUIsl OKUJAHUS OTKIMKA paBHO | CEeKyHHe, TO BCE 3HAUYEHHUS JAHHOTO TOJI
oynyr menbine 1000 mummcexkyna. Eciu Bbl monydaere coobrinenue «Request time outy» (ITpeBbiiren
UHTEpBaJl 0XKUJAHUA), TO, BO3MOXHO, €CIIM YBEJIUYUTh BpeMs OXMJAHMs OTKJIMKA, IMAaKeT JOWIET 0
YIAJIEHHOTO XOCTa. ITO MOXKHO C/I€aTh C IOMOUIBIO KiItoya —W.

Ping MoxHO McHONB30BaTh 1Jis TecTupoBanus kak uMeHn xocta (DNS wmu NetBIOS), tak u ero IP-
anpeca. Ecmu ping ¢ IP-agpecoM BBINONHUIACH YCICIIHO, @ C UMEHEM — HEyIauyHO, 3TO 3HAYHT, YTO
npo0Jema 3aKIl04aeTcsl B paclo3HaBaHUM COOTBETCTBUS aJlpeca U UMEHH, a HE B CETEBOM COEJIMHEHUH.

VYruiura Ping UCTOb3yeTCsl CICAYIOIMMHU CIIOCO0aMHM:

1) s mpoBepku Toro, uro TCP/IP ycraHOBIICH U PaBUIbHO CKOH(PUTYPUPOBAH Ha JIOKAILHOM
KOMITBIOTEPE, B KOMaH e PiNg 3amaerces aapec metin obparHoii cs3u (loopback address):
ping 127.0.0.1
Ecnu tect ycnemHo npoiieH, To Bbl MOJIYyYUTE CIEAYIOIUNA OTBET:
Otger ot 127.0.0.1: uncno 6aiiT=32 Bpemsa<lmc TTL=128
Otser ot 127.0.0.1: uncno 6ait=32 Bpemsa<lmc TTL=128
Otser ot 127.0.0.1: uncno 6ait=32 Bpemsa<lmc TTL=128
Otger ot 127.0.0.1: uncno 6aiiT=32 Bpemsa<lmc TTL=128
2) YtoObI yOenuThCcsl B TOM, YTO KOMIIBIOTED MPaBUIIbHO 100aBIeH B ceTh U IP-anpec He
nyonupyercs, ucnonbdyetcs IP-agpec tokanibHOro KOMIbOTEpa:
ping IP-agpec jokambHOrO XOCTa
3) YtoObl mpoBEpUTH, YTO LLIIO3 MO YMOJYAHUIO (YHKIHOHUPYET M YTO MOKHO YCTaHOBMTH
COEIMHEHUE C JIFOOBIM JIOKATHHBIM XOCTOM B JIOKAIBHOM ceTH, 3agaercs |IP-agpec numo3a mo ymMordaHuro:
ping IP-agpec muto3a
4) Jlnst mpoBEepKH BO3MOKHOCTH YCTAHOBJICHHUSI COCTUHEHHUs Yepe3 MapLIpyTU3aTop B KOMaHJE
ping 3amaercs IP-anpec ynaneHHOro xocra:
ping IP-ampec ynaieHHOro XocTa
Cunrakcuc:
ping [-t] [-a] [-n count] [-I length] [-f] [-i ttl] [-Vv tos] [-r count] [-s count] [ [-] host-list] |
[-k host-list] ] [-w timeout] destination-list

IHapamerpsbi:



-t BBIMOJIHSET KOMaHay Ping mo npepsiBanus. Control-Break - mocmoTpeTh cTaTHCTHKY
U npoaoikuth. Control-C - mpepBaTh BHINOJIHEHNE KOMAH/IbI;

-a MO3BOJISIET OTIPEICNIUTh IOMEHHOE UM YAAJICHHOTO KoMITbloTepa 1o ero IP-anpecy;

-n count mockutaet koaudecTBO makeroB ECHO, ykazannoe mapamerpom count;

-l length moceuaer nakets! aauHO# length Gaiit (MakcumanbHas amuHa 8192 Gaiita);

-f MOCBHIJIACT MAKET C YCTAaHOBJICHHBIM (hjlaroM «He (parMeHTUPOBATHY. DTOT MAKET HE
Oyzaer pparMeHTUPOBATHCS Ha MAPLIPYTH3aTOPAX IO ITyTH CBOETO CIICTOBAHMS;

-i ttl yCTaHABJIMBACT BPeMs JKU3HH MakeTa B BeiuuuHy ttl (kaxkaplii MapiipyTusarop
yMmenbIaer ttl va exunuiy);

-v tos YCTaHaBJIMBAET TUII II0JIS «CEPBUCY» B BEIMUUHY (OS;

-I count 3ammChIBAaeT MyTh BBIXOSINETO IMAKETa ¥ BO3BPAIIAIOIICTOCS ITAKeTa B TIOJIE 3aITUCH
nyta. Count - ot 1 10 9 x0cTOB;

-S count MO3BOJISIET OTPAHUYMTH KOJIMYECTBO MEPEXO00B U3 OJTHOM MOJICETH B IPYTYIO (XOIOB).
Count 3amaeT MaKCUMaJIbHO BO3MOYKHOE KOJUYECTBO XOIIOB;

-J host-list HanpaBJsieT MaKeThl ¢ TOMOIIBIO CITMCKA XOCTOB, OMPEISICHHOro mapamerpom host-
list. ITocnemoBarenbHbIC XOCTHI MOTYT OBITh OTICIICHBI TPOMEKYTOUHBIMU
MapuipyTuzatopamu (THOKasi cTaTHUecKasi MapipyTH3aius). MakcuMalibHOe
KOJIMYECTBO XOCTOB B CIIUCKE, MT03BoJIeHHOE |IP, paBHO 9;

-k host-list mHanpaBsieT makeTbl Yepe3 CIUCOK XOCTOB, onpeaeineHHbIi B host-list.
[TocnemoBarenbHBIE XOCTHI HE MOTYT OBITh Pa3/IeiCHbI IPOMEKYTOYHBIMU
MapIIpyTu3aTopamu (JKeCTKasi CTaTHUeCKasi MapIIpyTu3aius). MakcuMaibHOE
KOJINYECTBO XOCTOB — 9;

-w timeout yka3siBaeT Bpems oxuaanus (timeout) oTBeTa OT yIaleHHOT0 XOCTa B MIUITHCEKYH/1aX
(mo ymomyanuto — 1cex);

destination-list  ykasbIBaeT ymaneHHBIH XOCT, K KOTOPOMY HAJl0 HAMIPABHUTH MAKeThI PiNg.

Ilpumep ucno1b308anus ymuaumol plnq

C:\WINDOWS>ping —n 10 www.netscape.com

OOmeH makeramu ¢ WWW.netscape.com [205.188.247.65] mo 32 GailT:
OtBer ot 205.188.247.65: uucno 6ait=32 Bpemsa=194mc TTL=48
Oteer ot 205.188.247.65: uncno 6ait=32 Bpems=240mc TTL=48
Oteer ot 205.188.247.65: uncno 6ait=32 Bpems=173mc TTL=48
OtBer ot 205.188.247.65: uucno 6ait=32 Bpemsa=250mc TTL=48
OtBer ot 205.188.247.65: uucno 6ait=32 Bpems=187mc TTL=48
Oteer ot 205.188.247.65: uncno 6ait=32 Bpems=239mc TTL=48
Oteer ot 205.188.247.65: uncno 6ait=32 Bpems=263mc TTL=48



OtBer o1 205.188.247.65: uucno 6ait=32 Bpema=230mc TTL=48
Oteer ot 205.188.247.65: uucno 6aiit=32 Bpems=185mc TTL=48
Oteer ot 205.188.247.65: uucno 6aiit=32 Bpems=406mc TTL=48
Crartucruka Ping mist 205.188.247.65:

[TakeroB: mocnano = 10, nonyueno = 10, notepsuo = 0 (0% notepsp)
[Ipubnu3uTenpHOE BpeMsl epeiay U npuema:

Haumensiee = 173mc, Haubomnbiee = 406mc, cpeanee =236mc

B cityuae HEBO3MOKHOCTH MPOBEPUTH JOCTYIHOCTh XOCTA YTHJINTA BHIBOJUT HH(pOPMALIHIO 00
ommbke. Hibke mpuBeieH npruMep 0TBETa YTHIUTHI PING PH MOMBITKE TOCIATh 3aIpoc Ha

HECYILECTBYIOIIMMI XOCT.

OO0OmMmeH makeramu ¢ 172.16.6.21 o 32 Oaiir:

[IpeBsliiieH MHTEpPBAN 0XKUIAHUS U1 3a1poca.
I[IpeBbllieH HHTEPBAT OXKUJAHMS IS 3aIpOcCa.
I[IpeBbllieH HHTEPBAT OXKUJAHUS IS 3aIpOcCa.

[IpeBsliiieH MHTEpPBAN 0XKUIAHUS U1 3a1poca.

Craructuka Ping ams 172.16.6.21:

[TaketoB: otmpasneHo = 4, nonydeHo = 0, notepssHo = 4 (100% noteps),

[IpubnusurenbHOE BpeMsl Iepeayul v npuema:

HauMmeHbIee = Omc, Haubombiiee = Omc, cpennee = Omc

VYTumuTa coodbaer He 00 OTCYTCTBUH XOCTa, a O TOM, YTO 332 OTBEJCHHOE BpeMsI He ObUI IIOJTY4YEH OTBET
Ha MociaaHHbIN 3anpoc. [IpudyrHOl 3TOro He 00s3aTeNbHO ABJSETCS OTCYTCTBUE XOCTa B ceTu. [Ipobiema
MOYET KPBITHCS B COOSX CBS3H, NEPErpy3Ke UM HEMPAaBUIBHON HACTPOMKE MapLIPyTU3aTOPOB U T. II.

Ommoka «cets HegocTymHay (network unreachable) mpsimo ykassiBaeT Ha mpoOIEMBI MaPIIPYTHU3AIHH.

N3yuyeHue MapuipyTa MeKIy CeTeBbLIMH COETHHEHUSIMU C OMOIIBIO YTHJIMTHI tracert.
Tracert - ato yrunura TpaccupoBku mapmpyra. Ona ucnonbsdyer none T TL (time-to-live, Bpems

xu3Hn) nakera IP u coobmenus 06 ommbkax ICMP ans onpeneneHus mapumipyra OT OJHOTO XOCTa JI0

JPYyroro.



Yrumuta tracert Mmosker ObITH Ooyiee coAepKaTeabHONH M yHOOHOH, ueM PiNg, 0COOEHHO B TeX
CIIy4asiX, KOI/la yJaJIEHHbIM X0cT HegocTHkKUM. C IOMOIIBI0 HEE MOYKHO OIPEAEIUTh paiioH MpolieM co
cBa3b1o (y Internet-nposaiizepa, B OIOPHON CETH, B CETH YJAIEHHOI'O XOCTa) II0 TOMY, HACKOJIBKO J1aJIEKO
Oyzner orciexkeH MapuipyT. Ecnu Bo3HHMKIM MpoOJeMbl, TO YTUIUTA BBIBOJUT Ha SKpaH 3BE3M0UKU (*),
abo coobmenus tuma «Destination net unreachable», «Destination host unreachable», «Request time
outy», «Time Exeeded».

Yrumuta tracert padoraer ciemyronmM o0pa3oM: HOCBUIAETCS MO 3 MPOOHBIX 3XO-MAKeTa Ha
KaXKIBIH XOCT, uepe3 KOTOPBIA MPOXOJUT MAPIIPYT 10 YAaJEHHOro XocTa. Ha skpaH mpu 3TOM BBIBOJUTCS
BpeMsl 0>KHMJIaHUSI OTBETa Ha Kax/bli makeT (Ero MoxHO M3MEHUTH ¢ TOMOIIbIO Mapamerpa -W). [TakeTsr
MIOCBUIAIOTCS C PA3JIMYHBIMU BEIMYMHAMM BPEMEHHU KM3HM. KakIplii MapmipyTH3aTop, BCTpEUAIOLIUICS
[0 IyTH, NEpes NepeHalnpaBlIeHueM MaKeTa yMeHblaeT BenuuuHy | TL Ha enununy. Takum oOpasom,
BpeMsl KU3HM SIBIISIETCS CUETUYUKOM TOYEK MPOMEXKYTOUHOM aocTaBKu (xomoB). Korga Bpemsi >KU3HU
nakKera JOCTUTHET Hyls, Mpearnoyiaraercs, 4To MaplIpyTHU3aTop MONUIET B KOMIBIOTEP-UCTOYHHUK
coobmenune ICMP “Time Exeeded” (Bpems ucrekino). Mapuipyt onpeaensiercsi myTeM MOChUIKH ePBOTo
sxo-maketa ¢ TTL=1. 3arem TTL yBenuumBaeTcs Ha 1 B KaKIOM IOCJIEAYIOIIEM MaKeTe J0 TE€X TOp,
MOKa TaKeT He JOCTUTHET YAAJIEHHOro XOocTa, Jub0 OyAeT JOCTUTHYyTa MaKCHMAaIbHO BO3MOXKHAS
BenmunHa TTL (o ymomuanuto 30, 3a1aeTcs ¢ moMolbio napamerpa -h).

Mapmpyt omnpeaensiercs myreM uzydeHus: coobmenuii ICMP, koTopsie mpuchIIaroTcss 00paTHO
IPOMEKYTOUHBIMH MapIIPyTU3aTOPAMH.

[TprMedaHue: HEKOTOpPbIe MAapIIPYTH3aTOPbI IPOCTO YHUUTOXKAIOT MAKEThl ¢ UCTEKIIMM T TL u He
OyayT BUIHBI yTUiIMTE tracert.

Cunrakcuc:

tracert [-d] [-h maximum_hops] [-j host-list] [-w timeout] ums_meneBoro_xocra
IHapamerpsbi:
-d yKa3bIBaeT, YTO HE HYKHO PAaCIO3HABATH aJipeca /sl MMEH XOCTOB;

-h maximum_hops yka3sIBaeT MaKCHMAaJIbHOE YHCJIO XOIOB ISl TOT0, YTOOBI HCKATH IICITh;

-j host-list yKa3bIBaCT HEKECTKYI0 CTATHYECKYIO MapIIPYTH3ALHUI0 B COOTBETCTBUH C
host-list;
-w timeout YKa3bIBaeT, YTO HY)KHO OXKUIATh OTBET Ha KaXK/bIH 9XO-MAKET 3aJaHHOEC

YHCIIO MCEK.
Yruaura arp.

OcHoBHas 3anauya npotokosna ARP — Tpancisius |IP-anpecoB B COOTBETCTBYIOIINE JIOKAJIbHBIE
aapeca. s sroro ARP-mporokon ucnonbsizyer undopmammio u3z ARP-tabmuiel (ARP-xama). Ecnm
HeoOxoauMasi 3amuch B Tabnuie He HaiineHa, To mpotokon ARP ornpapnser mupokoBelaTenbHbINH

3armpoc KO BCEM KOMITbIOTEpaM JIOKaJIbHOM MOJICeTH, MbITasACh HAWTU Biajenbla naHHoro IP-anpeca. B



K2IIe MOTYT COJI€p)KaThCs JBa THUMA 3amlKceil: craTudyeckue W auHamudeckue. CTaTUyecKue 3arucu
BBOJATCA BPYYHYIO M XpPaHATCA B K3IIC IOCTOSAHHO. I[I/IHaMI/I‘-IeCKI/IC 3alluCu NOMCHIIAKTCA B KOII B
PE3YJIbTATC BBINMOJHCHUSA IHUPOKOBCIIATCIBHBIX 3allpOCOB. I[JISI HUX CYIICCTBYCT IIOHATHC BPCMCHU
xu3Hu. Eciim B TeueHue ompeneNeHHOro BpeMeHU (M0 YMOJYaHWI0 2 MHUH.) 3aluch He Obuia
BOCTpeOOBaHa, TO OHA yAAJSETCS U3 KAIIa.

CuHTakcuc:

arp [-sinet_addr eth_addr] | [-d inet_addr] | [-a]

ITapameTpsbi:

-S  3aHECEHHE B KL CTATUYECKUX 3alHCeH;

-d  ymaneHue U3 K3Ia 3amKcH A1 onpeaesieHHoro IP-aapeca;

-4 MPOCMOTP COJIEPKUMOTO KAIIIa JUISl BCEX CETEBBIX aJalITEPOB JIOKATLHOTO KOMITHIOTEPA;

inet_addr - IP-ampec;

eth_addr - MAC-anapec.

YTuaurta route.
YTunura route npenHasHadeHa st pabOTHI € JIOKaNbHOM Tabnuuei mapupyTtusanuu. OHa nuMeeT
CIENYIOIINNA CHHTAKCHC:

route [-f] [-p] [komanma [y3en] [MASK wmacka] [untro3] [METRIC merpuka] [IF untepdeiic]]

ITapamerpsbi:

-f OuncTKa TabIUIBl MAapUIPYTU3ALIUH.

-p [Tpu yxazanuu coBmecTHO ¢ KoMaH10ii ADD co31aeT mocTosHHYIO 3alIUCh, KOTOpas
coxpaHsieTcs Ioclie nepe3arpy3ku komnbtotepa. [1o ymonuanuto 3anvcu TabauIsl
MapILIPYTOB HE COXPAHAIOTCS IIPU NEpe3arpysKe.

KOManoa OJIHA U3 YETHIPEX KOMAH]I:
PRINT - BeiBo1 MHpOpMALIUK O MapIIPyTE;
ADD - nobaBnenue mapuipyra;
DELETE - ynanenue mapupyra;
CHANGE - u3meHneHnue mMapuipyra.

y3en aJpecyeMbli y3en

macka MackKa IOJICETH; M0 YMOJIYaHUIO UCIOJIb3YyeTCsl Macka 255.255.255.255

w03 aJipec 1II03a

MempuKa MeTpUKa MaplIpyTa;

unmepghetic MaeHTHUGUKATOP HHTEPPEiica, KOTOPHINA OyIeT NCIIOIH30BaH IS IEPECHUIKH TTaKeTa



Jna komang PRINT nu DELETE B03MOXHO HCIIOJIB30BAaHME CHUMBOJIOB IIOJCTAHOBKHM IIPU YKa3aHHUU

aJipecyemMoro ysia WiId IUio3a. [lapamerp mnuto3a Ui 3THX KOMAaHA MOXET OBITh  OIyIEH.

[Ipu noGaBieHHMM W M3MEHEHUU MApHIPYTOB YTUJIMTAa FOUtE OCYIIECTBISET MPOBEPKY BBEIECHHOM

uHdopmanuu Ha cootBercTBUe Yyciouio (Y3EJI & MACKA) == VY3EJI. Eciu 310 ycioBue He

BBITIOJTHSETCSI, TO YTHIIMTA BBIAET COOOIIeHNE 00 ommOKe U He T00ABIISeT WA HE U3MEHSET MapIIpyT.

YTriuTa oCymecTBIsSET IOUCK UMEH ceTeil B daiiie networks. I[Torck MMEH IUTF030B OCYIIECTBISACTCS B

daiine hosts. O6a ¢aitna pacnonoxensl B mamke %Systemroot%)\system32\drivers\etc. Hamnuue wu

3aloJIHeHHEe 3TUX (ailyioB He 00s3aTeNbHO VIS HOPMAIbHOIO (YHKIIMOHUPOBAHUS YTUIIUTHL [OUtE U

paboThl MapLIPYTU3ALINH.

Xots B OONBIIMHCTBE CIIy4aeB Ha paboueil CTaHIIK 3TO HE TPeOyeTCs, MOKHO BPYYHYIO PEIaKTHPOBATH

Ta6J'II/II_IbI MapaIipyTu3anuu.

Ilpumep ucnonv3oeanus ymuaumeul route:

JloOaBiieHUe CTaTUYECKOTO MapIIpyTa:

route add 172.16.6.0 MASK 255.255.255.0 172.16.11.1 METRIC 1 IF 0x1000003

YTuiaura netstat.

YTunura netstat mo3BossieT NOIy4UTh CTATUYECKYIO HHPOPMALUIO [0 HEKOTOPHIM U3 MIPOTOKOJIOB

cteka (TCP, UDP, IP, ICMP), a Takxe BBIBOAUT CBEJICHUS O TEKYIUX CETEBBIX cOeAMHEHUIX. OCOOEHHO

OHa IIOJIC3HAa Ha 6paHL[May3pax, C €€ IIOMOIIBKO MOXHO O6H8.py>I(I/ITL HapyIICHUA 0e30IMacHOCTH

nepuMeTpa CeTH.

Cunrakcuc:

netstat [-a] [-€] [-n] [-s] [-p protocol] [-r]

ITapamerpsbi:

-a BBIBOJUT NCPCUYCHDb BCCX CCTCBBIX CO@I[I/IHCHI/Iﬁ N IPOCITYHIMBAOIHUXCA MMOPTOB JIOKAJIBHOTO

-n

KOMITBIOTEPA;

BBIBOJIUT CTaTUCTHKY Uit Ethernet-uartepdeiicoB (HampumMep, KOJTHYECTBO MOTYYCHHBIX U
OTIPABJICHHBIX OANT);

BBIBOAHUT WH(POPMAIIMIO TIO BCEM TEKYIIMM coequHEeHUsM (Harpumep, TCP) aist Bcex ceTeBhIX
UHTEpPEHCOB  JIOKAIFHOTO KoMIbtoTepa. [l  KakIoro COEAMHEHUS  BBIBOJIUTCS
uHpopmanusa o0 IP-agpecax JOKanbHOTo U yJaJleHHOTO MHTEpPQEicoB BMeCTe C HOMEpaMH
UCIOJIb3yEeMBbIX ITOPTOB;

BBIBOJIUT CTAaTHCTHUYECKYyt0 mH(popmManuto miss npotokosos UDP, TCP, ICMP, IP. Kirou

«/MOrey Mo3BoJIAET MPOCMOTPETH HH(DOPMAITHIO TOCTPAHUYHO;



-l BBIBOJUT COJICPKUMOE TaOIUIIBI MapIIPyTU3AIUH.

Yruaura nslookup.

Yrumura nslookup npeanasnayena s auarHocTuku ciayxObr DNS, B mpocteitmiem ciaydae - s
BhINoJIHEeHUs 3anpocoB kK DNS-cepBepam Ha paspemenue numeH B IP-aapeca. B oOmiem ciydae yrunura
MO3BOJISIET TPOCMOTPETH JIFoObIe 3amrcu DNS-cepsepa:

A — KAaHOHUYECKOE UMS y3Jia, YCTAHABIMBACT COOTBETCTBUE TOMEHHOTO UMEHH IP-apecy.

SOA — nayaJo MoJHOMOYHI, HaYaabHAas 3alMCh, CAUHCTBCHHAS JIJIsS 30HbI;

MX — no4ToBbIe cepBepbI (XOCTbI, IPUHUMAIOLINE [TOYUTY JUIs 334aHHOTO JOMEHA);

NS — cepBepsl uMeH (coaepkuT aBTopuTeTHbIe DNS-CcepBepb! a1 30HbI);

PTR — ykasarens (CIyKUT It 0OpaTHOTO IpeoOpa3oBaHus ip-aapeca B CHMBOJIBHOE UMsI XOCTA)

U T. ]I

Yrumuta NSIO0KUP 10CTaTouHO CII0KHA M COEPIKUT CBOI COOCTBEHHBIN KOMaH/IHBIA HHTEPIIPETATOP.

B npocreiiniem ciydae (6e3 BXxoa B KOMaHAHbINA pekuM) yTriauTa NSIOOKUP umeer criemyromiuii

CuHTakcuc:

nslookup xocrt [cepBep]

ITapamerpsbi:
Xocm DNS-nMs xocTa, KOTOpOe JIOJDKHO OBITH ITpeoOpazoBano B IP-anpec.
Cepsep Anpec DNS-cepBepa, KOTOpBII OyIeT HCIONB30BATHCS JUISI pa3peiieHus UMeHH. Ecim

OTOT IMapaMCTp OIYHECH, TO 6yJIYT MOCJICA0BATCIIbHO HCIIOJIB30BAHbI apeca DNS-CGpBGpOB nu3
apameTpoB HacTpoiiku mporokona TCP/IP.

Ilpumepeol ucnonvsosanus ymuaumot Nslookup:

1. TTomy4yeHue criucka cepBepoOB UMEH sl IoMeHa yandex.ru 6e3 BXojia B KOMaHTHBIN PeKuM (¢
HCIIOJIB30BaHHUECM KJ'II-O‘IGIZ).

C:\> nslookup -type=ns yandex.ru

Server: dns01.catv.ext.ru

Address: 217.10.44.35

Non-authoritative answer:

yandex.ru  nameserver = ns4.yandex.ru

yandex.ru  nameserver = nsb.yandex.ru

yandex.ru  nameserver = ns2.yandex.ru

yandex.ru  nameserver = nsl.yandex.ru



ns2.yandex.ru internet address = 213.180.199.34
ns5.yandex.ru internet address = 213.180.204.1

2. Ionyuenue 3amucu SOA momena yandeX.ru ¢ aBTOpUTETHOTO CEpBEPa € MCIOJIb30BaHHE KOMAHIHOTO
uHTepmnperaropa nslookup.
C:\>nslookup
Default Server: dns04.catv.ext.ru
Address: 217.10.39.4
> set type=SOA
> server ns2.yandex.ru
Default Server: ns2.yandex.ru
Address: 213.180.199.34
> yandex.ru
Server: nsl.yandex.ru
Address: 213.180.193.1
>yandex.ru
primary name server = nsl.yandex.ru
responsible mail addr = sysadmin.yandex-team.r
serial =2009022707
refresh = 1800 (30 mins)
retry =900 (15 mins)
expire = 2592000 (30 days)
default TTL =900 (15 mins)
yandex.ru  nameserver = ns5.yandex.ru
yandex.ru  nameserver = nsl.yandex.ru
yandex.ru  nameserver = ns4.yandex.ru
yandex.ru  nameserver = ns2.yandex.ru
nsl.yandex.ru internet address = 213.180.193.1
ns2.yandex.ru internet address = 213.180.199.34
ns4.yandex.ru internet address = 77.88.19.60
ns5.yandex.ru internet address = 213.180.204.1
> exit
3. Ilonydenue agpeca MovTOBOTO CepBepa s JoMeHa yandex.ru.

C:\ >nslookup



Default Server: dns01.catv.ext.ru
Address: 217.10.44.35
> set g=mx
> yandex.ru
Server: dnsO1.catv.ext.ru
Address: 217.10.44.35
Non-authoritative answer:
yandex.ru MX preference = 10, mail exchanger = mx2.yandex.ru
yandex.ru MX preference = 10, mail exchanger = mx3.yandex.ru
yandex.ru MX preference = 10, mail exchanger = mx1.yandex.ru
yandex.ru  nameserver = ns2.yandex.ru
yandex.ru  nameserver = nsl.yandex.ru
yandex.ru  nameserver = ns4.yandex.ru
yandex.ru  nameserver = ns5.yandex.ru
mx1.yandex.ru internet address = 77.88.21.89
mx2.yandex.ru internet address = 93.158.134.89
mx3.yandex.ru internet address = 213.180.204.89
ns2.yandex.ru internet address = 213.180.199.34
ns4.yandex.ru internet address = 77.88.19.60
ns5.yandex.ru internet address = 213.180.204.1
>
VYka3aB Kkitou type=any, MO>KHO MOJIYYUThb BCE 3aMKUCH O y3Jie win nfoMmeHe. Kimroun querytype, t, q
SKBUBAJIEHTHHI type.
2. IlopsAaoK BbINOJTHEHUS] Pa0OTHI
1. BeiBenuTe Ha 3KpaH CHPaBOYHYIO MH(DOPMALMIO 1O BCEM PAcCMOTPEHHBIM YTHUIMTaM (CM.
tabmnuity 1.1). JIjist 3Toro B KOMaHIHOM CTPOKE BBEJAUTE UMS YTHIIUTHI O€3 TTapaMeTpOB U TOMOTHUTE /7.
CoxpaHuTte cripaBOYHYIO HHPOPMAIUIO B OTJEIBHOM (dailie.
I/IBYIII/ITC KJIFOYH, UCIIOJIB3YCEMBIC IIPU 3aIlyCKE YTUJIUT.
2.BLIBCI[I/ITC Ha 3KpaH UM JIOKAJIBHOI'0O XOCTa C IOMOUIBIO KOMAHJ/IbI hostname. COXpaHI/ITC
pe3yabTaT B OTIETBLHOM (aie.

3.ITposepsre koHpurypanuio TCP/IP ¢ momorpto yrumutel ipconfig. 3amonHute TabauiLy:

Nmsa xocTa

IP-anpec

Macka noncetu




OCHOBHOI1 ILTIO3

Hcnons3yercst mu DHCP

(anpec DHCP-cepBepa)

Omnmcanue agamnrepa

DuU3NYECKU aapec CETEBOro

ajiarrepa

Anpec DNS-cepsepa

Anpec WINS-cepsepa

4. TlpoBeppTe NPaBUIBHOCTH YCTAaHOBKH H KOHpurypupoBanus TCP/IP Ha mokaabHOM

KOMITBIOTEPE.
. [TpoBeprTe PYHKIMOHMPOBAHUE OCHOBHOTO IILIIO3a, TIOCIAB 5 3XO-TIaKETOB JIMHOU 64
Oaiira.
. [TpoBepbTE BO3ZMOKHOCTD YCTAHOBJICHHS COEAMHEHUS C YIAICHHBIM XOCTOM.
o C momoIipi0 KOMaH bl PiNg mpoBephTe aapeca a) yandex.ru; b) madi.ru; c) google.com

U JJIA KaXJ0TO U3 HUX OTMEThTe BpeMs oTkiuKa. [lompolyiite u3MeHnTh napamerpsl
KOMaH bl PiNg TakuM 00pa3oM, 4ToObl YBEIMYHIOCH Bpems oTkiuka. Onpenenute IP-
azipeca ys3JIoB.

4. C nomoIplo KOMaH[b! tracert mposepbTe Ul NMEPEUHUCICHHBIX HMXKE aJ[pecoB, yepe3 Kakue

IPOMEKYTOUHBIE y3JIbl UET CUTHAIL. V3yunTe KIt0un KOMaHIbl.

a) madi2l.ru

b) mathmod.aspu.ru

C) yarus.aspu.ru

5. C noMotpio yTHIINTHI arp npocMmotputre ARP-Tabnuily 10KaabHOro KOMITbIOTEpA.

BHecTH B K31II JIOKaJIbHOTO KOMITBIOTEPA JIFOOYIO CTATUYECKYIO 3aITUCh.

7. C IOMOIIBIO YTHJIMTHI FOUtE TPOCMOTPETH JIOKATbHYIO TaOIHUILy MApIIPYyTH3AIIH.

8. C momoIplo yTHINTH Netstat BeIBeAUTE MepeueHb CETEBBIX COEAMHEHUH M CTaTHMCTHYECKYIO

uHpopmaruto g nporokonoB UDP, TCP, ICMP, IP.

3. KoHTpoJIbHBIE BONPOCHI

1. PaCKpLITB TCPMUHBI: XOCT, I3, XOIl, BpCMA XKHU3HU II1aKCTa, MapHIpyT, MacCKa CCTH,

ABTOPHUTETHBIN/HeaBTOpUTETHBINM (KomnereHTHBII) DNS-cepsep, mopt TCP, metnst oOpaTHO#

CBs3U, BpEMSA OTKJIMKA.



2. Kakwe yTWIMTBI MOXXHO HCIIOJIB30BaTh ISl TPOBEPKU MPABUIBHOCTH KOH(MUTYPUPOBAHHS
TCP/IP?

Kakum 00pazom koMaHnaa Ping mpoBepsieT COSAUHEHHE C YAAJICHHBIM XOCTOM?

KakoBo Haznauenue nmporokoia ARP?

Kak yrunura ping paspeiiaet ©MeHa y3JI0B B ip-aapeca (1 Hao060poT)?

o ok~ w

Kakue MoryT ObITh IPUYHMHBI HEYIAYHOTO 3aBepIleHus PiNg u tracert? (mpeBbliieH HHTepBa
OKMJaHMS NS 3a1pOca, CETh HEAOCTYIIHA, IPEBBIIIEH CPOK JKU3HU IIPH IIEPEIaye MAKETA).
7. Bcerma in MOKHO y3HATh CHMBOJILHOE MM y3J1a IO ero ip-aapecy?

8. Kakoii tun 3anucu 3anpammBaet y DNS-cepsepa npocreiimas ¢popma nslookup?

4. Conep:xanue oT4eTa
1) TUTYNBbHBIN JHCT;
2) hbopMyIHUPOBKY LIETTH pabOTHI;
3) onucaHue pe3yJbTaTOB BBHIOTHEHUS;

4) BBIBOJbI, COI''TIACOBAHHBIC C LICJIBIO pa6OTBI.



JIABOPATOPHAS PABOTA Ne/

ACL: clIHCKH KOHTPOJIS 10CTyNa

Lean padorei: HayunThcs pa3spabaTbiBaTh COOCTBEHHBIC CITUCKH KOHTPOJIS JOCTYIIA .
1. O01ue cBeaeHUs

ACL (Access Control List) — 310 Habop TEKCTOBBIX BBIPAKEHUI, KOTOPBIC YTO-TO Pa3pEIIaOT, THO0
yT0-TO 3anpeniatoT. O6sraH0 ACL pazpemraer unu 3anpemiaet [P-nmakers:, HO TOMUMO BCETro MPOYETo OH
MOJKET 3ariiplBaTh BHYTpb [P-nakera, npocmarpusats tun nakera, TCP u UDP noptsl. Taxxke ACL
CYILIECTBYET JJI pa3iuuHbIX ceTeBbIx MpoTokoioB (IP, IPX, AppleTalk u Tak nanee). B ocnoBHOM
MPUMEHEHHE CIICKOB JIOCTYIA pACCMATPUBAIOT C TOUKH 3PEHUS MAKeTHOU (DUIBTPALIUK, TO €CTh
nakeTHasi GuIbTpaUs HEOOXOAMMA B T€X CUTYalUsIX, KOTJa Y BaC CTOUT 000pyI0BaHHE HA TPaHULIE
WuTepHeT u Balieil 4acTHOM CeTH U HYKHO OT(QHIBTPOBATH HEHYXKHBIH TpauK.

Bol pazmemaere ACL Ha BxoasiiemM HanpaBiIeHUH U OJIOKUpYyeTe H30BITOUHbIE BUJIbI TpaduKa.
Oynkimonan ACL coctout B kinaccuukanuu Tpaduka, HyKHO €ro MPOBEPUTH CHaYalla, a TOTOM YTO-TO
C HUM CZIeJIaTh B 3aBUCUMOCTHU OT Toro, kyna ACL npumensercs. ACL npumensieTcst Be3zie, HanpuMmep:

o Ha unrepdeiice: nakemnas purompayus

o Ha munuu Telnet: oepanuuenus docmyna xk mapwpymuszamopy
e VPN: xaxoii mpagux nysicro wugpposamo

e QOS: kakou mpaghux obpabamvieame npuopumemmee

o NAT: kakue aopeca mpanciuposamo

Jost mpumenenust ACL 1st BceX 3TUX KOMIIOHEHTOB HY>KHO TTOHSITh KaK OHM pa0boTaroT. 1 MBI B TIepBYIO
ouepeb OyJeM KacaThesl makeTHOU GunbTparun. [IpumenntensHo Kk makeTHo# dunbrparuu, ACL
pa3meniarTcs Ha uHTepdencax, caMu OHU CO3/IAl0TCSI HE3aBUCHMO, a V)K€ TIOTOM OHH NMPUKPYIUBAIOTCS K
unTepdeiicy. Kak Toapk0 BBl €ro IpUKpYTHIN K HHTEpdeiicy MapIpyTH3aTOp HAUMHAET MPOCMATPUBATh
Tpaduk. Mapuipytuszatop paccMarpuBaeT Tpaduk Kak BXOIAMUN U ucxoasamuuid. Tot Tpaduk, KOTOPHIT
BXOJIMT B MapLIPYTU3aTOP HA3bIBAETCS BXOSIINM, TOT KOTOPBINA U3 HETO BBIXOJUT — UCXOISIIUH.
CooterctBeHHO ACL pa3meniaroTcst Ha BXOISIIEM WU Ha UCXOISIIEM HaITPaBICHUH.




W3 Bameit 9acTHOI ceTH MPUXOIUT MaKkeT Ha uHTepdelic mapupyrusaropa fal/l, Mmapmpyruszarop
npoBepseT ecth i ACL Ha mHTepdeiice nan HeT, €CIu OH eCTh, TO Jajblle 00padoTKa BeaeTcs 1Mo
MpaBHUJIaM CIHCKA JIOCTYIa CTPOro B TOM MOPS/IKEe, B KOTOPOM 3aNiCAHbI BHIPAKEHHUSsI, ECITH CITUCOK
JOCTyTa pa3peliaeT NPOXOAUTh MAKETy, TO B JAHHOM CIy4yae MapUIpyTH3aTOP OTIPABIIAET MaKeT
npoBaiiepy uepe3 uarepdeiic fa0/0, ecnu cucok AOCTyIa HE pa3perraeT MPOXOIUTh MAKETY, MaKET
yHHuTOXaeTcs. Eciau cnucka noctyna HeT — MakeT mpoJjeraer 6e3 Beskux orpannyenuil. [lepen tem kak
OTIPABUTH MaKET MPOBaiiiepy, Mappytu3aTop emié nposepset uarepderic fa0/0 Ha Hanuane
ucxomsmero ACL. [leno B Tom, uto ACL MoxeT ObITh MPUKpPETUICH Ha HHTEpderice KaK BXOSIINA UITH
ucxomsamuid. K npumepy y Hac ectb ACL ¢ mpaBmiioM 3aIpeTUTh BceM y3iiaM B IHTepHeTe noceuiaTh B
HAIIly CeTh MaKEeThI.

Tax Ha kakoit uaTepdeiic mpukpenuts nanayro ACL? Eciou mbl npukpenum ACL wa untepdeiic fa0/1
KaK UCXOJIAIINHI, 3TO OyeT He coBceM BepHO, x0T 1 ACL paborats Oyner. Ha mapmpyruzarop
MPUXOIUT 3X0-3aIMPOC JIJIs KAKOr0-TO y3j1a B YaCTHOM CETH, OH MpoBepseT Ha uHTepdeiice fa0/0 ecth n
ACL, ero Her, nanspiie nposepsieT uatepdeiic fa0/1, na nanaom uarepdeiice ectb ACL, oH HaCTpOEeH Kak
UCXOJSIINN, BCE BEPHO MAKET HE MTPOHUKAET B CETh, & yHUUTOXKAETCSI MapiipyTu3aTopoM. Ho eciu Mbl
npukpenum ACL 3a untepdeiicom fa0/0 kak BXOIAIIMIA, TO MAKeT OYAET YHHUTOXKATCS Cpa3y Kak
npuiien Ha Mapupytusarop. [locinennee pernieHue sBaseTCs MPaBUIBLHBIM, TaK KaK MapIIpyTH3aToOP
MEHBIIIE HAarpyKaeT CBOU BBIYHCIUTENbHBIE pecypchl. Pacimmpennbie ACL HY:KHO pa3MeliaTh Kak
MOZKHO OJIMKe K HCTOYHHUKY, CTAHIAPTHbIE 7K€ KAK MOKHO 0JIHMKe K MOJIy4aTes10. TO HYXKHO JIJIs
TOT0, YTOOBI HE TOHSTH MAKETHI IO BCEH CETH 3pAL.

Cam xxe ACL mpencraisieT co00if HAOOP TEKCTOBBIX BBIPAKEHUH, B KOTOPBIX

Hanuca”o Permit (paspemmts) mubodeny (3ampeTuts), 1 00paboTKa BEAETCS CTPOro B TOM IOPSAKE B
KOTOPOM 3a/1aHbl BeIpaskeHUs. COOTBETCTBEHHO KOI'Jla IMaKeT MoMaAaeT Ha uHTepdeiic oH npoBepseTcs Ha
IepBOE YCIIOBHE, €CIIH TIEPBOE YCIOBUE COBMAACT C MAKETOM, JallbHEHIIas ero o0padoTka
npekpataercs. [laker nmubo nepeiiaer naipiie, 1100 YHUUTOXKUTCS.

Ewmé pa3, eciim makeT coBmaJ ¢ ycJoBueM, AaJibllle OH He oOpadaTbiBaercs. Eciiu nepBoe ycioBue He
COBIAJIO, UJeT 00paboTKa BTOPOrO YCIOBHUS, €CIIM OHO COBIA0, 00paboTKa MpeKpaliaeTcs, ecii HeT,
uaeT 00paboTKa TPETHETO YCIOBUS U TaK Jajbllie TIOKa HE TPOBEPSITCS BCE YCIOBHUS, ecJIH HUKaKoe U3
YCI0BHMH He COBIAJAET, MAKeT NPOCTO YHHYTOxkaeTcs. [[oMHuTE, B KaKIOM KOHIIE CITUCKA CTOUT
HesiBHBIN deny any (3anpeTuTh Bech Tpaduk). bybTe oueHb BHUMATENBHBI C STUMH NPaBUIaMH, KOTOpBIE
s BBIJICJINII, TOTOMY YTO OYEHb YacTO MPOUCXOAAT OUIMOKU MpU KOH(UTYpaLuu.

ACL pa3nensaroTcs Ha ABa TUNA!

o Crangaptasle (Standard): mocym npogepsims monvko adpeca ucmouHuKos
e Pacumpennsie (Extended): mocym nposepsims adpeca ucmounuxos, a maxasice aopeca

nonyuamenet, ¢ cayyae |P ewé mun npomoxona u TCP/UDP nopmut

O0603Havyar0TCs CUCKHU J0CTyNa JIM00 HOMEepaMu, THO0 cUMBOJILHBIMU UMeHaMu. ACL Ttakxe
UCTIONIB3YIOTCS ITISl pa3HBIX CETEBBIX MMPOTOKOJIOB. MBI B CBOIO ouepeab Oyaem pabotarts ¢ IP.
O0603Ha4yar0TCA OHU CIIEAYIOIM 00pa30M, HyMEPOBaHHBIE CIIMCKHU JOCTYTIA!

e Crangaptasie: om 1 0o 99

e Pacmmpennsie: om 100 0o 199

CumBonbsabiec ACL Pa3aACIAIOTCA TOXKE Ha CTAHAAPTHBIC U pACIIUPCHHBIC. PaCI_HI/IpCHHBIe HaIIOMHIO



MOTYT IIPOBEPSTH TOPa3a0 OObINe, HEXKETH CTaHJAPTHEIC, HO U PabOTAIOT OHU MEAJICHHEe, TaK KaK
MPUIIETCS 3ariIbIBaTh BHYTPh AKeTa, B OTIIMYUU OT CTAHJAPTHBIX II€ Mbl CMOTPUM TOJIBKO TOJIe
Source Address (Anpec ornpasutens). [Ipu co3ganun ACL kakaas 3amuch CIucKa JI0CTyIa
0003HavaeTcs MOPSAKOBEIM HOMEPOM, IO YMOT4aHuio B pamkax aecsatu (10, 20, 30 u 1.1). biaromaps
4eMy, MOXKHO YAaJIUTh KOHKPETHYIO 3aMMCh U Ha €€ MECTO BCTaBUTh JIPYT'yI0, HO 3Ta BO3MOKHOCTh
nosieuinack B Cisco I0S 12.3, go 12.3 npuxoaunocs ACL ymansaTs, a HOTOM CO31aTh 3aHOBO
nosHOCThI0. Hesib3s1 pa3mecTuTsh 00Jiee 1 ciucka goctyna Ha mHTepdeiic, Ha MPOTOKOJI, HA
HanpasJieHne. OOBSCHSIO: €CH Y HaC €CTh MapILIpyTH3aTOp U Y HETo ecTh HHTep(deiic, Mbl MOKEM Ha
BXOJIsIIIee HarpasieHue As [P-mpoTokona pa3MecTuTh TOIBKO OAMH CITUCOK JIOCTYIIA, HAPUMED 0T
Homepom 10. Emé onno npaBuiio, kacaromeecs: camMux mapuipyrtusatopo, ACL He meiicTByeT Ha
TpaduK, CreHePUPOBAHHBINH CAMHM MapHIPYTH3ATOPOM.

Jns punsTpanuu anpecoB B ACL ucnonsiyercs WildCard-macka. 1o oOpatHas macka. bepem
mabJIOHHOE BhIpaXkeHue: 255.255.255.255 u oTHUMaeM oT madioHa OOBIYHYIO MAaCKY.
255.255.255.255-255.255.255.0, y nac mosryqaetcst macka 0.0.0.255, uto siBisieTcs OOBIYHOM MacKu
255.255.255.0, Tonepko 0.0.0.255 ssiusercs WildCard mackoii.

o Buaer ACL

. Junamuueckuii (Dynamic ACL)

[To3BousseT caenaTh cleayrolee, HAIPpUMEP y Bac €CTh MapLIPYTU3aTOP, KOTOPBIN MOJKIIOYEH K KAKOMY-
TO CEPBEPY M HAM HY>KHO 3aKPBITh JOCTYII K HEMY M3 BHELIHETO MHUPA, HO B TOXKE BPEMS €CTh HECKOJIBKO
YEJIOBEK, KOTOPBIE MOTYT MOAKIIOYATHCS K CEPBEPY.

MBI HacTpanBaeM JUHAMHUYECKHH CIIUCOK JOCTYIA, IPUKPEIUISIEM €r0 Ha BXOJAIIEM HallpaBJICHNUH, a
JTaIblIe JIF0IIM, KOTOPBIM HY>KHO MOAKIIOUUTHCS, OJKII0UaThes uepe3 Telnet k ;aHHOMY yCTpoOMCTBY, B
pe3ynbrare nuHaMuyeckuii ACL oTKpbIBaeT Mpoxo/i K CepBepy, U y>Ke UeTOBEK MOXKET 3alTH CKaXXeM
yepe3 HTTP nonacte Ha cepBep. [1o ymomuanuto uepe3 10 MUHYT 3TOT IPOXOJ] 3aKPbIBAETCS U
M10JIb30BATENb BBIHYKJEH €1E pa3 BHINOJHUTH Telnet 4ToObI MOAKIIOUUTHCS K YCTPOICTBY.

. Pegpnexcuensiii (Reflexive ACL)

371ech CUTyalusi HEMHOXKO OTJIMYaeTCsl, KOTAa y3el B JJOKalbHOM ceTH otnpasiser TCP 3anpoc B
WuTepHer, y Hac JOMKEH ObITh OTKPBITHIN Mpoxoa, uroOsl mpumien TCP oTBeT /i ycTaHOBKH
coenuHeHus. Eciau npoxona He OyeT — Mbl HE CMOKEM YCTaHOBUTH COEAMHEHHE, U BOT ATUM IIPOX0JIOM
MOTYT BOCIOJIb30BaThCS 3JI0YMBIIUIEHHUKH, HAl[pUMEp MPOHUKHYTH B ceTh. PediekcuBubie ACL
paboTaroT TakuM 00pa3oM, OIIOKHPYETCs OTHOCTHIO TocTy (deny any) HO popmupyeTcst emE oauH
cnennanbHbiii ACL, KOTOpPBIN MOKET YUTaTh TaPAMETPHI MOJIb30BATEIIBCKUX CECCUI, KOTOPBIE
CT€HEpUPOBAHHBI U3 JIOKAJILHOW CETH U JUIsl HUX OTKPBIBATh MPOX0Jl B deny any, B pe3yibTare
II0JIy4aeTcs 4To U3 MIHTepHETa HE CMOTYT YCTAaHOBUTBH COEIMHEHHE. A HA CECCUU CTEHEPUPOBAHHBI U3
JIOKaJIbHOM ceTH OyayT NPUXOAUTH OTBETHI.



. O:zpanuuenue no epemenu (Time-based ACL)

OO6b1uynbIil ACL, HO € OrpaHUYEHHEM 10 BPEMEHH, Bbl MO’KETE BBECTHU CIIELIMAILHOE PaCIUCAHUE,
KOTOPOE aKTUBUPYET Ty WJIM MHYIO 3alUCh CIIKMCKa goctyna. W caenaTh Takoi Gokyc, Hanmpumep Muiiem
CIIUCOK JlocTyna, B kotopoM 3amnpemaeM HTTP-noctyn B Teuenun paboyero 1Hs 1 BelIaeM €ro Ha
uHTepdeiic MapLIpyTU3aToOpa, TO €CTh, COTPYIAHUKH MPEANPUATHS NPUILIK HA pabOTy, UM 3aKphIBAeTCA
HTTP-noctym, pabounii nens 3akonuunics, HTTP-goctyn oTkpeiBaercs,

noJkajnyicra, eciau XoTure — cuaute B ntepuere.

. Hacmpouixa

Camu ACL co31at0Tcst OTAENBHO, TO €CTh ATO IPOCTO HEKUH CIIUCOK, KOTOPBIM CO37aeTcs B IN100AIbHOM
KOH(HTe, TOTOM OH IPHCBANBAETCA K MHTEP(EICYy 1 TOIBKO TOTAa OH U HAaYMHAET padoTaTh.
Heo6xo1uMo MOMHUTE HEKOTOPBIE MOMEHTHI, JUIsl TOT0, YTOOBI IIPaBHILHO HACTPOUTH CIIMCKHU JIOCTYTIA:

e O0OpaboTka BeneTcs CTpOro B TOM MOPSIJKE, B KOTOPOM 3alTUCaHbl YCIOBHS
e Eciu maker coBnai ¢ ycioBueMm, Jaibliie OH He 00padaThIBaeTCsI
e B KoHIIe Ka)X0T0 CIKCKA JOCTYMA CTOUT HesABHBIN deny any (3ampeTuTh BCE)

e Pacmupennsie ACL Hy>KHO pazMeniaTh Kak MOKHO OJIM)KE K HICTOYHUKY, CTaH/IAPTHHIE K€ KaK
MO’KHO OJMKE K MOJTydaTeno

o Henb3s pazmectuts Oonee 1 crincka goctyna Ha MHTepdeic, Ha IPOTOKOJI, HAa HallpaBJIeHUE
e ACL He geiicTByeT Ha TpaduK, CTEHEPUPOBAHHBIM CAaMUM MapUIPyTH3aTOPOM

o Jlna punbrpanuu agpeco ucnoiaszyercs WildCard macka

. Cmanoapmmuutit cnucok oocmyna

Router(config)#access-list <aomep crnmicka ot 1 10 99> {permit | deny | remark} {address | any |
host}[source-wildcard] [log]

e permit: paspewumo

e deny: zanpemums



e remark: kommenmapuii o cnucke docmyna
o address: sanpewaem unu paspewaem cems
e any: paspewaem unu 3anpewjaem 8cé

o host: paspewaem unu 3anpewaem xocmy

« source-wildcard: WildCard macka cemu

e log: sxnouaem noceuposanue nakemoi npoxoodswue yepes oannyio 3anucs ACL

. Pacwiupennulii cnucok oocmyna

Router(config)#access-list <aomep crnircka ot 100 o 199> {permit | deny | remark} protocol source
[source-wildcard] [operator operand] [port <mopt miau Ha3Banue nporokona> [established]

e protocol source: kakoit npomokon 6yoem pazpewams unu 3axkpoieams (ICMP, TCP, UDP, IP,
OSPF u m.o)

e deny: zanpemumes

e Operator:
A.B.C.D — adpec nonyuamens
any — 110001 KOHeYHbL XOC
€Q — MOoabKO naKemsvl Ha YMOM nopme
gt — monvko nakemul ¢ 6OILUUM HOMEPOM NOPMA
host — eouncmeennulii koneunwlii xocm
It — moavko nakemvi ¢ 6onee HU3KUM HOMEpOM nopma
neq — monvKo naxkemvl He HA OAHHOM HOMepe nopma
range — ouanazox nopmoe

e port: nomep nopma (TCP wau UDP), moowcno ykazame umst

o established: paspewaem npoxosxcoenue TCP-ceamenmos, komopoie ssnsomes uacmoio yoice
coz0annou TCP-ceccuu

. Ilpukpennaem k unmepgeiicy

Router(config-if)#ip access-group <unomep crnucka uiau umss ACL> {in | out}

e IN: 6xoosuyee nanpasnenue



e OUL: ucxooawee nanpasnenue

. Hmenosannwvie cnucku oocmyna

Router(config)#ip access-list {standard | extended} {<nomep ACL> | <ums ACL>}
Router(config-ext-nacl)# {default | deny | exit | no | permit | remark}

e standard: cmanoapmmnerii ACL
o extended: pacuupennviii ACL

o default: yemanosumo komandy 6 snauenue no ymoruanuro

. Ozpanuuenue 0ocmyna K mapuipymu3amopy

R(config)#line vty 0 4 — mepexouM B pEIKUM HACTPOHKH BUPTYAIbHBIX JIMHHA.
R(config-line)#password <maposp>

R(config-line)#login

R(config-line)#access-class 21 in — HacTpanBaeM JIOTUH U TAPOJIb, & TAKIKE 3aKPEILISIEM CITUCOK
JI0CTyTIa ¢ pa3pemeHHbMu IP-anpecamu.

. ﬂuna.uuttecxue CRUCKU 00cmyna

| 2. Within a given time allowance, PC1 can use FTP,
+ HTTP to connect to R3.

192.168.10.1 192.168.30.1

R3(config)#username Student password 0 CiSCO — co3/1aeM mosib30BaTeNei Isl MOAKIIOYCHUS Yepes3
Telnet.
R3(config)#access-list 101 permit tcp any host 10.2.2.2 eq telnet



R3(config)#access-list 101 dynamic testlist timeout 15 permit ip 192.168.10.0 0.0.0.255 192.168.30.0
0.0.0.255 — paspemaem nonkitouaThCs K cepBepy mo Telnet Bcem yzmam.

R3(config)#interface serial 0/0/1

R3(config-if)#ip access-group 101 in — 3akpermasiem 101 ACL 3a unTepdeiicoM B BXOISIIEM
HaIlrpaBJICHHUU.

R3(config)#line vty 0 4

R3(config-line)#login local

R3(config-line)#autocommand access-enable host timeout 5 — kak TOJIBKO MOJIB30BATEb
ayreHTHUIIUpYyeThes, ceTh 192.168.30.0 OyaeT noctymnHa, yepe3 5 MUHYT 0e31eCTBUS CEaHC 3aKpOETCSI.

. Peghnexcusnvie cnucku docmyna

Y oo

Untrusted Network

Secure Trusted
Network

S0/1/0
209.165.200.225 /27

192.168.10.0 /24 192.168.11.0 /24

R2(config)#ip access-list extended OUTBOUNDFILTERS

R2(config-ext-nacl)#permit tcp 192.168.0.0 0.0.255.255 any reflect TCPTRAFFIC
R2(config-ext-nacl)#permit icmp 192.168.0.0 0.0.255.255 any reflect ICMPTRAFFIC — 3acraBisem
MapIIpyTU3aTOp OTCIEKUBATH TpadUK, KOTOPHI HHUIIUUPOBAJICS U3HYTPH.

R2(config)#ip access-list extended INBOUNDFILTERS

R2(config-ext-nacl)#evaluate TCPTRAFFIC

R2(config-ext-nacl)#evaluate ICMPTRAFFIC — co3maem BXOIAIIYIO TIOJUTHKY, KOTOpast TpeOyeT,
YTOOBI MAPIIPYTU3ATOP MIPOBEPSIT BXOAALIHNHA TpaduK, 4TOOBI BUAETh HHULIMUPOBAICS JIU U3HYTPU U
cesa3piBaeM TCPTRAFFIC k INBOUNDFILTERS.

R2(config)#interface serial 0/1/0

R2(config-if)#ip access-group INBOUNDFILTERS in

R2(config-if)#ip access-group OUTBOUNDFILTERS out — npumeHsieM BXOJSIIAN U HCXOISIIAN
ACL na unTepdeiic.



° Ozpauuueuue no épemenu

Time-based ACLs:
Allow for access control
based on the time of day
‘and week

R1(config)#time-range EVERYOTHERDAY

R1(config-time-range)#periodic Monday Wednesday Friday 8:00 to 17:00 — co3maeM CiucoK BpeMeHH,
B KOTOpOM ,Z[O6aBJI}ICM JAHU HEICIIN U BPEMI.

R1(config)#access-list 101 permit tcp 192.168.10.0 0.0.0.255 any eq telnet time-

range EVERYOTHERDAY — npumensiem time-range k ACL.

R1(config)#interface s0/0/0

R1(config-if)#ip access-group 101 out — 3akperuisiem ACL 3a untepdeiicom.

. IHlouck npoonem

R#show access-lists {ACL Homep | uMsi} — cMOTpUM HHPOPMAIIUIO O CIHCKE JOCTYIIA.
R#show access-lists — cMoTpuM Bce CTUCKHU JOCTYIIa Ha MapIIpyTH3aTope.

. Ilpumep

Router#show access-lists



Extended IP access list nick

permit ip host 172.168.1.1 host 10.0.0.5
deny ip any any (16 match(es))
Standard IP access list nickb

permit 172.16.0.0 0.0.255.255

Mgl BuauM 4to y Hac ectb ABa ACL (cTannapTHBIN U paciIMpeHHbIi) moa HazBaHusMH nick u nickS.
[lepBerii criucok paszperraer xocty 172.16.1.1 obpamatses o IP (3T0 3HAUUT UTO pa3perieHbl Bee
POTOKOJIBI padboTaromue nmosepx IP) k xocty 10.0.0.5. Bech ocTansHO# Tpaduk 3ampenieH mokaspiBaeT
koMaHjia deny ip any any. Psigom ¢ 3TuM yciioBueM B HamieM npumMepe numieT (16 match(es)). 9o
MOKA3bIBAeT YTO 16 MakeToB MOMajH MO 3TO YCIOBHUE.

Bropoiit ACL pa3pemaer npoxoauTs Tpaduk oT 10doro ncrounrka B cetu 172.16.0.0/16.

2. Ilopsiiok BhINOJIHEHUSI PA0OTHI:

1. B nporpamme CiscoPacketTracer co3aaiite ceTh CO CIEAYIONMMU XapaKTePUCTHKAMU

e —— i - Vi S L L .0 - Vi
_"p-:;;T,  192.168.1.0/24 111841!;?580;0!0 SeOIUI‘l?fm‘u‘r- 192.168.2.0{24 "__;:’;fT,
PC1 R1 R2 PC2
10.0.0.8{30 10.0.0.4/30
pcg DCE
5e0/0/0 N £ 52001 157 168.3.0/24
e '*E;F““‘“'g
12431 Server-PT
web-server
Tabnu1a ceTeBbIX aapecoB.
Device Interface IP Address Mask Default Gateway

Fa0/0 192.168.1.1 255.255.255.0 N/A
R1 Fa0/1 10001 255255255252 N/A
Se0/0/0 10.0.0.9 255.255.255.252 N/A
Fa0/0 192168 2 1 2552552550 N/A
R2 Fa0/1 10.0.0.2 255.255.255.252 N/A
S5e0/0/1 10.0.0.6 255.255.255.252 N/A
Fa0/0 192.168.3.1 255.255.255.0 N/A
R3 S5e0/0/0 10.0.0.10 255.255.255.252 N/A
Se0/0/1 10.0.0.5 255.255.255.252 N/A

PC1 N/A 192.168.1.10 255.255.255.0 192.168.1.1

PC2 N/A 192.168.2.10 255.255.255.0 192.168.2.1

Web-server N/A 192.168.3.10 255.255.255.0 192.168.3.1

2. Hacrpoiite Ha mapmpytu3zarope R1 crannapraeni ACL, 3anpemarommuii ycrpoiictsy PC1

B3aUMOJCHCTBOBATh C YCTpOﬁCTBaMH H3 Ipyrux CeTeH.




2.1. aiigure B pexxuM Ii00aIbHONM KOH(PHUTypalluyu MapiIpyTU3aTopa.

R1>enable

Rl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1 (config) #

2.2. CosganTte ctaHgapTHbIn ACL.

Rl (config) #faccess-1list 1 deny 192.168.1.10 0.0.0.0

access-list KomaHga cozgnadMa ACL

1 Homep ACL

deny KomaHfa «3anpeTutb»

192.168.1.10 Ajpec, K KOTOpPOMY Ha[o NpUMEHWTE KOMaHay
0.0.0.0 Wildcard macka

Rl (config) #access-1list 1 permit any

2.3. YcraHoBute ACL Ha unHTepdpence fa0/0 mapwpyTtusatopa R1.

Rl (config) #interface fa 0/0

Rl (config-if) #ip access-group 1 in

3. IlpoBepbTe MpaBHILHOCTH HACTPOIKHU cTaHaapTHOoro ACL.

3.1. 3aiiauTte B sMynsATOpP KOMaHAHOM cTpoku Ha ycTtpoiictBe PC1.

3.2. C moMOIIBIO YTHIIMTHI Ping MPOBEPHTE BOSMOXKHOCTD B3auMoieiicTBus ycrpoiictBa PC1 ¢ mro0bm
KOHEYHBIM YCTPOHCTBOM CETH.

Ecnu PC1 ne nmonydaet 5X0 0TBETHI OT Apyroro ycrpoiictBa, ACL HacTpoeH MnpaBUIIbHO.

4. Hactpoiite Ha Mapuipytusarope R3 pacumpennsiii ACL, 3anpematomuii yerpoiictsy PC2
oOpaiuatecs K Be0-cepBepy no nporokosry HTTP.

4.1. 3aiiguTe B peXuUM IN100aTbHON KOH(DUTYpaIli MapIIpyTU3aTOpa.

R3>enable

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #

4.2. Cospante ctaHgapTHbIn ACL.
R3 (config) #faccess-1ist 101 deny tcp 192.168.2.10 0.0.0.0 192.168.3.10

0.0.0.0 eg www

rae, access-list Komanoa cozoanus ACL
101 Homep ACL

deny Komanoa «zanpemumao»

tcp IIpomoxon mpancnopmuo2o yposs

192.168.2.10 Aopec ucmounuxa

0.0.0.0 Wildcard macka ons adpeca ucmouHuka

192.168.3.10 Aopec nonyuamens

0.0.0.0 Wildcard macka ona adpeca nonyuamens

eq www Ilopm Ha3HaueHus, N0 KOMOPOMY HYHCHO 3aNpemums 63auUMO0elicmsue

R3 (config) #access-1list 101 permit ip any any
R3 (config) #access-1list 101 permit icmp any any

2.3. YctaHoBuTte ACL Ha untepdenice s0/0/1 mapwpyTtusaTtopa R1.
R3 (config) #interface serial 0/0/1



R3 (config-if) #ip access-group 101 in

5. IIpoBeppTe npaBUIBLHOCTH HACTPOIKU pacmpeHHoro ACL.

5.1. 3aiinuTte B SMyIATOp KOMAaHIHOM CTPOKH Ha ycTpoiictee PC2.

3.2. C moMOIIbIO YTHIIMTHI Ping MPOBEPhTE BOZMOKHOCTH B3auMoieiicTBus ycrpoiictea PC1 ¢ mo0biM
KOHEUYHBIM YCTPOMCTBOM CETH.

3.3. C nomotiipto 3mMyssaTopa Opaysepa mornpooyiTe 3arpy3uTh cait WWW.Site.ru

Ecnu ycrpoiictBo PC2 nonydaer 5X0-0TBEThI OT CEpBEPA, HO CTPAHMILY 3arpy3UTh HE yIAETCs, 3HAUUT
ACL HacTpoeH NpaBUIbHO.

6. Coxpanute KOH(PUTYpaIUIO YCTPOUCTB.

Router#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Router#

3. KoHTpoJIbHbIE BONPOCHI

. Uro Takoe ACL?

. Kakoit anpec sBnsieTcss KputepueM JUTsl pa3pelieHus/3arperieHus nakera’?
I'ne npumensitorcss ACL?

. Kak 3agate sanemenT ACL 1 4TO Takoe MHBEpCHas Macka?

ohwN R

Uro punbrpyrot pacmmpennsie ACL?

6. Kakyro nonomHuTenpHyI0 GyHKINOHAIHLHOCTh UMEIOT pacmupeHHsie ACL 1o cpaBHEHUIO cO
CTaHJapTHBHIMU?

7. MoxHo 11, uctionb3ys pacmupenasie ACL, HaloXUTh OrpaHMYeHHS HA TPaQHK K ONpeaenEéHHON
TCP/IP ciyx6e?

8. Onummre npouenypy coznanus umeHoBanHoro ACL.

4. Conep:xkanue oTyeTa

1) TuTynbHBIHN THCT;

2) popMyIUpOBKY 11€TH pabOTHI;

3) onmcanue pe3yabTaTOB BBHITTOJHEHUS;

4) BBIBObI, COI'IACOBAHHBIC C IICJIIBIO pa6OTH.
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